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Security management mechanisms
in the face of contemporary threats: Introduction

The level of security of an organisation depends on a variety of factors, including the

ability to identify risks and the implementation of security management, including

governance mechanisms. The following criteria are considered in the typology of se-

curity threats:

1) objective — this includes political, military, and economic, as well as social and en-
vironmental security;

2) sources of threats — described as natural, technical, systemic, demographic, ideo-
logical, economic, educational, psychological, cultural, and other;

3) environmental — different environments are taken into account: natural, social,
political, economic, scientific, and technological;

4) coverage — from global, through continental and regional, to local; and

5) scale of the threats — from the global level, through the international and state
levels, to the administrative unit level.!

A threat is a situation involving the possibility of sudden, unpleasant, and unex-
pected events causing negative consequences. Threats can be potential, real, subjec-
tive or objective, external or internal, military or non-military, as well as accidental
(random) or intentional.” A threat is a situation where an unsafe condition is likely to

' E. Roman, “Istota wspdlczesnych wyzwan i zagrozen bezpieczenstwa’, Journal of Modern Sci-
ence, vol. 27, no. 4, 2015, pp. 209-226, hteps://bibliotekanauki.pl/articles/451938 [accessed:
3 August 2022].

P. Daniluk, H. Wyligata, Analiza zagrozes sektorowych dla bezpieczenstwa, Warszawa: Difin,
2021, pp. 10-11.
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occur for both the external and the internal environments. Threats are also analysed in
the context of a crisis. The most important non-military threats are natural hazards.
In the context of threats, much attention is paid to disasters due to both natural and
civilisational causes.?

With regard to national security (within the national security governance system),
the importance of monitoring the sources and scale of threats, as well as their types
and directions, together with the prevention of the emergence of threats within and
outside the national territory are emphasised. The importance of prevention of the ef-
fects of these threats, their elimination, and taking action with regard to the manage-
ment of the defence of the state is pointed out.*

In the systemic approach, organisational security is the feature of an object that
concerns its resistance to hazardous situations. The security of an organisation can
also be considered as its ability to protect its values (sensitive assets) from threats,
which can be related to systemic characteristics such as quality, reliability, stability,
as well as sustainability and viability. The desired level of security for an organisation
is provided by the organisation’s security system. Disruptions affecting the security
level of an organisation can be of various types — natural (e.g. floods), civilisational,
technical failures — and can relate to equipment and systems, the specific regional
characteristics, and the location, or to disruptive human actions. The factors affecting
the level of security of an organisation also include the mechanisms for countering
threats.

The security of an economic organisation is mainly analysed from the point
of view of prevention with regard to its potential for loss.® The security of a busi-
ness is considered as a dynamic state. It is present when the entity is ensured access
to the most important values (goods), with no deterioration of this access in the fu-
ture, which involves effectively pushing away or eliminating interferences.” Security
management, on the other hand, refers to the minimisation or elimination of threats

3 F. Mroczko, Zarzqdzzmie kryzysowe w sytuacji zagrozen niemilz'mmycb. Zarys pmblzma’w re-

gionu dolnoslgskiego, “Zarzadzanie” Series, no. 32, Watbrzych: Walbrzyska Wyzsza Szkota Za-
rzadzania i Przedsigbiorczosci, 2012, pp. 63-70.

W. Kitler, “System bezpieczenistwa narodowego RP — aspekty prawno-organizacyjne”, Wie-
dza Obronna, vol. 268, no. 3, 2019, pp. 5-33, http://wiedzaobronna.edu.pl/index.php/wo/
article/view/3/48 [accessed: 14 February 2022].

J. Stanik, R. Hoffmann, J. Napidrkowski, “Zarzadzanie ryzykiem w systemie zarzadzania bez-
pieczenstwem organizacji’, Ekonomiczne Problemy Ustug, no. 123, 2016, pp. 321-336.

J. Konieczny, “Bezpieczeristwo panstwa a bezpieczenistwo biznesu. Studium metodologiczne’,
Bezpieczenstwo. Teoria i Praktyka, no. 4,2015, p. 17.

M. Kwieciniski, Zarzadzanie bezpieczenistwem dzialalnodci przedsi¢biorstwa — zarys proble-
matyki, [in:] Zarzgdzanie w sektorach prywatnym oraz publicznym, ed. P. Lenik, “Prace na-
ukowo-dydaktyczne Paristwowej Wyzszej Szkoly Zawodowej im. Stanistawa Pigonia w Kro-
$nie” no. 70, Krosno: Paristwowa Wyzsza Szkola Zawodowa im. Stanistawa Pigonia w Krosnie,
2016, p. 150.
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through deliberate regulatory action by people. It can be considered from the stand-
point of risk management, crisis management, disaster (accident) management, and
value management.® Security management refers to the protection against threats to
different types of resources (assets): people, buildings, machines, and information re-
sources, considering the risk and taking into account the vulnerabilities.

It is interesting to see organisations from the standpoint of security as agile, smart,
or learning.” Consideration is given to the possibility of using the intellectual capital
of individual organisations, including those operating in a network that promotes se-
curity and social capital."

Cluster-like links present a model of cooperation between companies, universi-
ties, and public administration (a #riple helix), which takes the form of a quadruple
helix when social media and civil society are included. The evolution is highlighted
of cooperation within clusters related to synergistic impacts of the following nature:
1) modular, based on pooling the resources of partners who manage resources inde-
pendently, 2) sequential, based on the division of tasks between partners who adapt
the resources to the cooperation, and 3) reciprocal, based on the pooling of compa-
nies’ resources and knowledge sharing, which leads to mergers or acquisitions. Coo-
petitive behaviour and its types are also considered. The role of open innovation is
also highlighted."

This issue of Security: Theory and Practice addresses the issue of mechanisms for se-
curity management. The literature on this subject describes various mechanisms. The
renewal mechanism is considered within the framework of the issue of company man-
agement in crises affecting specific industries. It can take the form of a spatial or tem-
poral separation mechanism. The former mechanism, which relates to large organi-
sations, involves renewal processes initially taking place in specific entities, as well as
in departments or at functional levels of organisations. It is associated with the imple-
mentation of a learning loop and involves rearranging the structure and renewing key

8 L. Korzeniowski, Podstawy nauk o bezpieczenstwie, “Zarzadzanie Bezpieczeristwem” Series,

Warszawa: Difin, 2012, p. 58.

The concept of a Smart City (also in the context of a sustainable city) is presented in: A. Cho-
dyniski, “Wykorzystanie dorobku nauk o zarzadzaniu na rzecz podnoszenia bezpieczenstwa
miast. Koncepcja smart”, Bezpieczeristwo. Teoria i Praktyka, no. 4, 2019, pp. 39-62, and the
concept of learning organizations that use experience from emergency situations is presented
in: idem, “Uczenie si¢ i wplyw spoleczny a bezpieczenistwo na poziomie lokalnym - zarzadza-
nie w sytuacji awarii zagrazajacej Srodowisku naturalnemu’, Bezpieczeristwo. Teoria i Praktyka,
no. 4,2021, pp. 61-80.

Idem, Sieciowo$¢ w koncepcjach biznesu — aspekty spoleczne i ekologiczne, [w:] Zarzgdzanie
0dp0wiedziﬂlnym rozwojem przedsigbiorstwa, Krakéw: Oficyna Wydawnicza KAAFM, 2012,
p.83-110.

M. Klimczuk-Kochanska, Relacje migdzyorganizacyjne, [in:] Zarzgdzanie, organizacje i orga-
nizowanie — przeglad perspektyw teoretycznych, ed. K. Klincewicz, Warszawa: Wydawnictwo
Naukowe Wydzialu Zarzadzania Uniwersytetu Warszawskiego, 2016, pp. 343-354.
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competences with a limited risk. The temporal separation mechanism, which often
applies to small and medium-sized companies, means that changes are implemented
sequentially throughout the organisation. As a form of strategic entrepreneurship that
is associated with innovation, it involves the introduction of new products and ser-
vices, and the acquisition of new customers and new markets.'* Strategic management
considers the mechanisms of coordination and allocation of corporate resources re-
lated to the creation of transaction costs: price-based (market-based), hierarchical
(characteristic of bureaucracy), and the later one, relational (social, based on trust)."?

When considering an organisation as a system, the notion of an adjustment mech-
anism, which is a dynamic element of the management system, is discussed. It is re-
sponsible for the ability to shape new equilibrium conditions. Particularly important
is its role in the mutual adjustment of three groups of stabilising components: values
and goals, regulation and structures, and management methods and practices.” The
concept of a mechanism is referred to various areas and activities within an organi-
sation: corporate renewal,’”” knowledge management (refers to solutions, tools, and
methods),' and mechanisms for managing inter-organisational networks."”

The mechanism of organisational learning and the use of effective learning instru-
ments and techniques were analysed using the example of activities carried out in gov-
ernment administration. The mechanisms of organisational learning were considered
in the context of the processes of knowledge creation and the factors that support
them. Practices that enhance organisational learning were identified.”® Technolog-
ical entreprencurship is cited as a mechanism for organisational development.”” The
key mechanisms are also discussed at the level of management paradigms.”® The term

12

B. Hajdasz, I/Vybory strategiczne podczax odnowy przedsigbiorstwa indukou/ﬂnej kryzysem bmnz'y,
doctoral thesis, Uniwersytet Ekonomiczny w Poznaniu, Wydzial Zarzadzania, 2017, p. 74.

W. Czakon, “Obrazy sieci w zarzadzaniu strategicznym’, Zeszyty Naukowe Wydziatu Zamiej-
scowego w Chorzowie Wyzszej Szkoly Bankowej w Poznaniu, no. 19, Strategie przedsighiorstw
w sieci, 2017, pp. 71-81.

J. Skalik, A. Barabasz, G. Belz, “Systemowe uwarunkowania rozwoju metod zarzadzania. Przy-
ktad modelu Triady”, Acta Universitatis Lodziensis. Folia Oeconomica, vol. 234, 2010, pp. 71-
83.

J. Karpacz, Swoboda dzialania jako determinanta odnowy strategicznej przedsi¢biorstwa, [in:]
Strategie rozwoju organizacji, eds. A. Stabryla, T. Matkus, Krakéw: Fundacja UE w Krakowie,
2012, pp. 45-55.

B. Mierzejewska, “Mechanizmy wspierajace zarzadzanie wiedza w organizacji’, E-mentor,
no. 3(10), 2005, pp. 55-59.

P. Kordel, Zarzgdzanie sieciami migdzyorganizacyjnymi, Gliwice: Wydawnictwo Politechniki
Slaskiej, 2010, p. 67.

Jak wzmacniaé organizacyjne uczenie si¢ w administracji rzgdowej, eds. B. Ledzion, K. Olejni-
czak, J. Rok, Warszawa: Wydawnictwo Naukowe SCHOLAR, 2014, pp. 12-14.

P. Kordel, Przedsi¢hiorczosé technologiczna, Gliwice: Wydawnictwo Politechniki Slaskiej, 2018,
pp- 13-14.

A. Jaki, “Mechanizmy rozwoju paradygmatéw zarzadzania’, Przeglgd Organizacji, no. 2, 2014,
pp. 8-13.
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mechanism is often defined as coordination concerning direct managerial supervi-
sion, as well as the alignment of contractors. Using the role of the organisational struc-
ture for the integration activities of the different parts of an organisation, a system
standardisation — coordination system is considered.”’ A mechanism is also seen as
a key metaphor for organisational reality (e.g. as a network or a metaphor of a tech-
nological nature).” Resilience mechanisms related to the sustainability of an organ-
isation are also considered.” The literature on this subject emphasises that resilience
draws attention to a culture of preparedness. It uses mechanisms of a central or local
(bottom-up) nature that result not only in the absorption of shocks, but also in op-
portunities concerning the adaptation of vulnerable (weakest) elements of different
types of systems: social, economic, and political. The importance of the ability to re-
store resources in systems, as well as to restore functionality, is emphasized. Attention
is drawn to the role of the autonomous capacities of individual links in the system —
both resilient (robust) and adaptive.*

A critical infrastructure protection mechanism based on an ongoing exchange of
information is described.”

According to the author of this text, the mechanisms presented can play a signifi-
cant role as a response to existing or possible threats. The concept of a mechanism is
described in detail in this issue of Security: Theory and Practice in the publication re-
lating to the issue of ambidexterity (an article by Andrzej Chodynski).

The issue addresses a number of questions related to the opinions presented. At
the national level, reference was made to enhancing security with distributed en-
ergy resources based on renewable energy sources, particularly in situations of war
threats (an article by Krzysztof Wasniewski). In showing the prospects for creating
hydrogen valleys, reference was made to the concept of clusters (an article by Anna
Balamut). Different viewpoints related to security management at organizations were
presented. Hazards related to occupational safety are pointed at by Janusz Ziarko.
New innovative solutions concern the use of blockchain technology (an article by
Katarzyna Sienkiewicz-Malyjurek). The issues of management mechanisms appear in
articles on information management (articles by Marta du Vall and Marta Majorek)

and in articles on railway safety. The topic of safety culture in relation to the concept
>t Nowe kierunki w organizacji i zarzqdzaniu. Organizacje, konteksty, procesy zarzqdzania, eds.
B. Glinka, M. Kostera, Warszawa: Oficyna a Wolters Kluwer business, 2012, p. 269.

2 G. Gliszczyniski, L. Panasiewicz, “Koncepcja modelu metasystemu jako kierunek rozwoju teorii
systemdw zarzadzania’, Przeglgd Organizacji, no. 1,2018, pp. 21-29.

» ST.A. Pickett, B. McGrath, M.L. Cadenasso, A.J. Felson, “Ecological resilience and resilient
cities”, Building Research & Information, vol. 42, issue 2, 2014, pp. 143-157.

M. Stepka, “Rezyliencja jako paradygmat bezpieczeristwa w czasach przewleklych kryzysow”,
Przeglad Politologiczny, no. 2, 2021, pp. 105-117.

Narodowy Program Ochrony Infrastruktury Krytycznej — tekst jednolity, 2020, p. 38,
https://www.konin.pl/files/dokumenty_na_strone_2021/Narodowy-Program-Ochrony-
Infrastrukeury-Krytycznej-2020-tekst-jednolity.pdf [accessed: 11 August 2022].
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of intellectual capital is addressed (an article by Agnieszka Giszterowicz), as well as
the role of the manager in shaping the safety culture of an organisation (an article by
Michat Adam Lesniewski).

The articles respond to the recommended topics specified in the call for papers
sent to the authors, which states:

A manifestation of the resilience of organisations (including towns/cities, and various
types of business entities) is to maintain the continuity of their operations. To achieve this,
itis necessary to implement a system of appropriate coordination of activities, also in emer-
gency situations. Coordination of activities is associated with the implementation of secu-
rity management mechanisms.*

Adequate management mechanisms should ensure business continuity also in unex-
pected situations, i.e. those that take place on an ad hoc basis, and within an operational
perspective. At the same time, the role of mechanisms in the strategic perspective should
be emphasised, as a major part of appropriate resilience strategies. People will play an im-
portant role in the implementation of these mechanisms: on the one hand, employees, and
on the other hand, managers of commercial and non-commercial organisations, using var-
ious instruments to maintain the continuity of the organisation’s operations in emergency
situations.

With reference to the issue of rail safety in the European Union, including the role
of cluster-like links, the views of representatives of the European Railway Clusters In-
itiative (ERCI) were presented, as well as a report from a workshop on the subject
held in Italy. Attention was also given to the need to build security in organisations,
with emphasis on the role of audits (a report from the 21* International Congress
on Internal Control, Internal Audit, Anti-Corruption, and Anti-Fraud). Current se-
curity issues at the state and business levels are presented in a report from Mirostaw
Kwiecinski’s original seminar. Highlights from the Krynica Forum 2022 were pre-
sented by Krzysztof Wasniewski and Anna Balamut.

¢ The European Commission adopted a st of legislative conclusions aimed at limiting the emis-

sion of greenhouse gases by 2030, thus adjusting the climate, energy, transport and tax policy,
European Commission, Brussels, 14 July 2021, COM(2020) 562 final: Communication from
the Commission to the European Parliament, the Council, the European Economic and Social
Committee and The Committee of the Regions Fit for 55”: delivering the EU’s 2030 Climate
Target on the way to climate neutrality.



