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Doskonatos¢ zarzadzania bezpieczenstwem.
Wprowadzenie

Andrzej Chodynski

prof. dr hab., Uniwersytet Andrzeja Frycza Modrzewskiego w Krakowie
(Andrzej Frycz Modrzewski Krakow University)
hteps://orcid.org/0000-0003-4962-5143

Dariusz Fatuta

dr hab., prof. UAFM, Uniwersytet Andrzeja Frycza Modrzewskiego w Krakowie
(Andrzej Frycz Modrzewski Krakow University)
hetps://orcid.org/0000-0002-6704-2585

Izabela Kapera

dr hab., prof. UAFM, Uniwersytet Andrzeja Frycza Modrzewskiego w Krakowie
(Andrzej Frycz Modrzewski Krakéw University)
https://orcid.org/0000-0003-1691-5275

Osiaganie doskonalosci w odniesieniu do bezpieczenstwa moze by¢ rozpatrywane
jako stan lub proces, a osiaganie pozadanego poziomu bezpieczenstwa mozna reali-
zowal poprzez zarzadzanie bezpieczenstwem. Zarzadzanie bezpieczenstwem jako
zespot dziatani odnosi si¢ nie tylko do systemdw, obszaréw dziatalnosci, projektéw
i proceséw, ludzi i zasobéw, ale dotyczy takze technologii i produktéw (Chodyriski
2024: 7-12).

Problematyka doskonalosci jako stanu lub rezultatu dzialania wigze si¢ m.in.
z ideg doskonatosci organizacyjnej, a takze odnosi si¢ do $wiadomosci bezpieczeristwa
cztonkéw organizacji. Brany jest pod uwage proces pozytywnie ocenianych zmian
obicktu z punktu widzenia okreslonego kryterium lub zbioru kryteriéw, prowadzacy
do osiagania poziomu doskonalego. Zamierzeniem jest osiagniecie okreslonego stanu
lub wzorca. Doskonato$¢ organizacji jest opisywana w Modelu Doskonatosci EFQM
(European Foundation for Quality Management), laczacym orientacje na wyniki
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z podejéciem strategicznym i koncentracja na dzialalno$ci operacyjnej. Uwzglednia
si¢ takze specyfike organizacji sektora publicznego (rozwiazanie znane jako Common
Assessment Framework, CAF). W prezentowanych modelach i propozycjach podkre-
$lane jest znaczenie interesariuszy (Doskonatos¢ biznesowa... 2024: 13, 20, 23, 24, 48,
82). Model EFQM w pierwotnej wersji obejmowal dziewigé kryteriéw (pig¢ z nich
dotyczylo obszaru Potencjal, a cztery — obszaru Wyniki). Zmodyfikowany model
z roku 2020 zawiera trzy cze¢sci: Kierunek, Wykonanie i Rezultaty; akcentuje ocene
osiagnie¢ organizacji przez kluczowych interesariuszy z uwzglednieniem wynikéw
strategicznych i operacyjnych (Szewczyk 2024: 69-74). Szewczyk podaje, ze model
EFQM odnosi si¢ do dojrzatosci/doskonatosci, wskazujac réwnoczesnie na réznice
migdzy tymi pojeciami: ,,dojrzalo$¢” (zwiazana ze sposobem zorganizowania) jest ko-
jarzona z rosngcymi mozliwosciami organizacyjnymi, zas ,doskonalo$¢” (skupiona na
wynikach organizacji) dotyczy osiagnigcia i utrzymania najwyzszego poziomu tych
wynikéw (Szewczyk 2024: 69).

W przypadku organizacji wskazuje si¢ na pigé atrybutéw jej doskonatosci: spéj-
no$¢, adaptacyjnosé, inteligencje (dotycza doskonalosci funkcjonowania) oraz efek-
tywno$¢ organizacyjng i ckonomiczng (dotyczy doskonatosci wyniku) (Romanowska
2020: 499-512). Doskonalo$¢ organizacyjna powinna uwzgledniaé nie tylko sytuacje
»w miar¢ normalnego” funkcjonowania organizacji, ale takze ich zachowania w sytu-
acjach kryzysowych, w tym zakres objety pojeciem rezyliencji organizacyjnej (Cho-
dynski, Huszlak 2024: 15-41).

Tematyka zeszytu dotyczy problematyki zaréwno organizacji, jak i zjawisk i za-
grozen zwiazanych z zarzadzaniem bezpieczenstwem. Doskonalo$¢ zarzadzania -
takze bezpieczeristwem — mozna odnosi¢ do pojecia jakosci zarzadzania. Wiaze si¢
ona z jakoscia realizowanej ustugi zarzadczej. W przypadku konkretnej organizacji
mozna ja rozpatrywaé w ukfadzie menedzer — podwladni. Jako$¢ zarzadzania jest
okre$lana jako stopien spelnienia potrzeb i oczekiwan organizacji oraz jej interesa-
riuszy (zaréwno wewnetrznych, jak i zewnetrznych) w oparciu o (poprzez) realizacje
ustugi zarzadczej. Jakos¢ zarzadzania moze by¢ takze odnoszona do spetnienia po-
trzeb i oczekiwari obowiazkowych w danym czasie i miejscu (Wawak 2019: 69).

Numer rozpoczyna rozmowa z czlonkami Rady Naukowej czasopisma ,,Bezpie-
czenistwo. Teoria Praktyka’, Panami Profesorami Adamem i Markiem Jabloriskimi,
wybitnymi ekspertami m.in. w dziedzinach bezpieczeristwa w ruchu kolejowym i za-
rzadzania podmiotami gospodarczymi wobec zagrozen klimatycznych. Sg to wazne
aspekty zarzadzania bezpieczenstwem pozamilitarnym, bedace przedmiotem zainte-
resowania naszego czasopisma.

W niniejszym numerze problematyke bezpieczenstwa rozpatrywano w réznych
aspektach warunkujacych osiaganie doskonatosci zarzadzania:

e roli miedzyorganizacyjnego uczenia si¢ w europejskim systemie bezpieczenstwa
(tekst autorstwa M. du Vall);
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o specyfiki bezpieczenstwa ustug hotelarskich (artykut I. Kapery) na przykladzie
obicktéw hotelarskich w Zjednoczonych Emiratach Arabskich — przy czym wska-
zana problematyka wpisuje si¢ w szersza dyskusje dotyczaca zapewnienia rezy-
liencji w sektorze hotelarskim, podejmowang takze na gruncie polskim w oparciu
o doswiadczenia epidemii COVID-19 (Suder et al. 2025: 1-16);

e wykorzystania modeli rezyliencji organizacyjnej, z uwzglednieniem znaczenia
przywoédzewa dla ksztaltowania i wykorzystania §wiadomosci zagrozen przez in-
teresariuszy (tekst A. Chodyniskiego);

e wykorzystania kapitatu intelektualnego organizacji rezylientnej wobec zagrozen
o zrdznicowanym charakterze (na podstawie konkretnych studiéw przypadkéw)
(autorzy: A. Chodynski, V. Kornilova);

e budowania organizacji rezylientnych funkcjonujacych w sektorze energetyki wia-
trowej (tekst A. Balamut i M. Przygody).

Kolejna grupa artykuléw dotyczy problematyki zarzadzania bezpieczenstwem
w odniesieniu do konkretnych grup podmiotéw gospodarczych, jednostek lub reali-
zowanych procesdw:

e D. Fatula podejmuje ten temat w aspekceie wdrazaniu sztucznej inteligenciji w ban-
kowosci detalicznej;

e J. Liber, odnoszac si¢ do aspektdw logistyki dystrybucji, podejmuje problematyke
zapobiegania stratom w sieciach handlowych;

e P. Praszek rozpatruje role strategii we wzmacnianiu odpornosci jednostek samo-
rzadu terytorialnego.

Dwa kolejne artykuty podejmuja tematyke skutkéw wojny w Ukrainie: I. Kra-
vets analizuje jej nastepstwa ekonomiczne dla krajéw Unii Europejskiej, zas O. Py-
atkovska rozpatruje problemy zwiazane z migracja obywateli Ukrainy do Estonii.
Zblizona problematyka pojawiata si¢ juz w poprzednich numerach czasopisma
~Bezpieczenstwo. Teoria i Prakeyka” (2025 nr 1 oraz 2024 nr 4).
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The importance of specific research areas in non-
military security management: A conversation
with Prof. Adam Jabtonski', BEng., PhD, DSc,

and Dr. Marek Jabtonski?, BEng., DSc, Assoc. Prof,,
members of the Scientific Council of the Security:
Theory and Practice

Interviewer:
Prof. Andrzej Chodynski, PhD, DSc, Eng.

Andrzej Frycz Modrzewski Krakow University
Editor-in-Chief of the Journal
https://orcid.org/0000-0003-4962-5143

A. Chodyiski: Iinvited you to a conversation regarding the importance of devel-
oping security topics in business and economic sectors, particularly the railway
sector. This relates to the need to ensure the resilience of economic entities in
the face of contemporary climate threats. In recent years, our journal has de-
voted considerable attention to the issue of resilience models, particularly in the
face of environmental and energy threats, and the potential use of “clean” energy
sources, including hydrogen-based ones.

The need to leverage modern technological solutions, including artificial
intelligence, is leading to the creation of new organizational resilience models
and business models. Your achievements in promoting climate threats (with the
participation of the Andrzej Frycz Modrzewski Krakow University employees)

' WSB Merito University in Poznan, https://orcid.org/0000-0003-4008-941X
> WSB Merito University in Poznan, https://orcid.org/0000-0001-7964-6522
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are presented in issue 1/2024 of the Security: Theory and Practice (A. Jabloniski
2024). We also discussed the issue of safety in railway traffic, taking into account,
among others, ecological aspects, climate, energy transformation and renew-
able energy sources, in an interview with the authorities of the European Railway
Clusters Initiative ASBL with your participation in the issue 2/2022 of the Secu-
rity: Theory and Practice (Conversation... 2022). The topic of business models
has been the subject of research for many years, from proposals for pro-ecolog-
ical, pro-efficiency and entrepreneurial business models (Chodynski 2011: 208-
238) to the business models proposed by the Professors, taking into account the
double transformation: digital and climate (Jablosiski & Jablosski 2025).

Please share your achievements, also at the international level, in the field of

new concepts for building business models, particularly in the face of climate
threats and contemporary solutions for rail security.
A. Jablosski, M. Jablosski: The research area we have been involved in for many
years focuses on two closely interconnected pillars. The first pillar concerns a broad
understanding of the concept of business models against the backdrop of ongoing
changes in the economy, business, and society related to the operation of enterprises
in the so-called multi-crisis environment (economic, social, military, health, climate,
etc.). Here, we focus on developing various types of business models (analog, digital,
technical, power, climate, ecological, Al-driven, etc.) and their attributes: scalability,
consistency, sustainability, circularity, etc.). The second pillar is related to the man-
agement of rail transport safety and cybersecurity by High Reliability Organizations
(HROs), such as rail transport operators. In this area, we broadly develop the prin-
ciples of safety culture, technical compliance, safe integration, and digital rail traftic
control systems and digital data transmission, as well as their impact on safety man-
agement criteria in rail transport. These activities influence the creation of various
solutions related to operational safety, operational cybersecurity, the physical pro-
tection of infrastructure critical to national security, such as rail infrastructure, and
the cybersecurity of infrastructure, ICT systems, and devices used on the railways.
The connecting factor between these two pillars of our scientific development is cre-
ating a framework for organizations’ ability to ensure business continuity and achieve
high efficiency through key ontological entities, which include business models, strat-
egies, processes, and projects, creating a specific strategic hybrid in managers’ deci-
sion—making processes under conditions of pressure, constraints, opportunities, pos-
sibilities, and threats.

A. Chodynski: How do you perceive the interrelationships between the concepts
leading to the construction of business models and organizational resilience
models?

A. Jabloniski, M. Jabloniski: One of the key attributes of business models, in the
context of the automation, robotics, I'T, ICT, technical diagnostics, cybernetics, and
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artificial intelligence solutions being developed and incorporated into them, is the
resilience and agility of business models. Resilience is more focused on the external
protection of business models against their potential imitation by competitors, thus
weakening the market potential of enterprises. In our interpretation, agility is pri-
marily focused on the internal capacity of enterprises to strategically renew the organ-
ization’s key resources and thus the capacity to sustainably develop them. Combining
these two components creates a vertical-horizontal model for managing an organiza-
tion’s business security.

A. Chodynski: In my proposed model of responsible innovative behavior for
organizations (Chodynski 2021: 203-222), including those facing extreme en-
vironmental turbulence that threatens security, and taking into account the as-
sumptions of organizational resilience, a special role is assigned to collaboration
with stakeholders. How do you see the potential for utilizing these views in im-
plementing business models?

A. Jablonski, M. Jabtoniski: The relational dimension of enterprises operating on
the edge of the real and virtual worlds through the joint construction of analog and
digital identities requires openly shaping relationships with all stakeholders, or other-
wise known as actors in the relationship network (stakeholders and net stakeholders).
This is achieved by combining the contributions and incentives of various stakeholder
groups, thus creating and developing progressive and inclusive business models for en-
terprises. In such a space, the subjective nature of decision-making determines the or-
ganization’s ability to survive even in the most difficult conditions, creating platforms
for market dialogue and value exchange with them, becoming their first choice as the
purchasing power of customers declines.

A. Chodynski: Given the occurrence of extreme environmental turbulence
that threatens the security of organizations, I proposed building a model for
non-economic crisis in organizations, along with an analysis of the resilience
curve of these organizations (Chodynski 2022). How do you see the relation-
ship between these views and the business models you are building and their
practical application?

A. Jablosski, M. Jablosnski: The economic nature of an organization’s business
existence is no longer sufficient to survive in a multi-crisis environment. Only
a well-integrated system for creating sets of multiple values embedded in value
propositions for various types of stakeholders, and a dedicated revenue-generating
logic embedded in the configuration of business models, can create the right space
and climate for achieving results in the short and long term. Creating multiple
values, including financial, social, climatic, safety-related, and other values, can only
be achieved through organizations proactively developing a multi-business model
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environment as a response to the dynamic response to the chaos occurring in a mul-
ti-crisis environment. Therefore, a non-economic model of organizational func-
tioning based on the principles of resilience is the correct response to uncontrolled
phenomena within the network of the economy, business, and society. It should
also be noted that the greatest threats to enterprises currently stem not from mi-
croeconomic and sectoral conditions, but from macroeconomic decisions related
to political and regulatory factors that have a multidimensional impact on the ex-
istential dimension of various types of economic entities. In this interpretation, de-
veloping non-economic attributes of organizations is fully justified and necessary.

A. Chodyniski: How do you assess the chances of integrating the scientific com-
munity, including management science specialists, on the issues raised?

A. Jablonski, M. Jablosiski: These issues are particularly important from the per-
spective of their applicability. It is important to remember that the discipline of
management and quality science is an applied science, and therefore, it is the re-
sponsibility of every scientist to create and develop research areas that will inspire
and stimulate a creative decision-making system for managers. The scientific com-
munity should propose feasible solutions appropriate to the state of development of
the economy, business, and society. There is a noticeable underestimation of tech-
nology and its impact on the entire development structure of the discipline of man-
agement and quality science. For example, classic paradigms and solutions previ-
ously used in management are often inapplicable in the digital environment. It is
worth noting, for example, that the logic, methodology, and conceptual framework
present in the dynamic digital, climate, and energy transformations are significantly
different from the principles operating in traditional value chains. Therefore, re-
search opportunities exist in the design and implementation of technical and dig-
ital business models driven by Artificial Intelligence solutions. Furthermore, man-
agers, aware of market challenges, should receive tools from scientists to solve even
the most challenging business problems. For example, we believe that the scientific
community has not fully appreciated the concept of Evidence-Based Management
as a new scientific area and the future of modern management. Evidence-Based
Management allows for the elimination of errors and decision-making problems for
managers, who make better decisions thanks to broad online access to scientific ev-
idence embedded in scientific publications using large datasets. Currently, we be-
lieve that combining the concepts of Artificial Intelligence and Data Science with
technical, digital, and climate-related solutions supported by Evidence-Based Man-
agement opens a new dimension of scientific exploration and exploitation in man-
agement and quality sciences.
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A. Chodyiski: You are involved not only in research but also hold various lead-
ership positions in organizations that influence the implementation of specific
requirements and international standards in the area of security management.
A. Jablonski, M. Jablonski: Yes, that’s true, hence we strive to confront scientific
theory with business practice and the direct expectations of managers in creating a sci-
entific panacea for their problems in the organizational-managerial, economic-finan-
cial, technical, and operational areas. Above all, in our scientific research and the solu-
tions we present, we strive to be useful to the economy, business, and society. In this
cognitive space, the criteria we develop for managing security and cybersecurity in its
various dimensions and varieties take on a different driving force.

A. Chodynski: Thank you for the interview. The presented views will allow for
a better focus on the thematic areas of the Security: Theory and Practice, particu-
larly in the area of security management for economic entities operating in situa-
tions of threat. The considerations largely concern crisis management, including
for entities that are part of critical infrastructure.
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Introduction

The contemporary security environment of the European Union (EU) is charac-
terized by increasing complexity and the interdependence of threats. These threats,
ranging from terrorist networks and international organized crime to advanced cy-
berattacks, are fundamentally transnational in nature. Their networked nature means
that no single Member State, acting in isolation, is able to respond effectively. This
leads to an obvious functional necessity for deepened cooperation, information ex-
change, and, most importantly, collective learning (European Commission, 2025).

In response to this necessity, the European Union has systematically expanded
its institutional architecture in the Area of Freedom, Security, and Justice over the
last two decades. Specialized agencies have been established, such as Europol (Euro-
pean Union Agency for Law Enforcement Cooperation) (European Union Agency
for Law Enforcement Cooperation [Europol], n.d.-a), Frontex (European Border
and Coast Guard Agency) (Frontex, n.d.-a), and ENISA (European Union Agency
for Cybersecurity) (European Union Agency for Cybersecurity, n.d.-a), whose man-
dates are directly related to the aggregation, analysis, and dissemination of specialized
knowledge.

However, this process of institutionalization encounters a fundamental obstacle:
national security, intelligence, and policing remain strictly within the purview of
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Member States, constituting the core of their sovereignty (European Commission,
2025). This leads to a phenomenon that can be termed the sovereignty paradigm:
Member States create supranational agencies to address problems they cannot solve
alone, while simultaneously and deliberately limiting their powers, resources, and
access to key intelligence to protect their own decision-making autonomy (Walsh,
2006).

As a result, the European security architecture is torn between the rhetoric of in-
tegration and the practice of fragmentation. The central research problem of this ar-
ticle is the discrepancy between the declared need for Inter-Organizational Learning
(IOL) and the actual capacity and will of the organizations forming this architec-
ture to implement it. The article posits that inter-organizational learning is a key but
underutilized strategic resource of the European Union. Its effectiveness is inhib-
ited not by technological deficits — however significant — but by deep-seated polit-
ical, cultural, and institutional barriers. Among them, the absolute primacy belongs
to a chronic lack of trust (Safjaniski, James, 2020), which prevents the transformation
of distributed data into collective, operational knowledge. The article synthesizes the
main barriers and recommends a strategic shift of emphasis from technological plat-
forms to building human and relational capital.

Methodology

This article employs a qualitative approach, combining a targeted literature and doc-

ument review with an analytical synthesis of selected case studies. The primary meth-

odological objective is to systematically map empirical data regarding the EU secu-
rity architecture onto two established theoretical frameworks: the 41 organizational
learning model and the concept of Absorptive Capacity (ACAP).

The analysis is based on a targeted selection of official EU agency evaluations,
policy reports, and peer-reviewed academic literature. Source materials were purpose-
fully selected based on their direct relevance to information-sharing protocols, the in-
stitutional mandates of Europol, Frontex, and ENISA, and documented operational
challenges within the collaborative governance networks of the EU security sector.

Case studies were chosen using a purposive sampling strategy to illustrate con-
trasting extremes of IOL effectiveness in practice, allowing for a comparative analysis
of learning mechanisms:

1. strategic failure — the Paris (2015) and Brussels (2016) terrorist attacks were se-
lected as a paradigmatic, highly documented example of a catastrophic IOL break-
down. This case serves to illustrate systemic failure at the integration stage of the 41
model;

2. operational success — Joint Investigation Teams (JITs) and cross-border Network
Operations (e.g., Operation EMMA) were selected as contrasting examples of
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functional, bottom-up IOL. These cases were chosen to demonstrate how tempo-

rary organizational units can maximize absorptive capacity and overcome inherent

trust barrier.

The collected empirical data was systematically mapped against the theoretical
models to precisely diagnose structural breaking points. The 41 model was used to
differentiate between deficits in national-level interpretation versus failures in in-
ter-organizational integration. Concurrently, the ACAP model was applied to shift
the analytical focus from the data senders (EU agencies) to the critical interface and
processing capabilities of the receivers (Member States).

Inter-organizational learning (IOL) in the context of security

Organizational Learning (OL) theory largely originates from the analysis of the pri-
vate sector, where the capacity for adaptation and innovation is a condition for sur-
vival and competitive advantage. These elements collectively form an organizational
culture conducive to absorbing and utilizing new knowledge. Inter-Organizational
Learning (IOL) extends this concept beyond the boundaries of a single firm, de-
scribing how knowledge is transferred, assimilated, and co-created between organiza-
tions operating within a network.

In the public sector, to which security agencies belong, IOL acquires specific sig-
nificance. The goals here are not profit or market share, but the improvement of public
service efficiency, increased citizen security, or more effective crisis response (Harvey
etal., 2010). This collaboration often relies on complex collaborative governance net-
works rather than simple market mechanisms. Transferring IOL models to the secu-
rity sector requires accounting for its radical specificity. While private sector cooper-
ation may be based on mutual benefit, the security sector (especially intelligence and
police services) operates in a “high stakes, low trust” environment (Boardman, 2006).

Analysis of communication barriers within the intelligence community reveals
that the default organizational culture is 7oz sharing information (Boardman, 2006).
This is perceived as a rational strategy, motivated by the necessity to protect sensitive
sources and methods, as well as defending one’s own institutional mandates (so-called
“turf wars”) (Boardman, 2006). This culture is so deeply ingrained that agencies op-
erate in an environment “hostile to intelligence sharing,” viewing knowledge as a re-
source in a “zero-sum game” (Boardman, 2006).

Furthermore, in the complex security ecosystem of the EU, IOL is hampered by
a fundamental conflict of mandates. This problem is perfectly visible in the relation-
ships between Computer Security Incident Response Teams (CSIRTs), supported
by ENISA, and Law Enforcement (LE), supported by Europol (ENISA, 2020). The
mandate of a CSIRT is the mitigation of cyber incident effects and the fastest possible
restoration of system functioning (ENISA, 2020). The mandate of law enforcement
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is the prosecution of perpetrators, which requires securing and preserving digital ev-
idence (ENISA, 2020). As the ENISA report indicates, CSIRT actions (aimed at
rapid repair) can “seriously impede the collection of evidence necessary for criminal
investigation, or even destroy it” (ENISA, 2020). Effective IOL in this context does
not consist of naive “sharing everything,” but on developing complex deconfliction
protocols that allow for reconciling conflicting institutional goals.

IOL Models - breaking points

To diagnose where the IOL process breaks down in the security context, the 4I model
by Crossan et al. (1999) is useful. This model describes learning as a dynamic, mul-
ti-level process of strategic renewal involving four linked processes: intuition — a pro-
cess at the individual level (subconscious recognition of patterns and possibilities)
(Serrat, 2017); interpretation — a process at the individual level (conscious expla-
nation of intuition to oneself and others, making sense of it, and creating cognitive
maps) (Lawrence et al., 2005); integration — a process at the group level (developing
“shared understanding among individuals and taking coordinated actions”) (Law-
rence et al., 2005); institutionalization — a process at the organizational level (em-
bedding learning in the organization’s systems, structures, procedures, and routines)
(Lawrence et al., 2005).

The 41 model allows for a precise diagnosis of where IOL fails in the European se-
curity architecture. As empirical analysis will show, the problem is often not a lack of
intuition or interpretation at the national level (e.g., an analyst in one Member State
identifies a threat). The process notoriously collapses at the integration stage — the
inability to transform individual knowledge into “shared understanding” and “coor-
dinated action” at the inter-organizational level. This happens due to trust barriers
(Walsh, 2006) and “turf” conflicts (Boardman, 2006), which prevent the flow of
knowledge from the individual level to the network level.

The second key analytical model is the concept of Absorptive Capacity (ACAP),
defined by Cohen and Levinthal (1990) as an organization’s ability to “recognize the
value of new information, assimilate it, and apply it” (Cohen & Levinthal, 1990).
ACAP is not passive reception; it is an active capability critically dependent on prior
related knowledge and existing communication and coordination paths (Farrell &
Coburn, 2018). This model, though derived from firm innovation research, is suc-
cessfully applied to analyze performance improvement in the public sector, including
police forces (Harvey et al., 2010). In this context, ACAP is defined as a public or-
ganization’s ability to access new knowledge, assimilate it, and apply it to improve re-
sults (Harvey et al., 2010).

Applying the ACAP model allows for nuanced analysis of IOL failures in the EU.

Suboptimal performance of information exchange systems, such as those managed by
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Europol (Safjariski, James, 2020), does not necessarily result solely from the sender’s
(Europol) failure. Equally often, it may be the receiver’s (national police unit) failure.
A Member State may receive high-quality intelligence data but lack the appropriate
absorptive capacity - i.c., trained analysts (lack of prior related knowledge) or internal
procedures (lack of paths) — to assimilate and operationally apply this data. This diag-
nosis shifts the burden of analysis from EU agencies alone to the critical interface be-

tween agencies and national bodies.

The architecture of knowledge exchange in the EU

Using the presented theoretical frameworks, it is possible to analyze the key EU secu-
rity agencies — Europol, Frontex, and ENISA - as central nodes in the IOL network.
A synthetic comparison of their mandates, mechanisms, and diagnosed barriers is pre-

sented below.

Table 1. Characteristics of key EU security agencies as learning organizations

Agency |Main mandate Key IOL platforms/ Identified barriers to IOL
(related to IOL)  |mechanisms (sources)
Europol |Central hubfor  |SIENA (Secure Informa- |Lack of Trust by MS leading to reluc-
criminal intelli-  [tion Exchange Network  [tance to share data (Safjariski, James,
gence and ana-  |Application), EIS (Europol {2020).
lysis; supporting |Information System), EPE |Legal Fragmentation and data pro-
Member States  |(Europol Platform for tection limits (European Data Protec-
(MS) investiga-  |Experts), J-CAT (Joint Cy- |[tion Supervisor, EDPS) (Fotiadis et al.,
tions. bercrime Action Task- 2022).
force). Bottlenecks in SIENA architecture
(national units) (Statewatch, 2025).
Frontex |Promoting In- Joint trainings (on-the-  |Culture of Resistance to negative
tegrated Border |-job, formal), e-learning |feedback (e.g., re: fundamental
Management (EU Learn platform), ope- |rights).
(IBM); developing |rations, risk analysis (EU- |Low Perception of value-add by MS
acommon pro-  |ROSUR). (reporting seen as a,burden”)
fessional culture. (Walsh, 2006).
Insufficient transparency of com-
plaint mechanisms.
ENISA Building situ- CSIRT Network, common |Conflicting Mandates (CSIRT:
(and CSIRT|ational aware- incident taxonomies, mitigation vs. Law Enforcement (LE):
Network) |ness; strengthe- |[threat analysis, joint exer- [prosecution) (ENISA, 2020).
ning operational |cises. “Two fronts of trust” dilemma
cooperation (CSIRTs must protect constituent
(CSIRT Network trust, limiting data sharing with LE)
support). (ENISA, 2020).

Source: Author’s own elaboration.
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Europol

Europol’s mandate situates the agency as the center of European police cooperation,
intended to serve as a criminal information hub (Europol, 2024) and analytical center
supporting Member State investigations (Europol, n.d.-a). To this end, Europol man-
ages key IOL platforms: the Europol Information System (EIS), the Platform for Ex-
perts (EPE), which hosts, among others, the SIRIUS project facilitating access to
clectronic evidence from service providers (Europol, n.d.-g), and primarily the Secure
Information Exchange Network Application (SIENA) (Europol, n.d.-c).

Analysis of these platforms reveals, however, two fundamental paradoxes lim-
iting Europol’s IOL potential. The first is the SIENA Paradox, illustrating the gap
between technological optimism and political realism. The official narrative de-
scribes SIENA as a “state-of-the-art” platform enabling “rapid and user-friendly
exchange” of operational information (Europol, n.d.-f). However, evaluation re-
ports point to a much more problematic picture: SIENA’s functioning is often
“constrained by limited access” of national bodies, and the multitude of available
communication channels (bilateral, multilateral, via Interpol) creates “more diffi-
culties than solutions” for practitioners (Disley et al., 2012). The cause of this dys-
function is not technical but architectural and political. As analyses indicate, the
SIENA system was intentionally designed so that data must pass through National
Contact Units (Statewatch, 2025). This architecture is a technical reflection of
the sovereignty paradigm — Member States, instead of creating a true peer-to-peer
knowledge exchange, imposed a “hub-and-spoke” model where national units act
as gatekeepers. This intentionally built-in “bottleneck” institutionalizes the lack of
trust (Walsh, 2006) in the technology itself, fundamentally limiting the potential
for learning.

The second problem is the dilemma of learning vs. legality. For Europol to be-
come a learning organization capable of detecting complex criminal patterns, es-
pecially in the era of Big Data and Al it needs the capacity to analyze vast da-
tasets (Statewatch, 2025). However, the unprecedented decision by the European
Data Protection Supervisor (EDPS) in January 2022, ordering Europol to delete
its “big data ark” (Fotiadis et al., 2022), demonstrates a fundamental conflict. The
EDPS stated that Europol was illegally storing data on persons not directly linked
to criminal activity, violating the principle of data minimization (Fotiadis et al.,
2022). Europol is thus trapped in an unsolvable conflict: the logic of learning (more
data = better patterns and analysis) stands in direct contradiction to the EU’s legal
logic (data protection and privacy) (Fotiadis et al., 2022). This means Europol, un-
like agencies in the style of the American NSA (Fotiadis et al., 2022), is legally re-
strained from achieving its full data-driven IOL potential, constituting a key, exter-
nally imposed barrier.
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Frontex

Frontex’s mandate focuses on promoting Integrated Border Management (IBM)
(Frontex, n.d.-a). A key IOL mechanism in this context is creating a “common Eu-
ropean professional culture” for border guards (Frontex, n.d.-c). The agency invests
heavily in various forms of knowledge transfer, including on-the-job training, formal
courses (e.g., on fundamental rights, languages), and e-learning platforms (like “EU
Learn”) (Frontex, n.d.-a).

Analysis of Frontex’s activity indicates a distinction between performative learning
and critical learning. The agency demonstrates high proficiency in performative
learning — teaching officers how to perform tasks according to specific procedures
(Frontex, n.d.-c). This is “top-down” knowledge transfer. Simultaneously, Frontex ex-
hibits strong resistance to critical learning — absorbing feedback about errors, failures,
and systemic problems, particularly in the sensitive area of fundamental rights. Evi-
dence of this dysfunction is clear. The Consultative Forum on Fundamental Rights
(CFFR) stated it was “not consulted” on human rights issues, and its comments were
“often ignored.” Similarly, the Fundamental Rights Officer (FRO) faced allegations of
alack of independence, and complaint mechanisms proved insufficiently transparent
and effective. Furthermore, relationships with Member States also indicate value per-
ception problems. Some Member States perceived sharing information with Frontex
as an “additional burden” rather than a process bringing “value added” (Walsh, 2006).
This points to an organizational culture resistant to negative feedback. From the per-
spective of OL theory, an organization that systematically ignores feedback mech-
anisms is not a learning organization; it is an example of institutional unlearning,
where the culture actively rejects knowledge contrary to its operational goals.

ENISA

ENISA plays a key role in the EU cybersecurity ecosystem, aiming to raise common
situational awareness (ENISA, n.d.-a) and operationally supporting the CSIRT Net-
work (ENISA, n.d.-b). Learning in this network occurs through information ex-
change on threats and incidents (ENISA, n.d.-a) and creating common frameworks,
such as incident taxonomies (ENISA, 2020).

However, as signaled earlier, the main barrier here is the conflict of mandates
(ENISA, 2020). This barrier leads to a more complex problem, which can be called
the “two fronts of trust” dilemma. CSIRTS, especially national, academic, or sectoral
ones, operate largely based on voluntary incident reporting by their constituents, e.g.,
private sector companies (ENISA, 2020). To maintain this key data flow, CSIRTs
must guarantee confidentiality and act in the victim’s best interest (e.g., quickly
patching the system). At the same time, law enforcement (LE) demands access to the
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same data for investigative and prosecutorial purposes (ENISA, 2020). CSIRTs are
trapped in a dilemma. If they too willingly and automatically pass data to law enforce-
ment, they risk losing the trust of their constituents.

As research indicates, victims of cybercrime “sometimes refuse to report incidents”
to law enforcement for various reasons (ENISA, 2020). In such cases, CSIRTs are
“discouraged from sharing information... because they fear losing the trust of their
constituent” (ENISA, 2020). CSIRT networks must therefore manage trust on two
fronts simultaneously: (1) towards their data providers (private sector) and (2) to-
wards their partners (LE). The interests of these two groups are often contradictory.
For this reason, simple technical solutions, such as promoting a “common platform”
for data exchange (ENISA, 2019), will not solve the problem. The barrier is funda-
mentally relational, political, and rooted in the conflicting operational logics of dif-
ferent security ecosystem actors.

Learning from failures and successes

Theoretical and institutional analysis shows that IOL in the EU is a process burdened
with structural barriers. This section verifies this thesis through case study analysis,
contrasting strategic failure with operational successes.

The Paris (2015) and Brussels (2016) attacks

The coordinated terrorist attacks in Paris (November 2015) and Brussels (March
2016) constitute a tragic and textbook example of a catastrophic failure of inter-or-
ganizational learning. Post-mortem analyses revealed that the terrorist network
(the so-called Zerkani network) executing the attacks was known to law enforce-
ment and intelligence services in several Member States, including Belgium and
France (Andreeva, 2025).

The failure was not a lack of data. It was a systemic inability to integrate distrib-
uted fragments of information into a coherent intelligence picture and transform it
into “coordinated action,” which is the definition of failure at the Integration stage
of the 4I model (Lawrence et al., 2005). Law enforcement and intelligence agencies
from different states “failed to cooperate adequately,” leading to numerous “missed
opportunities” to interrupt preparations for the attacks (Andreeva, 2025). This was
adirect result of trust barriers (Walsh, 2006), differences in organizational cultures
(Boardman, 2006), and the lack of effective intelligence exchange protocols.

However, OL theory also indicates that failure can be a powerful catalyst for
learning. The 2015 and 2016 attacks provided a key insight: it was precisely as
a result of these failures that a “European counter-terrorism and intelligence co-
operation culture” began to develop (Andreeva, 2025). The shock caused by the
scale of the attacks and the realization that they were preventable forced national
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practitioners to understand that “cooperation is necessary” to meet threats (An-
dreeva, 2025).

This tragedy acted as a reactive learning mechanism, temporarily overcoming
the sovereignty paradigm. The cost of not sharing information (mass casualties)
suddenly proved higher than the perceived cost of sharing it. Many subsequent leg-
islative initiatives and the strengthening of agency mandates (including Europol)
can be seen as an attempt at institutionalization (the fourth stage of the 41 model)
of the lessons learned from this failure.

Studies of success: Joint Investigation Teams (JITs) and Network Operations

In radical contrast to the strategic failures of central data exchange stand the successes
of Joint Investigation Teams (JITs). JITs are recognized as “one of the most advanced
tools” for international cooperation in criminal matters (European Union Agency for

Criminal Justice Cooperation [Eurojust], n.d.). These are ad hoc teams created for

a fixed period (usually 12-24 months) and a specific investigative purpose, consisting

of prosecutors, judges, and law enforcement officers from two or more states (Euro-

just, n.d.). Eurojust plays a key role in the legal, logistical, and financial support of

JITs, similar to Europol in operational support (Eurojust, n.d.).

The success of JITs can be explained by analyzing them as incubators of trust and
micro-spaces of effective IOL that directly address identified barriers:

1. overcomingthe trust barrier: unlike anonymous data exchange via centralized plat-
forms (like SIENA), JITs rely on intensive, daily, face-to-face cooperation (Nuiio-
Solinfs & Urtaran-Laresgoiti, 2018). Trust here is not a prerequisite imposed from
above, but a result of shared operational practice focused on solving a concrete,
shared problem (e.g., dismantling a specific criminal group) (United Nations Of-
fice on Drugs and Crime, n.d.);

2. realizing the “Integration” process (41): a JIT is by definition an integration mech-
anism (Lawrence et al., 2005). It forces participants from different legal and or-
ganizational systems (Block, 2008) to develop “shared understanding” and take
“coordinated actions” in real-time;

3. maximizing Absorptive Capacity (ACAP): a JIT creates a temporary organiza-
tional unit with maximum absorptive capacity (Farrell & Coburn, 2018). By gath-
ering experts with the required “prior related knowledge” (police, analysts, pros-
ecutors) in one place, the JIT ensures that newly acquired knowledge (e.g., from
awiretap in Country A) is immediately understood, assimilated, and applied (c.g.,
to issue an arrest warrant in Country B) (Harvey et al., 2010), without delays re-
sulting from bureaucratic “gatekeepers” (Statewatch, 2025).

The success of JITs proves that effective IOL in the European security sector is
largely bottom-up, problem-oriented, and relationship-based, rather than top-down,
centralized, and technology-based.
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Further evidence of IOL evolution is provided by complex network operations
that go beyond traditional state-to-state cooperation. An example is Operation Eu-
ropean Money Mule Action (EMMA), which led to the arrest of 178 people in
2016 (Europol, 2016). The key to its success was not only cooperation between
16 states, Europol, Eurojust, and the FBI. It was the engagement of 106 banks and
private partners (Europol, 2016).

Similarly, Operation EMMA95, which led to the dismantling of the encrypted
communication network EncroChat, was the result of JIT actions (France, Neth-
erlands) supported by Europol and Eurojust (Europol, 2020). This case illustrates
that critical infrastructure used by criminals is in private hands.

These cases indicate the most important new trend: the evolution from pub-
lic-public IOL to public-private IOL. State agencies no longer possess a monopoly
on knowledge nor control over infrastructure (financial systems (Europol, 2016),
encrypted communication services (Europol, 2020)). Effective crime fighting now
requires the ability to learn from and with the private sector (tech companies, finan-
cial institutions).

Europol attempts to institutionalize this new reality through initiatives such as
the SIRIUS project (facilitating cooperation with online service providers) (Eu-
ropol, n.d.-g) or direct cooperation with tech companies (Statewatch, 2025). How-
ever, this raises new, complex challenges related to law, ethics, and trust.

Conclusion

The analysis conducted in this article demonstrated that inter-organizational
learning (IOL) in the European security sector is a complex, highly politicized pro-
cess burdened with fundamental contradictions. Its dynamics are defined by the
constant tension between the functional necessity of cooperation, forced by the
transnational character of threats, and the political and cultural imperative of pro-
tecting national sovereignty and secrecy — the sovereignty paradigm.

The main findings of the analysis indicate that the most serious obstacles to ef-
fective IOL lie not in the sphere of technology, but in organizational culture and
politics. These include, above all, the lack of trust between Member States and agen-
cies (Safjanski, James, 2020), a culture of “knowledge hoarding” (need-to-know)
rather than “need-to-share” (Boardman, 2006), and deep mandate conflicts (e.g.,
CSIRT vs. LE) (ENISA, 2020).

A further problem is the dysfunction of centralized models. Top-down, cen-
tralized IOL mechanisms based on technological platforms (like SIENA at Eu-
ropol) are systematically weakened. This happens because their architecture is
a political compromise reflecting the sovereignty paradigm (built-in bottlenecks)
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(Statewatch, 2025), and their potential is further limited by rigorous European data
protection frameworks (the Legality Dilemma) (Fotiadis et al., 2022).

Simultancously, it is clear that effective IOL - understood as learning leading
to behavioral change and improved operational results — occurs primarily in bot-
tom-up, problem-oriented, and trust-based microsystems. Joint Investigation Teams
(JITs) are the best example of this, acting as “incubators of trust” and realizing Inte-
gration processes (from the 4] model) and maximizing absorptive capacity (ACAP)
(Eurojust, n.d.).

Undoubtedly, the current EU security architecture exhibits characteristics of re-
active learning, adapting in response to catastrophic failures (Andreeva, 2025). It
lacks the mechanisms and organizational culture necessary to implement proactive
learning, characteristic of High Reliability Organizations (HRO).

Further progress in building the EU’s capacity for collective learning requires
a strategic shift in resources and attention. Instead of concentrating solely on in-
vestments in further technological platforms, policymakers should equally invest
in human platforms — mechanisms such as CEPOL, exchange programs, joint exer-
cises, and facilitating the creation of JITs. Technological platforms can only transmit
data; it is human platforms, building social capital, that are capable of generating
the rarest and most important resource in the security ecosystem: trust.

The author is aware that a limitation of this analysis is its reliance on publicly
available reports and literature. Undoubtedly, further research, particularly ethno-
graphic studies on daily cooperation practices within JITs and deeper analysis of
cultural barriers in implementing HRO principles in police forces, is necessary to
fully understand the dynamics of learning in this critical sector for Europe.

As noted, the current IOL model in the EU is largely reactive — learning from
spectacular failures like the 2015 and 2016 attacks (Andreeva, 2025). This is
a costly and inefficient model. An alternative is offered by the concept of High Re-
liability Organizations (HRO), derived from research on extremely high-risk sec-
tors like aviation, nuclear power, or aircraft carrier operations. HROs are character-
ized by a proactive approach to learning, based on two key principles: (1) a system
perspective, which in case of error focuses on analyzing faulty processes rather than
blaming individuals, and (2) preoccupation with failure, viewing minor errors and
“near misses” as priceless opportunities for learning and system adaptation before
they lead to disaster.

Implementing HRO thinking in the European security sector would require
a fundamental cultural change. As analyses indicate, security organizations are
often dominated by a “culture of punishment” for reporting errors, which prompts
employees to hide them. The HRO model requires the opposite: a “culture of re-
ward” or at least a “just culture” (Kanaan & Mayer, 2023) that actively encourages
problem reporting. In practice, this would mean that a Frontex officer reporting
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a fundamental rights violation or a Europol analyst pointing out a systemic flaw
in SIENA data flow (Disley et al., 2012) would not be treated as a problem, but as
a key source of learning.

Ultimately, the analysis of IOL barriers leads to the conclusion that the weakest
link is not technology, but the human and relational factor (Birdi et al.,, 2020). Invest-
ments in expensive I'T platforms (like SIENA) will not yield results if they are not ac-
companied by equivalent investments in human capital and social networks. The key
barrier remains the lack of trust (Walsh, 2006). Trust is not a product of technology;
it is built by people through repeated, positive interactions (Birdi et al., 2020). This
highlights the key, though often underestimated, role of agencies like CEPOL (Eu-
ropean Union Agency for Law Enforcement Training), whose mandate is precisely
creating “human platforms” for IOL (European Commission, 2025). Joint trainings,
officer exchange programs, and even informal social events (Birdi et al., 2020) build
relationships and mutual cultural understanding, which are the foundation of trust.
As research indicates, barriers as prosaic as the lack of a common language (Birdi et al.,
2020) or misunderstanding of organizational differences (Birdi et al., 2020) are often
a greater obstacle to information exchange than the lack of technical compatibility.
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Abstract

This article analyzes the mechanisms and barriers to inter-organizational learning (IOL)
in the European Union’s security sector. The research aims to diagnose why effective IOL
remains a systemic challenge despite significant institutional and technological invest-
ments. Using a targeted literature review and case study synthesis mapped against the
4] and Absorptive Capacity theoretical frameworks, the study identifies a fundamental
tension termed the sovereignty paradigm. The analysis of key agencies (Europol, Frontex,
ENISA) and specific operations (Paris and Brussels attacks, Joint Investigation Teams) re-
veals that the main obstacles are not technical. Rather, they are rooted in political and
cultural barriers, specifically a chronic lack of trust, conflicting mandates, and cultures re-
sistant to critical feedback. The article concludes that improving IOL requires a strategic
shift from investing in centralized technological platforms to building bottom-up, rela-
tionship-based human networks capable of generating trust.
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Wprowadzenie

Bezpieczenistwo w ustugach hotelarskich stanowi zagadnienie wiclowymiarowe i jest
powszechnie uznawane za jeden z kluczowych elementéw jakosci ustug turystycz-
nych, wplywajacy zaréwno na komfort oraz zaufanie klientéw, jak i na postrzeganie
catoéci doswiadczenia turystycznego. W literaturze przedmiotu problematyka bez-
pieczeristwa w hotelarstwie analizowana jest na wielu plaszczyznach - od aspektéw
technicznych i organizacyjnych, poprzez regulacyjne i prawne, az po zachowania
konsumentdw oraz percepcje ryzyka. Zakres tych analiz obejmuje zaréwno odpo-
wiedzialno$¢ hotelarza oraz przestrzeganie obowiazujacych przepiséw, jak i identy-
fikacje zagrozen, a takze wdrazanie rozwiazan organizacyjno-technicznych stuzacych
ich ograniczaniu.

W literaturze polskiej zagadnienia bezpieczeristwa w hotelarstwie byly juz podej-
mowane. Przyktadem sg analizy Kapery i Kapery (2014), ktérzy wskazuja na szerokie
spektrum zagrozen wystgpujacych w obicktach hotelowych (obejmujacych czynniki
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wewnetrzne i zewngtrzne), odpowiedzialno$¢ hotelarza za bezpieczenstwo gosci oraz
koniecznos¢ systemowego podejscia do identyfikacji i minimalizacji ryzyka. Rozwi-
jajac perspektywe zarzadcza, Podwysocka (2024) zwraca uwagg na znaczenie bezpie-
czenistwa jako integralnego elementu systemu zarzadzania kryzysowego w branzy ho-
telarskiej. Szersze ujecie dotyczace zagadnien bezpieczenstwa prezentuje Chodyniski
(2021; 2024), analizujac je w kontekscie rezyliencji organizacyjnej. Autor wskazuje,
ze zdolno$¢ organizacji do utrzymania stabilnosci oraz adaptacji w warunkach kry-
zysowych stanowi fundament jej dtugofalowego funkcjonowania, a bezpieczenistwo
jest tym ujeciu jednym z kluczowych filaréw rezyliencji. Znaczenie zarzadzania bez-
pieczeristwem w hotelarstwie podkreslaja réwniez Chodynski, Podwysocka, Wolak
i Kapera (2024), wskazujac, ze skuteczne przeciwdzialanie sytuacjom kryzysowym
wymaga uwzglednienia oczekiwan zaréwno interesariuszy wewngtrznych, jak i ze-
wngtrznych. Dla pelniejszego ujecia problematyki zasadne jest odrdznienie bezpie-
czenstwa jako kategorii organizacyjnej od percepcji bezpieczeristwa jako kategorii
poznawczej i spotecznej. W naukach o zarzadzaniu bezpieczenstwo bywa ujmowane
przez pryzmat rozwigzan strukturalnych, procedur, nadzoru i kontroli ryzyka, nato-
miast percepcja bezpieczenstwa odnosi si¢ do sposobu, w jaki uczestnicy organizacji
lub odbiorcy ustug interpretuja poziom zagrozenia oraz skuteczno$¢ stosowanych za-
bezpieczen. Problematyka ta znajduje szerokie odzwierciedlenie w literaturze migdzy-
narodowej. W przegladach dotyczacych ryzyka w turystyce podkresla sig, ze percepcja
zagrozen ma charakter wiclowymiarowy i wplywa zaréwno na wybory podréznych,
jak i na oceng¢ jakosci do$wiadczenia turystycznego (Yang i Nair, 2014; Seabra, Dol-
nicar, Abrantes i Kastenholz, 2013). W odniesieniu do hotelarstwa badania Chan,
Leung i Lo (2013) pokazuja, ze bezpieczenistwo i zabezpieczenia nalezg do istotnych
kryteriéw oceny obicktu, przy czym miedzy perspektywa zarzadzajacych a oczekiwa-
niami goéci moga wystepowa¢ wyrazne rozbieznosci. Z kolei Berezina, Cobanoglu,
Miller i Kwansa (2012) zwracaja uwagg, ze naruszenia bezpieczeristwa informacyj-
nego réwniez oddzialuja na postrzegana jakos¢ ustug hotelowych i zaufanie klientéw.

Jednoczesnie w nowszych badaniach coraz wicksza uwage poswigca si¢ percepcji
bezpieczenistwa z perspektywy odbiorcédw ustug. Bezpieczenstwo nie jest wéwczas
rozumiane wylacznie jako zbidr formalnych rozwigzan funkcjonalnych i organiza-
cyjnych, lecz jako subicktywne poczucie goscia, ksztattowane przez doswiadczenia
pobytu, kontake z personelem oraz sposéb organizacji przestrzeni hotelowej. Taki kie-
runek interpretacji pozostaje zbiezny z dorobkiem badan, ktéry wskazuje na to, ze re-
cenzje internetowe traktowane sg jako wazne zrédlo wiedzy o doswiadczeniach kon-
sumentdéw, redukcji postrzeganego ryzyka oraz procesach decyzyjnych w turystyce
i hotelarstwie (Sparks i Browning, 2011; Marine-Roig i Huertas, 2020; Yadav, Verma
i Chikhalkar, 2024). Zaproponowana w artykule analiza opinii gosci publikowanych
na platformach internetowych umozliwia uchwycenie tych aspektéw bezpieczenstwa,
ktére nie zawsze znajdujg odzwierciedlenie w przepisach, projektowaniu czy procedu-
rach dotyczacych obiektow.
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Pomimo rosnacej liczby publikacji poswieconych bezpieczenistwu w hotelar-
stwie, widoczna pozostaje luka badawcza odnoszaca si¢ do segmentu premium oraz
do rynkéw pozaeuropejskich. Segment ten obejmuje obickty i ustugi o ponadstan-
dardowej jakosci, w ktorych kluczowa role odgrywaja takie cechy jak wysoki poziom
personalizacji, prywatno$¢ oraz rozbudowane mechanizmy kontroli proceséw. Na ta-
mach literatury naukowej sektor premium w turystyce jest najczesciej konceptualizo-
wany poprzez pojecia turystyki luksusowej oraz hotelarstwa w obicktach o wysokim
standardzie. W badaniach dotyczacych doswiadczen gosci zauwaza sig, ze poczucie
i oczekiwania wobec bezpieczenistwa w tego typu miejscach rzadko sg artykulowane
wprost, lecz odnoszg si¢ na przyktad do sposobu organizacji przestrzeni czy zacho-
waniu personelu.

Zjednoczone Emiraty Arabskie postrzegane sg jako jeden ze $wiatowych lideréw
w zakresie turystyki luksusowej, a rynek hotelarski tego paristwa charakteryzuje si¢
duzg liczbg obicktéw segmentu premium oraz szeroko rozwinieta oferta ustugowa.
W tym kontekscie problematyka bezpieczenstwa nabiera szczegdlnego znaczenia —
zaréwno jako element zarzadzania w hotelarstwie, jak i jako istotna skltadowa wize-
runku destynacji turystyczne;j.

W odpowiedzi na zidentyfikowana luke badawczg artykut podejmuje problema-
tyke percepcji bezpieczeristwa w doswiadczeniach turystéw korzystajacych z ustug
hotelarskich segmentu premium w Zjednoczonych Emiratach Arabskich. Analiza
oparta zostala na materiatach Zrédtowych, obserwacjach wlasnych dokonanych pod-
czas pobytu w badanej destynacji i wizytach w wybranych hotelach, a takze na jako-
$ciowej analizie ponad 70 000 opinii internautéw publikowanych w Internecie (Tri-
padvisor i Google Reviews). Szczeg6lng uwage poswigcono aspektom bezpieczenstwa
zaréwno artykulowanym wprost, jak i ujawniajacym si¢ posrednio w narracjach gosci.
Celem artykutu jest zbadanie sposobéw postrzegania kwestii bezpieczenstwa przez
gosci korzystajacych z ustug hotelarskich segmentu premium w Zjednoczonych Emi-

ratach Arabskich.

Metoda badawcza

W postgpowaniu badawczym zastosowano: analiz¢ materiatéw zrédtowych, obser-
wacje wlasna oraz jakosciowa analize opinii goéci publikowanych na platformach
internetowych.

Analiza materialéw zrédlowych objeta literature przedmiotu, raporty branzowe
oraz dokumenty dotyczace bezpieczenistwa w hotelarstwie. Obserwacja wlasna zo-
stala przeprowadzona podczas pobytu w Zjednoczonych Emiratach Arabskich
i obejmowala wizyty w wybranych obiektach hotelowych segmentu premium
(Jumeirah Burj Al Arab w Dubaju, Emirates Palace Mandarin Oriental w Abu
Zabi). Kluczowym elementem badania byla jako$ciowa analiza tresci opinii gosci
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publikowanych na platformach Tripadvisor i Google Reviews. Analizie poddano
recenzje odnoszace si¢ do pobytéw w obu hotelach, przy czym szczegdlng uwage
zwrécono zaréwno na bezposrednie wzmianki dotyczace bezpieczenstwa, jak i na
odniesienia posrednie, takie jak kwestie prywatnosci, czystoéci, organizacji prze-
strzeni czy zachowania personelu. Bazowano na publicznie dostgpnych opiniach
dotyczacych hoteli segmentu premium w Zjednoczonych Emiratach Arabskich
i ze wzgledu na bardzo duza liczbe recenzji zastosowano projekt dwustopniowy.
W celu identyfikacji opinii bezposrednio odnoszacych si¢ do bezpieczeristwa prze-
prowadzono kwerende tresci z wykorzystaniem stéw kluczowych: safe, safety, secure,
security (oraz ich form negatywnych: unsafe, insecure). To pozwolilo wyodrebnié
recenzje, w kedrych kwestie bezpieczenstwa byly artykutowane wprost. W celu za-
pewnienia jakosci materiatu badawczego przeprowadzono weryfikacje tresci opinii
pod katem ich kompletnosci oraz zgodnosci z przyjetym zakresem analizy. Wpisy
niejednoznaczne klasyfikowano na podstawie analizy kontekstu calej wypowiedzi,
a przypisanie do kategorii nastgpowato wedtug dominujacego watku znaczenio-
wego. Analizie poddano wylacznie opinie sformutowane w jezyku angielskim, co
zapewnia spojno$¢ semantyczng materialu empirycznego oraz poréwnywalno$é
narracji gosci pochodzacych z réznych krajow, lecz zaweza reprezentacje zréznico-
wanej jezykowo grupy gosci.

Przypisanie fragmentéw opinii do kategorii analitycznych opieralo si¢ na
identyfikacji stéw i wyrazen kluczowych, a w dalszym postgpowaniu — ich inter-
pretacji w kontekscie calej wypowiedzi. W drugim etapie przeprowadzono takze
poglebiong analize jako$ciows opinii posrednio zwigzanych z bezpieczenstwem (ta-
bela 1). Eacznie przeanalizowano 37 741 opinii dotyczacych Jumeirah Burj Al Arab
i33 287 wypowiedzi na temat Emirates Palace Mandarin Oriental, Abu Dhabi (ta-
bela 2). Zebrane opinie odzwierciedlaja stan widoczny na platformach rezerwacyj-
nych na dzien 30 grudnia 2025 ., przy czym liczba publicznie dostepnych recenzji
moze ulega¢ zmianom w wyniku aktualizacji danych, moderacji tresci oraz publiko-
wania nowych opinii.

Tabela 1. Charakterystyka postgpowania badawczego

Element opisu Charakterystyka

Obszar badan Zjednoczone Emiraty Arabskie (Dubaj, Abu Zabi)

Analizowane obiekty |Jumeirah Burj Al Arab; Emirates Palace Mandarin Oriental, Abu Dhabi
Segment hotelarski Segment premium (luksusowy)

Zr6dfa danych Tripadvisor, Google Reviews

Etap | badania Kwerenda tematyczna opinii zawierajacych stowa kluczowe odno-
szgce sie do bezpieczenstwa

Etap Il badania Pogtebiona analiza jakosciowa opinii

Zrédlo: opracowanie whasne.
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Tabela 2. Liczba opinii — Tripadvisor i Google Reviews — dotyczacych wybranych
hoteli (stan w dniu 30.12.2025)

Tripadvisor — Google Reviews —
Hotel . L . -

liczba opinii liczba opinii
Jumeirah Burj Al Arab (Dubaj) 7154 30587
Emirates Palace Mandarin Oriental, Abu Dhabi 2196 31091

Zrédto: opracowanie wlasne na podstawie: Emirates Palace Mandarin Oriental, Abu Dhabi. Tripadvisor.
https://www.tripadvisor.com/Hotel_Review-g294013-d507156-Reviews-Emirates_Palace_Mandarin_
Oriental-Abu_Dhabi_Emirate_of_Abu_Dhabi.html [dostep: 31.12.2025]; Emirates Palace Mandarin
Oriental, Abu Dhabi. Google Maps — Reviews. https://www.google.com/maps/place/Emirates+Palace+Man-
darin+Oriental [dostgp: 31.12.2025]; Jumeirah Burj Al Arab. Google Maps — Reviews. https://www.go-
ogle.com/maps/place/Jumeirah+Burj+Al+Arab [dostep: 31.12.2025]; Jumeirah Burj Al Arab. Tripadvisor.
https://www.tripadvisor.com/Hotel_Review-g295424-d302457-Reviews-Burj_Al_Arab_Jumeirah-Dubai.
heml [dostep: 31.12.2025].

Obszar badan

Obszar badan stanowily Zjednoczone Emiraty Arabskie — kraj bedacy przykladem
dynamicznie rozwijajacego si¢ rynku turystyki luksusowe;.

Dane statystyczne pokazuja, ze w drugiej polowie ostatniej dekady ZEA osia-
galy wysokie poziomy przyjazdéw turystycznych. W 2015 roku liczba mi¢dzyna-
rodowych przyjazdéw turystycznych w ZEA wyniosta ponad 19,3 mln, nast¢pnie
systematycznie rosta i osiagnela 25,3 mln w 2019 roku, co stanowito rekordowy
poziom przed pandemia COVID-19 (CEIC Data, 2025). W 2020 roku, w wy-
niku globalnych ograniczen podrézy zwiazanych z pandemia, liczba przyjazdéw
spadia do niemal 8,1 mln - bylo to znaczace obnizenie w poréwnaniu z 2019 ro-
kiem i jeden z najnizszych wynikéw w analizowanym okresie (CEIC Data, 2025).

Po okresie spadkow sektor turystyczny w ZEA zaczal si¢ sukcesywnie odbu-
dowywa¢. Na poziomie globalnym turystyka mi¢dzynarodowa zblizyta si¢ do wy-
nikéw sprzed pandemii w 2023 i 2024 roku, co znajduje odzwierciedlenie takze
w statystykach dla ZEA. Generalnie przemyst turystyczny cechuje si¢ wysokim
poziomem rezyliencji i — z wyjatkiem dtugotrwatych konfliktéw zbrojnych — jest
zdolny do petnej odbudowy po réznorodnych kryzysach (Mansfeld i Pizam, 2006).
Szczegdlowe dane z destynacji wskazuja, ze Dubaj, ktéry byt dominujacym osrod-
kiem turystycznym w ZEA, przyjat okoto 17,15 mln miedzynarodowych turystéw
nocujacych w 2023 roku, co stanowilo wzrost o ok. 19% w poréwnaniu z 2022 ro-
kiem i przewyzszylo wezesniejszy rekord z 2019 roku (Alrashdi, 2024). W 2024
roku liczba ta wzrosta do 18,72 mln (wzrost o okoto 9% rok do roku i nowy rekord
odwiedzin) (Dubai Department of Economy and Tourism [DET], 2025; Global
Media Insight 2025). Trend ten potwierdza szybka odbudowe sektora turystycz-
nego w ZEA po okresie ograniczen pandemicznych oraz silne przyciaganie kraju
jako destynacji turystycznej. Wedtug oficjalnych danych federalnych, w pierwszej


https://www.tripadvisor.com/Hotel_Review-g294013-d507156-Reviews-Emirates_Palace_Mandarin_Oriental-Abu_Dhabi_Emirate_of_Abu_Dhabi.html
https://www.tripadvisor.com/Hotel_Review-g294013-d507156-Reviews-Emirates_Palace_Mandarin_Oriental-Abu_Dhabi_Emirate_of_Abu_Dhabi.html
https://www.google.com/maps/place/Emirates%2BPalace%2BMandarin%2BOriental
https://www.google.com/maps/place/Emirates%2BPalace%2BMandarin%2BOriental
https://www.google.com/maps/place/Jumeirah%2BBurj%2BAl%2BArab
https://www.google.com/maps/place/Jumeirah%2BBurj%2BAl%2BArab
https://www.tripadvisor.com/Hotel_Review-g295424-d302457-Reviews-Burj_Al_Arab_Jumeirah-Dubai.html
https://www.tripadvisor.com/Hotel_Review-g295424-d302457-Reviews-Burj_Al_Arab_Jumeirah-Dubai.html
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potowie 2024 roku w ZEA funkcjonowalo ponad 213,7 tys. pokoi hotelowych we
wszystkich emiratach (Ministry of Economy, 2024). Wcze$niejsze dane ministe-
rialne wskazuja, ze w 2022 roku w Zjednoczonych Emiratach Arabskich dziatato
1189 hoteli, oferujacych okolo 203 tys. pokoi (Ministry of Economy, 2022). Naj-
wickszym i najwazniejszym rynkiem hotelowym w ZEA pozostawal Dubaj, ktdry
koncentrowat zdecydowana wickszos¢ krajowej podazy hotelowej. Zgodnie z da-
nymi Dubai Department of Economy and Tourism, na koniec 2024 roku w Du-
baju funkcjonowaly 832 obickty hotelowe, oferujace tacznie 154 016 pokoi (DET,
2024). Struktura tej podazy wskazuje na silng orientacj¢ emiratéw na segment wy-
sokiego standardu — okoto 35% pokoi hotelowych w Dubaju nalezato do hoteli pi¢-
ciogwiazdkowych, a kolejne 28%— do hoteli czterogwiazdkowych (Emirates NBD
Research, 2025).

Drugim pod wzgledem wiclkosci rynkiem hotelowym byta stolica kraju. Dane
publikowane przez wladze emiratu oraz materiaty prasowe oparte na oficjalnych sta-
tystykach wskazuja, ze w 2024 roku w Abu Zabi funkcjonowato okoto 171 hoteli,
oferujacych ponad 34 tys. pokoi (Aletihad 2025). Struktura bazy hotelowej emiratu
charakteryzowala si¢ takze znaczacym udzialem obicktdw luksusowych. Istotng
role w krajowej strukturze hotelowej odgrywata réwniez Szardza, ktéra w ostat-
nich latach systematycznie rozwijala ofert¢ noclegowa. Wedtug danych Sharjah
Commerce and Tourism Development Authority, w 2024 roku w emiracie dzia-
talo 101 hoteli (Sharjah Commerce and Tourism Development Authority, 2025).
Mhniejsze emiraty, takie jak Adzman, Ras al-Chajma czy Fudzajra, réwniez rozwijaly
swoja baze hotelowa, cho¢ na znacznie mniejsza skale. Przyktadowo, wedtug danych
branzowych w Adzmanie funkcjonowaly w 2024 roku 52 hotele, oferujace okoto
4315 pokoi, co wskazuje na stopniowy rozwdj infrastruktury noclegowej w emi-
ratach o mniejszym natg¢zeniu ruchu turystycznego (Connecting Travel, 2024).
Analiza struktury bazy hotelowej w Zjednoczonych Emiratach Arabskich poka-
zuje wyrazng dominacje segmentu luksusowego oraz wysoka koncentracje podazy
w Dubaju i Abu Zabi. Jednoczesnie obserwowany wzrost liczby hoteli w pozosta-
tych emiratach $wiadczyt o stopniowej dywersyfikacji przestrzennej oferty nocle-
gowej i rosnacym znaczeniu turystyki jako czynnika rozwoju regionalnego w skali
calego kraju.

Przeprowadzone badanie koncentruje si¢ na wybranych obicktach hotelarskich
segmentu premium zlokalizowanych w Dubaju i Abu Zabi, bedacych rozpozna-
walnymi symbolami luksusu i wysokich standardéw obstugi. Do badann wybrano
nastepujace hotele: Jumeirah Burj Al Arab w Dubaju i Emirates Palace Mandarin
Oriental w Abu Zabi. Przynalezno$¢ obu obicktéw do segmentu premium wynika
z kumulacji cech charakterystycznych dla débr i ustug luksusowych, obejmujacych
ckskluzywnos¢, wysoki standard infrastrukeury, intensywna personalizacje $wiad-
czenl oraz symboliczny wymiar prestizu.
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Hotele te charakteryzuja si¢ wysoka rozpoznawalnoscia miedzynarodowa, duza
liczba opinii publikowanych przez go$ci oraz zréznicowana oferta ustugowa, co
czyni je odpowiednim polem badawczym do analizy postrzegania bezpieczenstwa
w hotelarstwie segmentu premium.

Jumeirah Burj Al Arab to jeden z najbardziej rozpoznawalnych symboli Dubaju
i zarazem przyktad hotelu, ktérego znaczenie wykracza poza funkcje noclegows —
obickt jest ikong urbanistyki i swego rodzaju wizytéwka destynacji oraz narz¢dziem
budowania marki luksusu.

Bywa on wskazywany jako flagowy element architektury Dubaju oraz przykfad
obicktu, ktérego powstanie wpisywalo si¢ w proces transformacji miasta i wzmac-
nialo przekonanie o mozliwosci realizacji ambitnych projektéw wysokosciowych
w jego przestrzeni (Hammad, 2020). Jak zauwaza Tawfik (2023), Burj Al Arabto
modelowy przyklad, jak estetyka luksusu materializuje si¢ w formach przestrzen-
nych, rozwigzaniach projektowych oraz symbolice architektury.

Drugi z wybranych obicktéw, Emirates Palace Mandarin Oriental, Abu Dhabi,
to takze jeden z najbardziej reprezentacyjnych przykladéw luksusowego hotelar-
stwa w Zjednoczonych Emiratach Arabskich. Poza istotna rola w turystyce, obicke
ma réwniez znaczenie symboliczne, kulturowe i gospodarcze dla stolicy kraju.
Hotel zostal otwarty w 2005 roku jako Emirates Palace i od poczatku pelnit po-
dwdjna funkcje: ekskluzywnego obicktu hotelowego oraz miejsca oficjalnych wy-
darzen panstwowych, dyplomatycznych i migdzynarodowych. W 2020 roku prze-
szedl pod zarzadzanie sieci Mandarin Oriental, zachowujac swoja architektoniczng
i prestizowa tozsamos¢.

Wyniki i analiza badan

Przeprowadzona analiza opinii goéci luksusowych hoteli w Zjednoczonych Emira-
tach Arabskich, opublikowanych na platformach Tripadvisor oraz Google Reviews,
umozliwila wielowymiarowe ujecie zagadnien bezpieczeristwa w hotelarstwie seg-
mentu premium. Badanie objeto tacznie ponad 71 tysigey recenzji dotyczacych dwéch
obicktéw o zblizonym prestizu rynkowym, lecz odmiennych strategiach organizacyj-
nych: Emirates Palace Mandarin Oriental, Abu Dhabi oraz Jumeirah Burj Al Arab.

Uzyskane wyniki pozwalajg sformulowaé wnioski wykraczajace poza prosta oceng
poziomu bezpieczenstwa i skoncentrowad si¢ na jego percepcji, narracyjnym ujaw-
nianiu oraz roli w zarzadzaniu do§wiadczeniem goscia.

Na poziomie ogélnym analiza wykazata wysoka sp6jnos¢ wynikéw niezaleznie
od platformy publikacji opinii. W obu hotelach bezpieczenstwo funkcjonuje przede
wszystkim jako domyslny standard luksusu, a nie jako problem wymagajacy czestego
werbalizowania. Marginalna obecno$¢ pojeé umsafe oraz insecure (tabela 3) w analizo-
wanych zbiorach $wiadczy o wysokim poziomie zaufania gosci do samych obicktéw.
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W tym sensie bezpieczeristwo przejawia si¢ raczej w braku narracji o zagrozeniu niz
w bezposrednich deklaracjach dotyczacych jego odczuwania. Jak wynika z przepro-
wadzonej analizy, pojecia safe i safery odnosza si¢ do emocjonalnego komfortu, spo-
koju, poczucia opieki oraz rodzinnego charakteru pobytu. Sg one wykorzystywane
jako element pozytywnej oceny do$wiadczenia, rzadko natomiast jako narzedzie re-
fleksji nad konkretnymi zagrozeniami czy procedurami ochronnymi. Z kolei termin
security koncentruje si¢ wokdt sfery operacyjnej: personelu ochrony, kontroli dostepu,
weryfikacji uprawnien oraz organizacji przestrzeni. To wla$nie w odniesieniu do secu-
rity pojawiaja si¢ najbardziej szczegdlowe, a zarazem najbardziej krytyczne narracje.

Tabela 3. Pordwnanie czgstosci uzycia stéw zwiazanych z bezpieczeristwem
w opiniach gosci hoteli Jumeirah Burj Al Arab i Emirates Palace Mandarin Oriental,
Abu Dhabi na platformie Tripadvisor i Google Reviews

| safe | safety | secure | security | unsafe | insecure

Tripadvisor
Jumeirah Burj Al Arab 30 10 19 197 1 0
Emirates Palace Mandarin Oriental, Abu |11 6 2 28 1 1
Dhabi

Google Reviews

Jumeirah Burj Al Arab 15 0 14 50 0 0
Emirates Palace Mandarin Oriental, Abu | 11 0 2 20 2 0
Dhabi

Zrédlo: opracowanie whasne na podstawie danych z: Emirates Palace Mandarin Oriental, Abu Dhabi. Tri-
padvisor.  https://www.tripadvisor.com/Hotel_Review-g294013-d507156-Reviews-Emirates_Palace_Man-
darin_Oriental-Abu_Dhabi_Emirate_of_Abu_Dhabi.html [dostep: 31.12.2025]; Emirates Palace Mandarin
Oriental, Abu Dhabi. Google Maps — Reviews. https://www.google.com/maps/place/Emirates+Palace+Man-
darin+Oriental [dostep: 31.12.2025]; Jumeirah Burj Al Arab. Google Maps — Reviews. https://www.go-
ogle.com/maps/place/Jumeirah+Burj+Al+Arab [dostep: 31.12.2025]; Jumeirah Burj Al Arab. Tripadvisor.
https://www.tripadvisor.com/Hotel_Review-g295424-d302457-Reviews-Burj_Al_Arab_Jumeirah-Dubai.
heml [dostep: 31.12.2025].

Istotnym wnioskiem jest fakt, ze krytyka obecna w opiniach gosci nie dotyczy
braku bezpieczeristwa jako takiego, lecz stylu jego realizacji. Negatywne wypowiedzi
odnosza si¢ przede wszystkim do sposobu komunikacji personelu ochrony, proporcjo-
nalnosci kontroli, elastycznosci procedur oraz pojedynczych uchybieni operacyjnych.
Nawet incydentalne uzycia pojecia #nsafe maja charakter punktowy i odnosza si¢ do
konkretnych probleméw infrastrukturalnych, nie podwazajac ogélnego poczucia bez-
pieczenstwa w obiekcie. Brak narracji o trwatym zagrozeniu potwierdza, ze bezpie-
czenstwo w badanym segmencie hotelarstwa jest postrzegane jako norma, a nie jako
warto$¢ wyrdzniajaca.

Na tym tle szczeg6lnie wyraznie ujawniaja si¢ réznice pomiedzy analizowa-
nymi hotelami, ktére dotyczg nie poziomu ochrony, lecz modelu zarzadzania bez-
pieczenistwem i sposobu jego doswiadczania przez gosci. Emirates Palace Mandarin


https://www.tripadvisor.com/Hotel_Review-g294013-d507156-Reviews-Emirates_Palace_Mandarin_Oriental-Abu_Dhabi_Emirate_of_Abu_Dhabi.html
https://www.tripadvisor.com/Hotel_Review-g294013-d507156-Reviews-Emirates_Palace_Mandarin_Oriental-Abu_Dhabi_Emirate_of_Abu_Dhabi.html
https://www.google.com/maps/place/Emirates%2BPalace%2BMandarin%2BOriental
https://www.google.com/maps/place/Emirates%2BPalace%2BMandarin%2BOriental
https://www.google.com/maps/place/Jumeirah%2BBurj%2BAl%2BArab
https://www.google.com/maps/place/Jumeirah%2BBurj%2BAl%2BArab
https://www.tripadvisor.com/Hotel_Review-g295424-d302457-Reviews-Burj_Al_Arab_Jumeirah-Dubai.html
https://www.tripadvisor.com/Hotel_Review-g295424-d302457-Reviews-Burj_Al_Arab_Jumeirah-Dubai.html
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Oriental, Abu Dhabi reprezentuje model bezpieczeristwa wbudowanego w kulture
organizacyjna, styl obstugi oraz relacje z go$¢mi. Ochrona dziata dyskretnie, pozo-
stajac w tle codziennego doswiadczenia pobytu. W narracjach gosci bezpieczenstwo
wzmacnia poczucie spokoju, komfortu psychicznego oraz rodzinnej swobody, szcze-
golnie w kontekscie dzieci, infrastrukeury rekreacyjnej i rozleglej przestrzeni obickeu.
Jezyk opinii sugeruje, ze bezpieczenistwo jest tu zarzadzane poprzez zaufanie, empatie
i obecno$¢ wspierajaca, a nie poprzez restrykcje czy nadmierna kontrole.

W przypadku Jumeirah Burj Al Arab bezpieczenistwo stanowi wyrazny element
struktury organizacyjnej oraz narracji marki. Goscie maja silng $wiadomos¢ obecnosci
ochrony, punktédw kontrolnych i zasad dostepu, ktére petnig nie tylko funkeje zabez-
pieczajaca, lecz takze selekeyjna i symboliczng. Bezpieczenstwo jest tu integralnym
sktadnikiem ekskluzywno$ci i prestizu, ale jednoczesnie bywa do$wiadczane ambiwa-
lentnie. W ocenach pojawia si¢ napiecie pomiedzy logika ochrony a logika goscin-
nosci — bezpieczenistwo moze wzmacniaé poczucie wyjatkowosci, lecz w niektérych
sytuacjach generowaé dyskomfort, poczucie nadmiernej kontroli lub ograniczenia
swobody.

Poréwnanie opinii publikowanych na obu platformach pozwala stwierdzi¢, ze po-
strzeganie bezpieczenistwa jest zasadniczo zbiezne, cho¢ ujawnia si¢ poprzez rézne ak-
centy znaczeniowe. Z perspektywy prakeyki zarzadzania oznacza to potrzebe takiego
projektowania rozwigzani ochronnych, aby byly one skuteczne, ale zarazem mozliwie
dyskretne, proporcjonalne i spojne z doswiadczeniem pobytu w obiekcie premium.
Szczegdlnego znaczenia nabiera komunikacja personelu z gosémi, poniewaz sposéb
wyjasniania procedur, styl interakeji oraz kultura obstugi wspéldecyduja o tym, czy
srodki bezpieczenistwa sa odbierane jako element troski, czy jako zrédlo dystansu
i dyskomfortu. Whioski te wskazuja réwniez, ze w hotelarstwie premium bezpieczen-
stwo powinno by¢ uwzgledniane nie tylko w procedurach ochrony, lecz takze w pro-
jektowaniu przestrzeni, organizacji ruchu gosci oraz standardach kontaktu personelu
z klientem.

Podsumowanie

Przeprowadzone badanie miato na celu analize postrzegania bezpieczeristwa przez
turystéw korzystajacych z hoteli segmentu premium w Zjednoczonych Emiratach
Arabskich na podstawie opinii publikowanych na dwéch wiodgeych platformach tu-
rystycznych — Tripadvisor oraz Google. Zastosowane metody pozwolily uchwycié
bezpieczenistwo nie tylko jako techniczny element funkcjonowania obicktéw hote-
lowych, lecz przede wszystkim jako istotny komponent doswiadczenia turystycznego
oraz narzedzie zarzadzania relacjami z go$émi.

Uzyskane wyniki wskazuja, ze w narracjach gosci bezpieczeristwo rzadko jest arty-
kutowane wprost. Moze to $wiadczy¢ o jego postrzeganiu jako elementu oczywistego
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i domyslnego w hotelarstwie luksusowym oraz o wysokim poziomie zaufania do funk-
cjonujacych rozwigzan ochronnych. Skutecznosé systemoéw bezpieczenstwa ujawnia
si¢ zatem gtéwnie w braku narracji o zagrozeniu, a nie w czestym deklarowaniu po-
czucia bezpieczenstwa. Jednoczesnie kwestie te pojawiaja si¢ posrednio poprzez od-
niesienia do komfortu psychicznego, spokoju, prywatnosci, czystosci obicktu oraz
profesjonalizmu personelu, co podkresla ich znaczenie dla calosciowego odbioru ja-
kosci pobytu. W przypadku Zjednoczonych Emiratéw Arabskich, a zwlaszcza hoteli
segmentu premium, bezpieczenstwo jest oczekiwane, lecz niewidoczne, dopdki nie
zostanie naruszone.

Poréwnanie dwéch hoteli o zblizonym poziomie prestizu, lecz odmiennych stra-
tegiach organizacyjnych, pozwolito zidentyfikowa¢ rézne modele realizacji bezpie-
czenistwa w hotelarstwie segmentu premium. W jednym przypadku bezpieczenstwo
przyjmuje forme relacyjna i dyskretna, opartg na zaufaniu oraz braku ostentacyjnosci
dziatan ochronnych, co wzmacnia poczucie spokoju i swobody gosci. W drugim mo-
delu bezpieczenstwo ma charakter bardziej proceduralny i widoczny, co podkresla
ekskluzywnos¢ i selektywno$¢ dostepu, lecz jednoczesnie tworzy ambiwalentne do-
$wiadczenia gosci. Oba podejscia okazuja si¢ funkcjonalnie skuteczne, jednak pro-
wadza do odmiennych narracji w opiniach internetowych.

Wyniki badania wpisujg si¢ w ustalenia literatury dotyczacej zarzadzania bezpie-
czenstwem i rezyliencji organizacyjnej, potwierdzajac, ze skuteczne systemy ochrony
w hotelarstwie luksusowym cechujg si¢ wysoka efektywnoscia przy jednoczesnej ni-
skiej widocznosci dla klienta. Szczegélne znaczenie ma w tym kontekscie bezpieczen-
stwo rozumiane nie tylko jako ochrona przed zagrozeniami, lecz takze jako element
do$wiadczenia goscia, obejmujacy poczucie komfortu, sprawczosci i zaufania. Tak uj-
mowane bezpieczenstwo istotnie wplywa na postrzeganie jakosci ustug oraz satys-
fakcje gosci.

Przeprowadzone badanie potwierdza réwniez zasadno$¢ wykorzystania ana-
lizy opinii internetowych w badaniach nad bezpieczeristwem w turystyce. Metoda
ta umozliwia identyfikacj¢ subtelnych mechanizméw percepcyjnych i narracyjnych,
trudnych do uchwycenia za pomoca klasycznych metod ilosciowych, a jednoczesnie
dostarcza wiedzy istotnej zaréwno z perspektywy teoretycznej, jak i prakeyki zarza-
dzania w hotelarstwie segmentu premium.

Ograniczenia badania

Przedstawione badanie ma pewne ograniczenia, ktdre nalezy uwzgledni¢ przy inter-
pretacji uzyskanych wynikéw. Przede wszystkim trzeba zaznaczy¢, ze ocena poziomu
bezpieczenistwa w hotelarstwie ZEA wymaga uwzglednienia zmieniajacych si¢ uwa-
runkowan regionalnych i geopolitycznych, ktére moga okresowo wplywaé na per-
cepcje bezpieczenstwa oraz funkcjonowanie sektora turystycznego. Po drugie analiza
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opiera si¢ na opiniach go$ci publikowanych na platformach Tripadvisor i Google Re-
views, ktére odzwierciedlaja indywidualne do§wiadczenia oraz sposoby narracyjnego
ujmowania kwestii bezpieczenstwa, a nie petny obraz rozwiazan organizacyjnych sto-
sowanych w badanych obicktach. Dodatkowo badanie koncentruje si¢ wylacznie na
hotelach segmentu premium, co ogranicza mozliwo$¢ generalizacji wynikéw na inne
segmenty rynku hotelarskiego oraz odmienne konteksty kulturowe i destynacje tury-
styczne.

Pomimo wskazanych ograniczen przyjete podejscie pozwala na identyfikacje spo-
sobéw, w jakie zagadnienia bezpieczeristwa ujawniaja si¢ w narracjach gosci luksuso-
wych hoteli, oraz potwierdza uzyteczno$¢ opinii internetowych jako zrédla wiedzy
wspierajacej zarzadzanie bezpieczenstwem i do§wiadczeniem goscia w hotelarstwie
segmentu premium.
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Postrzeganie bezpieczenstwa przez turystow przyjezdzajqcych

do Zjednoczonych Emiratéw Arabskich w kontekscie ustug hotelarskich
segmentu premium

Streszczenie

Artykut podejmuje problematyke obecnosci i znaczenia zagadnien bezpieczenstwa w do-
$wiadczeniach turystéw korzystajacych z luksusowych obiektéw hotelowych w Zjedno-
czonych Emiratach Arabskich. Postepowanie badawcze oparto na analizie materiatow
Zrédtowych, obserwacji wtasnej przeprowadzonej podczas pobytu w badanej destynacji
oraz wizyt w hotelach: Jumeirah Burj Al Arab i Emirates Palace Mandarin Oriental, Abu
Dhabi. Istotnym uzupetnieniem badan byfa jakosciowa analiza ponad 70 tys. opinii gosci
publikowanych na platformach Tripadvisor i Google Reviews, ze szczegélnym uwzgled-
nieniem odniesien do kwestii bezpieczenstwa. Uzyskane wyniki wskazuja, ze zagadnienia
bezpieczenstwa rzadko sg artykutowane wprost w narracjach gosci hotelowych, co moze
$wiadczy¢ o postrzeganiu bezpieczenstwa jako immanentnego elementu oferty seg-
mentu premium lub o wysokim poziomie zaufania do funkcjonujacych rozwigzan. Jedno-
czes$nie bezpieczenstwo ujawnia sie posrednio poprzez opisy dotyczace kontroli dostepu,
prywatnosci, czystosci oraz zachowania personelu. Przeprowadzona analiza potwierdza,
Ze opinie gosci moga stanowic istotne zrédto wiedzy wspierajace doskonalenie zarza-
dzania bezpieczenstwem oraz wzmacnianie rezyliencji organizacyjnej w hotelarstwie
segmentu premium.

Stowa kluczowe: zarzadzanie, bezpieczenstwo, hotelarstwo, turystyka, Zjednoczone Emi-
raty Arabskie


https://doi.org/10.1016/j.tourman.2012.09.008
https://doi.org/10.1016/j.tourman.2012.09.008
https://www.sharjahtourism.ae/wp-content/uploads/2025/03/Statistics-Report-Yr-2024.pdf
https://www.sharjahtourism.ae/wp-content/uploads/2025/03/Statistics-Report-Yr-2024.pdf
https://doi.org/10.1016/j.tourman.2010.12.011
https://doi.org/10.1016/j.tourman.2010.12.011
https://doi.org/10.51173/jt.v5i1.586
https://doi.org/10.1108/JTF-01-2022-0016
https://doi.org/10.7603/s40930-014-0013-z
https://doi.org/10.7603/s40930-014-0013-z

50 Izabela Kapera

Perception of safety by tourists visiting the United Arab Emirates in the context
of premium hospitality services
Abstract

The article addresses the presence and significance of safety-related issues in the expe-
riences of tourists using luxury hotel facilities in the United Arab Emirates. The research
procedure was based on an analysis of source materials, the author’s own observations
conducted during stays in the studied destination, and visits to the hotels: Jumeirah Burj
Al Arab in Dubai and Emirates Palace Mandarin Oriental, Abu Dhabi. An important com-
plement to the research was a qualitative analysis of guest reviews (over 70, 000) pub-
lished on online platforms Tripadvisor and Google Reviews, with particular attention paid
to references related to safety.

The findings indicate that safety issues are rarely articulated explicitly in hotel guests’nar-
ratives, which may suggest that safety is perceived as an inherent component of the pre-
mium hospitality offering or reflects a high level of trust in existing protective measures.
At the same time, safety emerges indirectly through narratives concerning access control,
privacy, cleanliness, and staff behaviour. The analysis demonstrates that guest reviews
can constitute a valuable source of knowledge supporting the improvement of safety
management and the strengthening of organisational resilience in the premium hospi-
tality sector.

Keywords: management, safety, hospitality, tourism, United Arab Emirates
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Wprowadzenie

Wspolezesna organizacja funkcjonuje w $wiecie VUCA (Ziarko, 2024), co wymaga
przyjecia zalozen organizacji rezylientnej. Wiaze si¢ to z uwzglednieniem potencjal-
nych i rzeczywistych zagrozen, ktére moga wywolaé kryzys w organizacji. Zagrozenia
wojenne, pandemiczne, ataki terrorystyczne, awarie czy katastrofy naturalne moga
wywola¢ kryzys pozackonomiczny (Chodyniski, 2022: 17). W niniejszej publikacji
katalog zagrozen poszerzono o zagrozenia klimatyczne, zwigzane m.in. ze skutkami
globalnego ocieplenia i koniecznoscia odchodzenia od paliw kopalnych jako Zrédet
i no$nikéw energii (Chodynski, 2025). Prezentowane s3 poglady odnosnie do rezy-
liencji modeli biznesowych organizacji, wykorzystujace m.in. do$wiadczenia z pan-
demii COVID-19. Radic i in. (2022) zidentyfikowali 13 czynnikéw wplywajacych
na rezyliencje modelu biznesowego: zarzadzanie kryzysowe, kulture korporacyjna,
nastawienie na klienta, digitalizacje, wspolprace zewnetrzna, finanse, zasoby ludzkie,
innowacyjno$¢, przywédztwo, nastawienie na produke, strategie, taricuchy dostaw
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i propozycje wartoéci dla klientéw. Istotna role w zapobieganiu i przeciwdzialaniu tym
kryzysom odgrywa przywédztwo i zaangazowanie interesariuszy. Teorie przywddztwa
stanowia znaczacy wkiad w dorobek nauk o zarzadzaniu i jakosci. Przywédztwo jest
rozpatrywane w ramach koncepcji doskonatoéci organizacyjnej (,Europejska nagroda
jakosci”, b.d.). Ewolucja podejécia do przywédzewa wiaze si¢ z przejsciem od teorii
cech, poprzez teorie sytuacyjne az po podejécie organiczne. Wspdlczesnie w szczegél-
noéci podnosi si¢ znaczenie przywddztwa jako oddzialywania (wplywu) na zacho-
wania osob/grup, a takze wywolywania pozadanego zachowania lub inspirowania
innych na rzecz dobrowolnego angazowania si¢ oraz wnoszenia wkladu w realizacje
celéw organizacji; opisano typy przywddztwa (Hilarowicz, 2017). Problematyke
przywddztwa podnoszono m.in. w monografiach A. Chodynskiego: Kreowanie od-
powiedzialnego biznesu (2016: 192-197) (przywédzewo zwigzane z umicjgtnosciami
wyznaczania kierunkéw dziatania, komunikowania wizji i misji przedsi¢biorstwa oraz
motywowaniem pracownikéw; etyczne i nieetyczne przywddztwo, uwarunkowania
kulturowe, przywédztwo transformacyjne, odpowiedzialne przywédztwo, przy-
wodztwo transgresywne i sensualne); Dynamika przedsighiorczosci i zarzgdzania in-
nowacjami w firmach. Odpowiedzialnos¢ — prospotecznosé — ekologia — bezpieczeristwo
(2021: 162-163) (odpowiedzialne przywédztwo w modelach biznesu, oburgczne
przywddztwo w innowacjach oraz przywddca a menadzer). J. Kalejta (2022: 38-39)
prezentuje teorie przywodztwa: wielki czlowick, poprzez cechy, zachowanie, przy-
padkowos¢, sytuacyjne, autorytarny, $ciezka do celu, transakeyjny, transformacyjny,
charyzmatyczny, stuzebny, leseferyczny, pelny zasieg przywddztwa oraz adaptacyjny.

Przywédzewo (w tym rola przywoédztwa w zarzadzaniu interesariuszami) po-
winno by¢ uwzglednione w budowie modeli organizacji rezylientnych. Zachowania
rezylientne wymagaja wsparcia ze strony wszystkich interesariuszy oraz budowy legi-
tymizacji organizacji rezylientnej (w tym z uwzglednieniem dziataii przywédezych)
wobec tych interesariuszy (Chodynski, 2025).

Agata Austen (2010) zwraca uwagg na fake relatywnie malego dorobku zwiaza-
nego z taczeniem przywddztwa z teorig interesariuszy. W modelu przywédztwa opar-
tego na relacjach z interesariuszami autorstwa Marguerite Schneider (2002) uwzgled-
niono z jednej strony charakterystyke przywodcy, a z drugiej — charakterystyke
otoczenia zaréwno zewnetrznego, jak i wewnetrznego organizacji. W modelu tym in-
teresariusze dokonuja oceny efektywnosci przywddztwa w odniesieniu do spetnienia
ich oczekiwan. Przywédztwo i interesariusze odgrywaja istotng role w kreowaniu ka-
pitatu ludzkiego w ramach kapitatu spolecznego organizacji (Nair i Radhakrishnan,
2019).

W rozwazaniach o interesariuszach wskazuje si¢ na fakt zréznicowania ich ocze-
kiwann wobec przedsigbiorstwa. Jednak wobec wystepujacych lub mozliwych za-
grozen,, budujac organizacj¢ rezylientna, nalezy rozwazy¢ konieczno$¢ skupienia
oczekiwan interesariuszy na celu gléwnym, jakim jest przetrwanie lub/i dostosowanie
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organizacji do otoczenia w kontekscie tych zagrozen. Warunkiem realizacji tego za-
dania jest uswiadomienie sobie przez kierownictwo i interesariuszy mozliwosci wy-
stapienia tych zagrozen oraz wykorzystanie dziatan synergicznych interesariuszy do
przeciwdzialania tym zagrozeniom. Swiadomos¢ sytuacyjna jest w tym przypadku
czynnikiem synergicznym w dziataniach interesariuszy. Warto zwrdci¢ uwagg, ze jako
czynniki synergiczne wskazywano zagrozenia klimatyczne, zwigzane z emisja gazéw
cieplarnianych, a takze fakt synergicznego oddzialywania Unii Europejskiej jako in-
teresariusza poprzez wykorzystanie mechanizméw solidarno$ciowych (Chodynski,
2025). Zmiany klimatyczne wplywaja na rozwdj tematyki rezyliencji organizacyjnej
(Cheniin., 2023).

W badaniach taksonomii modeli pomiaru odpornosci (rezyliencji) przedsie-
biorstw w oparciu o dane z lat 2010-2023 zestawiono, poréwnano i ceniono 39 ele-
mentdéw. Wsrdd nich wystepuje $wiadomos¢ sytuacyjna (w dwéch przypadkach)
atakze przywddzewo (wjednym przypadku). W badaniach nie wyodrebniono aspektu
interesariuszy (Bak i Jedynak, 2025). Prowadzono badania sze$ciu wysoko odpornych
(rezylientnych) podmiotéw gospodarczych: Southwest Airlines, Apple, Microsoft,
Starbucks, Kyocera oraz Lego. Wyniki badan wskazuja ze rezyliencja organizacyjna
obejmuje pie¢ wymiaréw: kapitalowy, strategiczny, kulturowy, relacyjny (odnoszony
do interesariuszy) oraz uczenia si¢ (Chen i in., 2021). W modelu Harvard Business
Review okreslono cechy organizacji rezylientnej: bycie przygotowanym, elastycznosé,
oparcie si¢ na wspdlpracy (co mozna odnies¢ do interesariuszy), bycie godnym za-
ufania oraz bycie odpowiedzialnym (Deloitte, 2021).

Problematyka rezyliencji i roli przywédztwa odnosi si¢ takze do firm malych
i $rednich, w tym wobec do$wiadczert pandemii COVID-19. Rozpatrywany byt
wplyw nastepujacych czynnikéw na rezyliencje organizacyjna: przywédztwo i zwin-
no$¢ w podejmowaniu decyzji, kultura organizacyjna i zarzadzanie wiedza, zasoby
strategiczne i stabilno$¢ finansowa, technologia i przystosowanie cyfrowe, tancuch
dostaw a adaptacyjnos¢ do $rodowiska, kapital ludzki i zwinno$¢ w zakresie sily robo-
czej (w aspekeie zaangazowania interesariuszy) (Kalubowila i in., 2025).

Cel pracy: wskazanie mozliwosci wykorzystania synergii interesariuszy opartej na
$wiadomodci (sytuacyjnej) zagrozen w dziataniach organizacji rezylientne;j i roli przy-
wodztwa w tworzeniu tej synergii.

Problem badawczy odnosi si¢ do mozliwosci wykorzystania mechanizméw
wspierajacych synergie miedzy interesariuszami.

Pytanie badawcze: na ile $wiadomo$¢ sytuacyjna stanowiaca czynnik synergiczny
wobec interesariuszy moze by¢ wykorzystana w dziataniach przywédcezych w sytuacji
zagrozen?

Metody badawcze: analiza dzialaii wobec grozby kryzysu jako podstawa two-
rzenia mechanizméw na rzecz rezyliencji w oparciu o $wiadomo$¢ sytuacyjna intere-
sariuszy i lideréw z wykorzystaniem krytycznego przegladu literatury.
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Tak sformulowany cel pracy, problem badawczy i pytanie badawcze powinny
stuzy¢ zapetnieniu luki badawczej wynikajacej z niedostatecznego powiazania proble-
matyki przywddztwa i roli interesariuszy dla zapewnienia rezyliencji organizacyjnej,
w sytuacji gdy kazdy z tych elementéw oddzielnie (przywddzewo, interesariusze, rezy-
liencja) zostal juz dosyé szeroko opracowany w literaturze przedmiotu.

Przywodztwo a Swiadomos¢ sytuacyjna w modelach rezyliencji

Wystepujace zagrozenia moga prowadzi¢ do sytuacji kryzysowych w organizacjach.
W literaturze przedmiotu analizowano przywédztwo w ramach zagrozenia, jakim
byta pandemia COVID-19, wobec zmian w organizacjach, w tym w przedsi¢bior-
stwach. Wskazuje si¢ rekomendacje dziatan z zakresu przywédztwa z uwzglednie-
niem komunikacji w czasie kryzysu. Podkresla si¢ znaczenie budowy zaufania, dazenie
do osiggania stanu $wiadomosci sytuacyjnej z uwzglednieniem oceny prawdopodo-
bieristwa oraz potencjalnych konsekwencji i zagrozen (Grzybowska, 2021). Zdaniem
autora niniejszego artykutu przywédztwo kryzysowe ma swoje odniesienie do przy-
wodztwa sytuacyjnego. W literaturze przedmiotu opisywane sg style przywddztwa
w obszarze bezpieczeistwa (Ta i in., 2022).

Pojecie przywddztwa wystepuje w modelach rezyliencji organizacyjnej. W mo-
delu S. McManus i wspotpracownikéw, w oparciu o badania z roku 2007 zapropono-
wano trzy elementy tego modelu: $wiadomo$¢ sytuacyjna, zarzadzanie podatnoscia
na zagrozenia oraz zdolno$¢ adaptacyjna (McManus i in., 2008). Rozwdj tego modelu
opieral si¢ na wprowadzeniu elementu (czynnika) kultury rezyliencji (resilience ethos)
(Lee i in., 2013), uwzgledniajacego w ramach zdolnosci adaptacyjnej przywodzewo
i zarzadzanie, akcentujacego znaczenie podejmowania decyzji oraz ciaglej oceny stra-
tegii i programéw. McManus przywédztwo rozpatruje w kontekscie zarzadzania or-
ganizacja, majac na uwadze podejmowanie decyzji, komunikowanie awaryjne, a takze
dostepnosé menadzerdw oraz transparentnos$é i odpowiedzialnosé (McManus, 2007).

W pézniejszym w stosunku do propozycji S. McManus modelu A. Stephenson
(2010) zawarto takze obszar przywddztwa. Propozycje ujgcia roli interesariuszy w tym
modelu wraz ze wskazaniem ich roli w odniesieniu do przywédztwa zawarto w arty-
kule A. Chodynskiego (2025). W modelu A. Stephenson przywédztwo odnoszone
jest do podejmowania decyzji w czasie kryzysu, bez prowadzenia rozbudowanych
konsultacji z pracownikami i przy ich akceptacji dla takiego sposobu postepowania.
Podkresla si¢ znaczenie roli dzialania strategicznego wyzszego kierownictwa. W ra-
mach rozwazan o przywoédztwie kierownicy wyzszego szczebla sa postrzegani jako
profesjonalisci, od ktérych mozna si¢ uczyé. C. Gibson i M. Tarrant (2010) podkre-
$laja, ze problematyka przywédztwa, obok wartosci organizacyjnych, jest podnoszona
w ramach modeli atrybutowych rezyliencji, zwigzanych z dynamicznymi cechami or-
ganizacji. Wartosci i przywédztwo odnosza si¢ do kultury organizacji. W literaturze
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przedmiotu rozpatruje si¢ powiazania kultury rezyliencji z przywodzewem (Knapp,
2016). Podobny poglad prezentuja A.Y.P. Santos i R.G. Spers (2023), ktdrzy do ob-
szaru ,,przywoédztwo i kultura” zaliczajg zakresy: przywédztwo, zaangazowanie per-
sonelu, podejmowanie decyzji oraz innowacyjnos¢ i kreatywno$¢. Analizowana jest
rola przywédzewa organizacji rezylientnej w ramach dziatait w cyklu PDCA (Planuj/
Plan — Wykonaj/Do - Sprawdz/Check — Dziataj/Act), wykorzystujacych uczenie
si¢, antycypowanie przyszlosci, interpretacje i reagowanie wobec stanu aktualnego
oraz monitorowanie i przeglad minionych wydarzen wraz z okreslaniem zmian. Re-
zyliencja organizacji odnosi si¢ do optymalizacji wynikéw, kontroli zapobiegawczej,
$wiadomego dzialania, a takze adaptacyjnych innowacji (Denyer, 2017: 5, 10, 20, 24).

Warto podkresli¢, ze zaréwno w modelu S. McManus, jak i A. Stephenson wyste-
puje pojecie $wiadomosci sytuacyjnej, odnoszonej do wiedzy o srodowisku, w ktérym
funkcjonuje organizacja (w tym — wiedzy o zagrozeniach). W pierwszym modelu
$wiadomo$¢ sytuacyjna odnosi si¢ m.in. do zrozumienia zagrozen, obowiazkéw i od-
powiedzialno$ci, monitorowania i raportowania, §wiadomosci powiazan, ale i ubez-
pieczen, priorytetdw odbudowy, a takze podejmowania decyzji. W drugim modelu
podkreslane jest zdobywanie wiedzy o otoczeniu i rola przeptywu informacji. W p6z-
niejszych badaniach potwierdzono istotng korelacje miedzy postawa proaktywna,
$wiadomoscig sytuacyjng a potencjalem odpornosci organizacyjnej (Ewertowski i in.,
2025).

M.R. Endsley (2015) wskazuje na trzy poziomy $wiadomodci sytuacyjnej: od
percepcji zwigzanej z identyfikacja elementéw otoczenia (1), poprzez zrozumienie
w oparciu o percepcj¢ w odniesieniu do informacji, z uwzglednieniem celéw orga-
nizacji (2), do projekeji stanu przyszlego (3). Interakcja migdzy poziomami ma cha-
rakter dynamiczny w ukladzie géra—dét oraz dét-gora (Endsley, 2000).

Dziatania w ramach przywédztwa stuzace zwickszeniu $wiadomosci sytuacyjnej
pracownikéw odnosza si¢ do percepcji w §rodowisku wewnetrznym, a dalej obejmuja
identyfikacj¢ i rozwigzywanie probleméw oraz pojmowanie zwigzane ze zrozumie-
niem zagrozen zewnetrznych. Obejmuje ono percepcje rzeczywistoéci przy akceptacii
sytuacji oraz zaufanie — odnoszone do zapewnienia poczucia bezpieczeristwa. Wazng
role¢ odgrywa transparencja zwiazana z zaangazowaniem pracownikéw. Podnoszenie
$wiadomosci w ramach percepcji w srodowisku wewnetrznym obejmuje: 1. empatie,
odnoszong do odczuwania przez innych oraz ich sytuacji, 2. wstuchiwanie sie, a na-
stepnie zrozumienie do$wiadcezen innych, oraz 3. rozpoznanie potrzeb. Podano prak-
tyki dotyczace zwickszenia $wiadomosci (m.in. wywiady z pracownikami, spotkania
informacyjne, dyskusje w grupach, anonimowe ankiety). W zakresie pojmowania
okreslono procesy zapewniajace odbidr przez pracownikéw odpowiednich i whasci-
wych informacji (w tym m.in. odnoszone do planowania zasobéw, koordynacje inte-
rakcji, zachgcanie do generowania pytan, a takze oceny wplywu i oceny konsekwencji)
(Ramasauskiené i in., 2025).
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Swiadomos¢ sytuacyjng mozna rozwazaé wobec ztozonosci koncepcyjnego mo-
delu rezyliencji organizacyjnej, uwarunkowanej dynamika zmian w otoczeniu,
w szczegdlnosci w obszarze technologii i innowacji (Manzini i in., 2025).

Przywddztwo i $wiadomos¢ sytuacyjna sa wymieniane wréd 13 elementéw rezy-
liencji organizacyjnej i opisywane wraz ze studiami przypadkéw, w tym w odniesieniu
do bezpieczenistwa infrastruktury krytycznej (Australian Government, 2024).

Rozwaza si¢ wplyw przywddztwa przedsi¢biorczego (odnoszonego do kogni-
tywnego ambidexterity, kreowania wartoéci spoleczno-ekonomicznych oraz samo-
$wiadomosci) na rezyliencj¢ organizacyjna, a takze pdzniejsze koncepcje, wiazace
przywdédztwo z nastawieniem na interesariuszy na zewnatrz i wewnatrz organizacji
(Koswatte i in., 2025).

W odniesieniu do prezentowanych pogladéw nalezy podkresli¢ znaczenie roli
przywoédztwa w ksztaltowaniu $wiadomosci sytuacyjnej interesariuszy, zaréwno we-
wngtrznych, jak i zewngtrznych.

Wykorzystanie synergii interesariuszy i mechanizméw rezyliencji

Propozycje wykorzystania synergii interesariuszy w ramach modelu dojrzalodci za-
rzadzania interesariuszami zawarto w publikacji Chodyniskiego i in. (2024). Propo-
nuje si¢ traktowad interesariuszy jako zasob przedsigbiorstwa. Wskazuje si¢, ze czynni-
kiem synergicznym dla interesariuszy sa zagrozenia klimatyczne, za§ Unia Europejska
jest wskazywana jako aktywny interesariusz, wspierajacy oddziatywania synergiczne,
wplywajacy gléwnie na rozwiazania legislacyjne (Chodynski, 2025). Warto jednak
zwrdci¢ uwage na role przywddzewa w budowaniu i wykorzystaniu synergii i przy-
wolaé poglady odnosnie do synergii w procesie zarzadzania strategicznego zasobami
niematerialnymi w przedsi¢biorstwie (Murawska, 2008). Aktywno$¢ interesariuszy
jest zwiazana zaréwno z oddziatywaniem czynnikéw interpersonalnych, jak i czyn-
nikéw zewnetrznych, przy czym na proces ten ma wplyw jako$¢ przywéddztwa oraz
zdolnoéci interesariuszy. Nalezy bra¢ pod uwage powiazania sieciowe interesariuszy,
ich sposéb myslenia, jakos¢ oraz dostgpno$é informacji, uwarunkowania oraz reali-
zacj priorytetéw (Waligo i in., 2014).

W szczegodlnosci w aspekeie sieciowych powigzari migdzy interesariuszami oraz
w ukladzie firma-interesariusze istotna role odgrywa zakorzenienie oraz bliskos¢
(Chodynski, 2021: 216-222). Bliskos¢ moze byé¢ atrybutem interesariusza (Dri-
scoll i Starik, 2004). Moze ona przyjmowa¢ postaé bliskosci geograficznej, poznaw-
czej, spolecznej czy instytucjonalnej (Boschma, 2005). Prezentowany jest podzial
mdwiacy o bliskosci geograficznej (odnosi si¢ nie tylko do przestrzeni geograficznej,
ale tez wymiaru spolecznego), przemyslowej (z wystepujacym podobieristwem
i/lub komplementarnoscia technologiczna), kulturowej (odnoszonej do podo-
biefistwa wartoéci, postaw i norm), organizacyjnej (dotyczacej podobieristwa zasad
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koordynacji dzialan) oraz instytucjonalnej. W ramach tej ostatniej obserwuje
si¢ podobienstwo tych samych regul postepowania przez uczestnikéw wspdl-
noty. Mowa jest takze o blisko$ci relacyjnej — na podstawie liczby, czestotliwosci
i jakosci wystepujacych relacji (Klimas, 2011). Zdaniem autora niniejszej publi-
kacji blisko$¢ moze by¢ czynnikiem synergicznym, sklaniajacym interesariuszy do
formulowania wspélnych celéw na rzecz rezyliencji, w szczeg6lnosci wobec za-
grozen o charakterze lokalnym. Rolg lidera jest tworzenie mechanizméw wyko-
rzystujacych blisko$¢ dla zarzadzania interesariuszami.

Nalezy podkresli¢ role przywddzewa w ksztaltowaniu mechanizméw rezyliencji
(odpornosci) organizacji. A. Karman (2019: 139) wymienia cztery mechanizmy od-
pornosci: wladzy (w tym okre$lanie rél w czasie kryzysu, tworzenie zespoléw kryzyso-
wych, a takze tworzenie planéw awaryjnych), komunikowania si¢ (w tym budowanie
$wiadomosci odnosnie do podatnosci organizacyjnej), koordynowania (obejmuje
dysponowanie zasobami i samoorganizacje ) oraz uczenia si¢ (m.in. przez obserwacje,
tworzenie scenariuszy, ¢wiczenia na wypadek awarii, z dokumentacji, z analizy prze-
szlych zdarzen, a takze otoczenia).

Mechanizm rezyliencji w kontekscie roli przywédztwa powinien odnosié si¢ do
koordynacji dziatan, w tym w zarzadzaniu wiedzg i organizacyjnym uczeniem sie,
a takze do mechanizméw dostosowawczych, odnoszonych do tworzenia nowych wa-
runkéw réwnowagi w aspekceie zachowan rezylientnych. Z kolei mechanizm innowa-
cyjny, oparty na brikolazu, moze by¢ wykorzystany jako brikolaz kryzysowy, w tym
dla zwigkszenia rezyliencji organizacyjnej. Mechanizmy te, z podkresleniem synergii
dzialan interesariuszy, wykorzystano w modelu odpowiedzialnych zachowari innowa-
cyjnych organizacji wobec turbulencji otoczenia, wraz z opisem modeli czastkowych
i wskazaniem roli interesariuszy (Chodynski, 2021: 169-173, 182-186,208-211).

Przywédztwo w odniesieniu do interesariuszy powinno wykorzystywaé $wiado-
mos¢ interesariuszy w kwestii zagrozen, a szczegdlne znaczenie ma mozliwos¢ budowy
synergii pomiedzy interesariuszami o najwyzszej $wiadomosci. Przydatne moze by¢
narzgdzie stanowiace propozycj¢ autora niniejszej publikacji — pozwalajace na iden-
tyfikacj¢ grup interesariuszy o okreslonych poziomach $wiadomosci zagrozen wraz
ze wskazaniem mechanizméw budowy synergii. Analiza (tabela 1) moze obejmowac:
1. typ interesariusza — oceng przez interesariusza stopnia zagrozenia powodowanego
przyczynami wewngtrznymi i zewngtrznymi wedlug typéw kryzyséw (np. w skali
1-5), oraz 2. wydziclenie interesariuszy o najwyzszej $wiadomosci (o najwyzszej sumie
punktéw) jako grupy, dla ktérej wysoka swiadomos¢ okreslonych zagrozen stanowi
czynnik synergiczny. Liderzy powinni zaproponowaé mechanizmy zarzadzania na
rzecz synergii. Zdaniem autora niniejszej publikacji wykorzysta¢ mozna dziatania li-
deréw w budowie przywédztwa w oparciu o wzajemne zaufanie. Uwzgledniaja one
m.in. wykorzystanie wiedzy, zarzadzanie ryzykiem, podejmowanie decyzji na czas,
przyzwolenie na bledy, przejrzystos¢ w komunikowaniu decyzji, pracg zespolowa,
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tworzenie warunkéw dla rozwoju kompetencji pracowniczych, a takze budowe kul-

tury organizacyjnej wykorzystujacej uczenie si¢. W zakresie komunikacji podkresla

si¢ m.in. znaczenie jej natgzenia, a takze tworzenie nowego stylu komunikacji (Grzy-

bowska, 2021). Rekomendacje dla dziatait praktycznych zawarto w podsumowaniu

dla kazdej kolumny w tabeli.

Tabela 1. Swiadomo$¢ zagrozen przez interesariuszy (ocena) i propozycja

mechanizméw budowy synergii interesariuszy

Rodzaj (typ intere- Ocena postrzegania Uwagi/
sariusza) iich udziat |  Typ zagrozer w ramach kryzysow pozaekonomicznych, poszczegdlnych | proponowane
w ocenie $wiado- ich ocena przez interesariuszy i kierownictwo zagrozen mechanizmy dla
mosci zagrozen przezinteresariuszy | budowy synergii
Interesariusze we- | Katastrofy naturalne; pandemie; cyberataki, akty terroru; nie-  {Ocena punktowa,  (Budowa zaufania,
wnetrzni: pokoje spoteczne; wojny; nowe regulacje prawne; fatszywe  |skalaod 1do 5 wykorzystanie
pracownicy, informacje; dziatania naruszajace reputacje; o podiozu spo-  |Oceny: 1-mini-  |wiedzy,
zarzad, tecznym (np. strajki); o podtozu kryminalnym (np. kradzieze, |malne zagrozenie, |przejrzystos¢ ko-
inwestorzy; akty wandalizmu); o podtozu technologicznym (np. wielkie |2 - mate zagro- munikacji, w tym
przywddztwo awarie, katastrofy przemystowe), a ponadto: brak zrddet i do- |Zenie, 3 - Srednie | dla budowa $wia-
w praktyce czesto  |staw nosnikéw ,czystej energii” (wskazane ograniczenie emisji |zagrozenie, 4 - domosci sytu-
jest kojarzone gazow cieplarnianych pochodzacych ze spalania paliw kopal- |duze zagrozenie,  [acyjnej,
zdziataniami nych, powodujacych zagrozenia klimatyczne), kryzys wywo- |5 - bardzo duze za- |podejmowanie de-
zarzadu tany aspektami prawnymi lub kosztami uniemozliwiajacymi  |grozenie Cyzjina czas,
(najwyzszego funkcjonowanie organizacji (Chodynski, 2022: 17; 2024: 29- brikolaz kryzysowy,
kierownictwa) 44). Niektore zjawiska, jak np. pozary laséw zagrazajace funk- bliskos¢ interesa-
cjonowaniu podmiotéw gospodarczych (np. hoteli w osrod- riuszy,
kach turystycznych), moga by¢ wywofane zaréwno przez akty ewakuacja z wy-
terroru (piroterroryzm) (Kaczmarowski, 2017), jak i przez ocie- korzystaniem
plenie klimatu, powodujace wzrost ryzyka wystapienia po- Srodkéw technicz-
zarow ekstremalnych (Wernicki, 2024). nych
Interesariusze ze-  |Jak wyzej Jak wyzej Jak wyzej
wnetrzni:
klienci, konkurenci,
spotecznosé lo-
kalna, organizacje
non profit, media,
inni
Podsumowanie: Podsumowanie: ocena punktowa poszczegélnych zagrozeri  |Podsumowanie:  |Podsumowanie:
ocena $wiadomosci | przez kolejnych interesariuszy; poréwnanie tych wynikéw do |suma punktéw dla |wskazanie mecha-
zagrozen przez po- | wynikdw dla lideréw (najwyzszego kierownictwa) poszczegélnych  [nizmdw synergii
szczegdlnych intere- zagrozeiwod-  |dlainteresariuszy
sariuszy niesieniudopo- |0 najwyzszej sumie
szczegdlnych inte- [ punktéw
resariuszy

Zrédlo: opracowanie wlasne z wykorzystaniem podane;j literatury.
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Propozycje autora niniejszej publikacji zawarte w tabeli mozna rozpatrywa¢ w od-
niesieniu do prezentowanych w publikacji M.R. Endsley (2015) pogladéw dotycza-
cych $wiadomoéci sytuacyjnej. W szczeg6lnosci nalezy podkresli¢ znaczenie budowy
zaufania, wykorzystania wiedzy i przejrzystosci komunikacji, ktdre wspieraja per-
cepeje elementdw otoczenia. Z kolei oparte na percepcji zrozumienie dotyczace in-
formacji pozwala na podejmowanie decyzji na czas i wykorzystanie brikolazu kryzy-
sowego. Czynnikiem wspierajacym realizacje kolejnych etapéw budowy $wiadomosci
sytuacyjnej jest wykorzystanie synergii interesariuszy i jej mechanizméw (propono-
wanych w tabeli 1). Synergia miedzy interesariuszami sprzyja takze projekcji stanu
przyszlego, z podkresleniem roli przywédcdw organizacji w jej ksztattowaniu.

Zakonczenie

Aleksandra Spik (2025), wykorzystujac przede wszystkim opracowanie M. Reevesa
i K. Whitakera (2022), zaproponowala elementy organizacji o wysokiej rezyliencj,
mianowicie:

1. Funkcjonalna redundancja zwigzana z duplikowaniem elementéw systemu,
2. réznicowanie reakcji na kryzys W oparciu o zrdéznicowane zasoby organizacji,
3. modutowo$¢ zwigzana z zapewnieniem funkcjonowania systemu nawet w przy-
padku zaburzenia funkcjonowaniajednego z jego elementéw, 4. adaptacyjno$é, obej-
mujaca proby i mozliwos$¢ popetniania bledéw, dla budowy organizacji elastycznej
i uczacej sie, 5. przezornosé, zwigzana z wprowadzaniem $rodkéw ograniczania ry-
zyka zdarzen niekorzystnych, 6. osadzenie (ang. embeddedness) oparte gléwnie na
dopasowaniu organizacji do celéw i wymogdéw spolecznych, w tym w odniesieniu
do szerszego ckosystemu biznesowego.

Jednak warunkiem budowy organizacji o wysokiej rezyliencji jest wysoka $wia-
domos¢ sytuacyjna zaréwno lideréw, jak i interesariuszy. Punktem wyjscia jest
ocena stanu tej $wiadomosci. Dla interesariuszy o okreslonym poziomie §wiado-
moéci mozliwe sg dziatania synergiczne, inicjowane przez lideréw.

Zaréwno dla podnoszenia $wiadomosci, jak i realizacji dziatan synergicznych
w sytuacji realnych zagrozen mozliwe jest wykorzystanie okreslonych mechani-
zméw. W odniesieniu do organizacji o wysokiej rezyliencji zaproponowano me-
chanizm wykorzystujacy zaufanie, a w odniesieniu do dysponowania zasobami
w sytuacji kraicowej turbulencji otoczenia — mechanizm brikolazu. Wskazano na
mechanizm uczenia si¢ (wykorzystanie wiedzy). Osadzenie, w powiazaniu z odpo-
wiednim mechanizmem na rzecz synergii interesariuszy, jest odnoszone do pojecia
blisko$ci. Mechanizmy te mozna wykorzysta¢ w praktycznej realizacji zatozert mo-
deli rezyliencji organizacyjnej.
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Swiadomos¢ interesariuszy odnosnie do zagrozeri a przywédztwo w modelach
organizacji rezylientnej
Streszczenie

Opisano znaczenie swiadomosci sytuacyjnej interesariuszy na rzecz rezyliencji organiza-
cyjnej. Wskazano role przywdédztwa w ksztattowaniu tej Swiadomosci. Okreslono miejsce
Swiadomosci i przywdédztwa w modelach rezyliencji przedsiebiorstw. Zaproponowano
wykorzystanie synergii interesariuszy i okreslonych mechanizmoéw na rzecz budowy rezy-
liencji organizacyjnej. Wskazano na czynniki synergiczne dla interesariuszy, w tym zagro-
zenia klimatyczne oraz bliskos¢ interesariuszy. Zaproponowano narzedzie pozwalajace
na identyfikacje grup interesariuszy o okreslonych poziomach swiadomosci zagrozen
wraz ze wskazaniem mechanizméw budowy synergii. Pozwala ono na wykorzystanie
w ramach przywédztwa synergii pomiedzy interesariuszami o najwyzszej swiadomosci
dla budowy rezyliencji organizacyjne;j.
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Stowa kluczowe: Swiadomos¢ sytuacyjna interesariuszy wobec zagrozen, przywddztwo,
mechanizmy wspierajgce synergie miedzy interesariuszami, modele rezyliencji
organizacyjnej

Stakeholder awareness of threats and leadership in resilient organization models
Abstract

The importance of stakeholder situational awareness for organizational resilience is de-
scribed. The role of leadership in shaping this awareness is highlighted. The place of
awareness and leadership in business resilience models is defined. The use of stakeholder
synergies and specific mechanisms to build organizational resilience is proposed. Syner-
gistic factors for stakeholders are identified, including climate threats and stakeholder
proximity. A tool was proposed to identify stakeholder groups with specific levels of
threats awareness, along with mechanisms for building synergy. It allows leadership to
leverage synergy between stakeholders with the highest awareness to build organiza-
tional resilience.

Keywords: stakeholders’ situational awareness of threats, leadership, mechanisms sup-
porting synergy between stakeholders, models of organizational resilience
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Introduction

The development of an organization (including the economic entity) can be dis-
rupted by a crisis situation. The reaction of an economic entity to an emerging threat
may depend on its intellectual capital. In the literature on the subject, much attention
is paid to the place of intellectual capital in organizational management. Intellectual
capital was included in the proposal for the company development management pro-
cess (Chodyniski, 2005). The possibilities of using different models of intellectual cap-
ital for knowledge management in an organization are considered (Chodyriski, 2004,
2007). Intellectual capital influences business security architecture (Chodynski,
2024). It is indicated that the elements of intellectual capital (human, relational and
organizational capital) support the company’s capacity to be resilient and maintain its
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results in situations of threats (disasters) (Ahmed i in., 2020; Agostini i Nosella 2023).
The impact of intellectual capital on, among others, the functioning of banks (Elenwo
i Tolofari, 2024) and its use in the I'T sector are considered (Tunio, 2024). The role of
intellectual capital in supporting supply chain resilience is discussed (Pettit i in., 2019;
Mubarik i in., 2022). For logistics companies, the impact of individual elements of
intellectual capital (human, structural, relational) on their resilience capabilities was
determined. These capabilities were related to the relationship between intellectual
capital, human resource management (HR) practices, and the use of artificial intelli-
gence. The relationship between the quality of logistics services, logistics companies’
resilience, and their performance was addressed (Abdalati i Yamin, 2025).

In this article, the division of intellectual capital into: human capital and struc-
tural capital (Walecka, 2016) as well as the division into: human capital, structural
(organizational) capital and relational capital related to contacts with the environ-
ment was adopted for consideration (Sokotowski, 2018) (Sokotowski treats structural
and organizational capital as identical, assuming that it refers to management struc-
tures, processes, organizational knowledge, innovation and internal relations in the
organization).

The aim of this study is to determine the impact of an organization’s intellectual
capital on its resilient behaviors. A resilient organization is capable of anticipating
threats and, when they do occur, adopting behaviors that enable survival in crisis con-
ditions and further organizational development. Particular attention is paid to the
potential of intellectual capital in relation to A. Stephenson’s model of organizational
resilience. Stephenson’s model contains 13 elements: minimizing tunnel thinking
(“Minimisation of Silo Mentality”), internal resources (“Capability & Capacity of
Internal Resources”), employee engagement (“Staff Engagement & Involvement”),
knowledge utilization (“Information & Knowledge”), leadership (“Leadership, Man-
agement & Governance Structures”), innovation and creativity (“Innovation & Crea-
tivity”), efficient decision-making (“Devolved & Responsive Decision Making”), sit-
uation awareness (“Internal & External Situation Monitoring & Reporting”), strategy
planning (“Planning Strategies”), emergency plans and exercises (“Participation in Ex-
ercises”), proactive attitude (“Proactive Posture”), effective partnership (“Capability
& Capacity of External Resources”) and awareness of goals and priorities (“Recovery
Priorities”) (Stephenson, 2010; Chodyriski, 2025; Rzegocki, 2021, p. 73). The impor-
tance of innovative behavior was emphasized.

The research question is: to what extent does Stephenson’s organizational resil-
ience model incorporate elements of intellectual capital, particularly in terms of in-
novative behavior? To what extent are these behaviors influenced by organizational
stakeholders?

Research methods: a critical literature review and analysis of case studies of com-
panies affected by threats. In the literature, a case study is presented as a detailed
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description, usually of a real economic phenomenon, e.g., an organization, a manage-
ment process, its components, or its environment, in order to draw conclusions about
its causes and outcomes. In the literature, we can distinguish three purposes of case
studies: theory-generating, theory-testing, and practical (Grzegorezyk, 2015). A case
study can be considered from a narrow or broad perspective. The narrow approach fo-
cuses on why specific decisions or groups of decisions were made, how they were im-
plemented, and what their consequences are. The broad approach encompasses the
logic of designing and selecting strategies as a response to a specific research problem
when the number of variables exceeds the capacity to collect specific data. It is used to
develop new theories. The term “case study” refers to both the research process and
the research outcome. Types of case studies include autotelic, instrumental, and col-
lective case studies. An autotelic study examines a specific case that is not treated as
representative of a broader phenomenon. An instrumental case study serves to deepen
understanding of a broader phenomenon or allows for the drawing of more general
conclusions. A collective case study is an instrumental study that encompasses several
similar or diverse cases (Chodynski, 2016, pp. 247-259).

This article presents three case studies stemming from threats of different nature:
a pandemic, war, and a natural disaster.

Intellectual capital and organizational resilience in the A. Stephenson
model

The literature on the subject points to the link between intellectual capital and or-
ganizational resilience. The special role of human capital in building organizational
resilience is emphasized (Kwiecien, 2023; Shela i in., 2021). In A. Walecka’s (2016)
considerations regarding the elements of intellectual capital, human capital includes
knowledge, experience of employees, their education, refers to the sources of crea-
tivity and innovation, as well as the improvement and acquisition of new skills. In this
approach, it is considered in Stephenson’s model primarily in the areas of employee
engagement, innovation, and creativity. Internal structural capital (organizational
capital), relating to processes, procedures, databases, and communication and infor-
mation infrastructure, is primarily related to the area of efficient decision-making in
Stephenson’s model. In turn, external structural capital (relational capital), relating to
relationships with the environment, can refer to building networks with external part-
ners and is primarily associated with the area of effective partnership in Stephenson’s
model, emphasizing the key role of stakeholders.

The analysis of intellectual capital and the components of the presented model of
organizational resilience led to the conclusion that the analyzed model of resilience
by Stephenson includes elements that are directly related to individual areas of intel-
lectual capital.
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The role of innovation

The literature on the subject highlights the importance of relational capital (both
internal and external) as an element of intellectual capital in crisis management. It
is emphasized that a company’s relational capital determines its resilience to crisis.
Walecka (2019) treats a crisis situation as a set of circumstances that led to a crisis
as a turning point in the course of events, although she emphasizes that there are
also views that a crisis precedes a crisis situation. In turn, the Crisis Management
Act defines a crisis as a situation that negatively impacts the safety of people, prop-
erty, or the environment, which is associated with a significant limitation in the ac-
tions of the relevant authorities due to the inadequacy of available resources. The
concept of a crisis is not defined in the Act (Crisis Management Act, 2007). With
relational capital in mind, it’s worth emphasizing the potential for leveraging scien-
tific research to expand the existing description of network dimensions (flexibility
or dynamics, cohesion, coordination, scale of operations) to include the exchange
of knowledge as a resource (including collaboration between inter-organizational
teams in times of threats). This also applies to considering the time factor, consid-
ering changes in partners’ intellectual capital over time, as well as the construction
of ad hoc networks (Chodyriski, 2021, p. 216, Table 9). Referring to Stephenson’s
model, the extended approach to network dimensioning can be linked primarily to
the areas of “effective partnership” and “proactive attitude”.

The components of intellectual capital are the source of innovation, and knowl-
edge is the foundation for creating intellectual capital. In terms of structural capital,
knowledge is formalized, relating to management structures and methods (organ-
izational documentation), descriptions of processes and technologies, and organi-
zational culture (records regarding, among other things, the company’s vision and
mission) (Sokolowski, 2018). In A. Stephenson’s model, two independent areas
were distinguished: “innovation and creativity” and the area of “use of knowledge”

The literature on the subject draws attention to the role of intellectual capital
in an enterprise in the context of its innovation and innovation absorption, as well
as entreprencurship (Rézycka, 2021). The role of innovation management mecha-
nisms in companies and organizational networks, using intellectual capital, is em-
phasized (Chodyniski, 2021, pp. 175-176, Table 5). The impact of individual com-
ponents of intellectual capital on the innovative capacity of enterprises is presented
(Danielak, 2024). At the same time, the impact of intellectual capital and organiza-
tional resilience on innovation potential and the creation of competitive advantage
is emphasized (Igbal i in., 2025). The impact of intellectual capital and organiza-
tional resilience on individual sectors is presented, including in relation to the issue
of innovation, including for business activities in tourism (Alnasser i in., 2024).
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Leveraging intellectual capital in situations where organizational security is
threatened, including through entrepreneurial and innovative activities, is particu-
larly important, as described in A. Chodyriski’s monograph (2021). These proposals
were presented within the framework of partial models of the model of responsible
innovative behavior in the face of environmental turbulence. Among other things,
the importance of entrepreneurial bricolage within ad hoc innovation is emphasized
(Chody1iski, 2021, pp. 208-215, esp. Figure 1, Table 8), which on the one hand can
be associated with human capital within the framework of intellectual capital, and
on the other hand — can be related to the area of “efficient decision-making” within
the framework of A. Stephenson’s model.

The presented analysis indicates that innovative behaviors are related, on the
one hand, to the intellectual capital possessed, and, on the other hand, they signif-
icantly influence organizational resilience, in particular in the face of extreme envi-
ronmental turbulence.

Case studies of the behavior of resilient companies

Case studies were presented relating to the response of economic entities to
COVID-19, disruption of supply chains due to the war in Ukraine and natural
disasters.

The case studies were selected based on well-described examples in the literature
relating to these three threat groups. Therefore, the previously discussed approach of
an autotelic, case-specific study was utilized.

Case study I. The COVID-19 pandemic and technological company CISCO

From the very beginning of the pandemic, CISCO was recognized as a key provider
of critical infrastructure services. Priority was given to orders from emergency services
and essential services, and the rapidly evolving needs of healthcare facilities were sup-
ported. The COVID-19 lockdown resulted in a threefold increase in the number of
people using the market-leading Webex videoconferencing platform within a month.

Rules applied:

1) Employees are the company: With the right technology, a distributed work-
force can be more resilient, effective, and diverse. Even before the pandemic, CISCO
already had significant experience implementing this so-called hybrid work model.
Employees spent an average of about two days a week at home.

2) Resilience through leadership, empathy, and emotional intelligence.

Flexibility and trust are key factors in resilience. Empathetic management of re-
mote workers is gaining importance. Online remote management tools allow em-
ployees to maintain close contact with their managers. Videoconferencing tech-
nology is important for maintaining organizational culture in a distributed workforce.
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Company management has increased the frequency of video calls with employees, en-
suring each employee feels recognized and cared for.

3) Resilience through smarter security

Employee education plays a crucial role in threat prevention. CISCO offered its
employees cybersecurity training and periodically sent them fraudulent (phishing)
emails (CISCO, 2021).

Stakeholder support included:

1) Customers

A series of free offers and trials for Webex and security technologies, along with
$2.5 billion in funding, were launched to help businesses maintain operations.
The Business Resiliency Program, offered by Cisco Capital, included a 90-day
payment freeze and allowed customers to defer 95% of the cost of a new product
or solution until 2021. Healthcare customers were provided with essential tech-
nology for remote connectivity and telemedicine; customized solutions were de-
veloped to support the rapid deployment of intensive care units, temporary clinics,
and COVID-19 testing sites. Medical device integration and remote access to med-
ical data were enabled. Customers managing factories, distribution warchouses, and
other facilities requiring on-site personnel were provided with solutions that helped
ensure employee safety and privacy while maintaining productivity.

2) Suppliers

In collaboration with suppliers, a new order prioritization process was devel-
oped, enabling the fulfilment of over 2,500 critical customer requests for emer-
gency infrastructure.

3) Employees

Although many CISCO employees were already prepared to work remotely, ca-
pacity was expanded sevenfold to support 140,000 remote workers and contractors
in just 10 days. This required increasing VPN capacity, providing employees with
essential equipment, and expanding global I'T support. During regular virtual meet-
ings, the leadership team, along with medical and mental health experts and spe-
cial guests, shared the latest business news, medical advice, perspectives, and inspi-
ration. Employees also received several additional paid days off to spend time with
family or to rest and recharge.

4) Communities, Governments, Businesses, International Organizations

Non-profit organizations serving vulnerable populations have seen a decline
in volunteers and financial support, and have also experienced challenges in ad-
hering to social distancing guidelines. CISCO has stepped up to help organizations
around the world, donating $53 million in cash and personal protective equipment
to various organizations.
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As part of CISCO’s contribution to COVID-19 relief efforts, $7 million went
to the United Nations Foundation’s COVID-19 Solidarity Response Fund, sup-
porting the World Health Organization’s (WHO) global efforts to prevent, detect,
and manage the spread of the virus. The Country Digital Acceleration (CDA) pro-
gram provided funding to countries, government agencies, and businesses to rapidly
implement COVID-19 technology solutions. Webex collaboration technology also
enabled institutions like the G20 and the US. Congress to transition to secure vir-
tual meetings. Teleconferencing equipment at CISCO offices was donated to local
hospitals. Stanford Children’s Health, one of the hospitals that received the system
as a donation, was able to increase the number of virtual visits per day from 30 to
700. CISCO donated 5.3 million KN95 masks and over 750,000 surgical masks
and face shields, some of which were 3D printed by CISCO volunteers around the
world (Boynton, 2021).

The company has developed processes to coordinate responses to pandemics
like COVID-19, including Global Business Resilience (GBR) and Supply Chain
Incident Management (SCIM) (Garrett, 2020).

Case Study Il. The war in Ukraine and car manufacturers VW and BMW

The Russian invasion of Ukraine has significantly increased risk and uncertainty in
the global economy, particularly in Eastern Europe. Consequences for automakers
include sourcing from Russia and Ukraine and the ability to produce or sell vehicles
in these countries. Sanctions imposed by the EU, the United States, and/or other
countries on Russia, as well as sanctions on Russian banks, companies, and individ-
uals, have impacted the operations of automotive companies (BMW Group, 2023).

Two German car manufacturers, BMW and Volkswagen, have stated that Rus-
sia’s invasion of Ukraine has caused shortages of key components, forcing them to
curtail vehicle production in Europe. The war is negatively impacting supply chains
in the automotive industry. In BMW’s case, the problems stem, among other things,
from the fact that its main suppliers of electrical wiring harnesses are located in
western Ukraine. Volkswagen has supported its Ukrainian suppliers of wiring har-
nesses. The company sources them from as many as 11 plants in Ukraine, nine of
which are operating at reduced capacity. To address the problem, the carmakers are
secking suppliers outside Ukraine. Furthermore, some European car production is
being relocated to other regions, including China and South America. BMW and
Volkswagen halted car production in Russia and exports to the country following
the outbreak of the war (“BMW, VW warn’, 2022). Russia is the eighth largest au-
tomotive market in the world.

Volkswagen Group donates €1m (£833,690) to the UNO-Fliichtlingshilfe

charity in response to the Russian invasion of Ukraine (“Car industry reacts’, 2022).
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Case Study lIl. Natural disaster and theme park Walt Disney World Resort in Florida

A comprehensive business continuity strategy for an organization includes, among
other things, developing a business continuity plan following a natural disaster
(e.g., floods, storms, or fires).

It describes in detail procedures ranging from securing facilities and creating
data backups to activating alternative work locations and managing communica-
tions in the event of infrastructure failure.

Preparing for hurricanes at Walt Disney World Resort focuses on ensuring op-
erational readiness. Developed protocols allow for the closure of the entire resort,
securing resources, and communicating with thousands of employees and guests in
less than 12 hours. The plan includes pre-established supply chains, the creation of
local ad hoc teams, and detailed action lists. The importance of extensive training
is emphasized.

Disney World has faced several hurricanes over the past few years, including
Hurricane Milton in 2024. During these storms, Disney closed its theme parks and
other attractions, requiring guests to stay put. During Hurricane Milton, Disney
provided guests with discounts on rooms, meals, and hurricane kits, as well as chil-
dren’s entertainment. While Disney ensures all guests on property are cared for
during the storm, there are hotels that are better suited for staying put.

Disney’s official policy is as follows: “If the National Hurricane Center issues
a hurricane warning for the Orlando area — or your area of residence — you may
change or cancel Walt Disney Travel Company Disney Resort hotel packages and
most room-only reservations (made directly with Disney) within 7 days of your
planned arrival date at no additional charge. Most room-only packages and vaca-
tion packages can be modified or canceled online, including changes to travel dates”
(Delpozo, 2025).

Possibilities of practical use of intellectual capital elements in reference
to A. Stephenson’s model

The table 1 below presents the relationship between the elements of intellectual
capital and the individual elements of Stephenson’s model, resulting from a critical
review of the literature, in the light of the analysis of three different case studies,
facing various threats.

The first stage identified the characteristics of individual elements of intellectual
capital in relation to specific areas of Stephenson’s organizational resilience model.
The second stage, using specific company examples, identified anti-crisis solutions
that utilized these characteristics, depending on the threats faced.
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Table 1. Linking the elements of intellectual capital with the individual elements of
A. Stephenson’s model based on case studies

Elements of intellectual
capital/areas of the
A. Stephenson model

Characteristics

Companies

Anti-crisis solutions

Human capital/
the area of employee en-
gagement, innovation and
creativity, and the area of
“knowledge utilization”

Innovation, cre-
ativity, knowl-
edge, employee
engagement, or-
ganizational cul-
ture

CIsco

Leveraging previous hybrid

work model experiences to

build human capital. A new
type of leadership. Educating
employees on cybersecurity.

BMW, VW

Efforts to maintain continuity
of supplies from Ukrainian
companies, taking into ac-

count the commitment and
creativity of employees.

Walt Disney
World Re-
sort

The role of training in emer-
gency situations.

Structural internal (organiza-
tional) capital/
referring mainly to the area
of efficient decision-making

Procedures and
processes within
the organization,

organizational
communication,
decision-making

CIsco

New forms of collaboration
with employees. Coordination
of activities supported by in-
novative technical solutions.

BMW, VW

Decisions to suspend produc-
tion in Russia.

Walt Disney
World Re-
sort

Business continuity plan and
procedures.

Structural external (rela-
tional) capital / is primarily
associated with the area of
effective partnership, em-

phasizing the key role of

stakeholders. Aspects of net-
work dimensioning can be
linked primarily to the areas
of “effective partnership”and
“proactive attitude”

Relations with
the environ-
ment, external
partners, stake-
holders, network
building, in-
cluding ad hoc

CIsco

New forms of cooperation and
support for external stake-
holders.

BMW, VW

Relocating production to
other countries. Support for
non-profit organizations.

Walt Disney
World Re-
sort

Ensuring guest safety in the
event of an emergency. Flex-
ible hotel cancellation policy.

Source: authors’ own work

Conclusions

Case studies confirm the use of general principles related to ensuring organizational

resilience:

1) Creating remote work opportunities using innovative solutions, both technical
and work organization (based on the experience of the COVID-19 pandemic).
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2) Ensuring diversification of operations and supplies in the case of manufacturing
companies (example: the war in Ukraine).

3) In the event of natural disaster threats, it is important to develop a business conti-
nuity plan that includes:

e cstablishing detailed evacuation protocols: create and regularly practice clear,
site-specific evacuation plans.

o implementing off-site data replication: critical business data should not only be
backed up but also actively replicated to a secure, dedicated location. This re-
quires moving beyond cloud storage and includes disaster recovery solutions.

e preparing emergency kits; these include first aid kits, water, long-life food,
flashlights, and communication devices such as satellite phones or two-way ra-
dios that are not dependent on local cellular networks. A flexible approach
to pricing and payment for customers is emphasized in the event of a natural
disaster that threatens not only business operations but also human life and
health.

In summary, the following can be stated:

For three different cases, the use of individual elements of intellectual capital by
economic entities in resilient behavior was analyzed in situations of completely dif-
ferent threats;

In the area of human capital, the effectiveness of actions was based on employee
experience, commitment, and training. Structural organizational capital leveraged
coordination of activities, decision-making, and ensuring business continuity. Struc-
tural relational capital was leveraged through collaboration with stakeholders, inter-
national decision-making, and ongoing security actions.

Given diverse threats, depending on the type of economic entity and its situation,
the use of intellectual capital elements in support of resilient behavior encompasses
various anti-crisis solutions.

The article demonstrates that both the theoretical foundations of resilient com-
panies with specific intellectual capital, as well as practical experience and the general
principles of ensuring organizational resilience, can be applied to specific areas of Ste-
phenson’s model. The research questions were answered, and the work’s objective was
achieved.

References

Abdalati, O.A.A,, Yamin, M.AY. (2025). Does intellectual capital boost firm resilience capa-
bility? Conceptualizing logistic service quality as a moderating factor between resilience ca-
pability and firm performance. Sustainability, 17(17), Article 7948. https://doi.org/10.3390/
sul7177948.


https://doi.org/10.3390/su17177948
https://doi.org/10.3390/su17177948

Leveraging the intellectual capital of a resilient organization in crisis threat situations... 77

Agostini, L., Nosella, A. (2023). Intellectual capital and resilience: Evidence from two cases of
SMEs. Knowledge Management Research and Practice, 21(5), 929-942. https://doi.org/10.10
80/14778238.2022.2103047.

Ahmed, S. S., Guozhu, J., Mubarik, S., Khan, M., Khan, E. (2020). Intellectual capital and busi-
ness performance: The role of dimensions of absorptive capacity. Journal of Intellectual Capital,
21(1), 23-39. https://doi.org/10.1108/]IC-11-2018-0199.

Alnasser, E. M., Alkhozaim, S. M., Alshiha, A. A., Al-Romeedy, B. S. (2024). Intellectual capital
and organizational resilience in tourism and hotel businesses: Do organizational agility and in-
novation matter? Current Issues in Tourism, 28(16), 2649-2669. https://doi.org/10.1080/13
683500.2024.2378970.

BMW Group. (2023, May 10), EUR 50,000,000,000 Euro medium term note programme. BMW
Group, https://www.bmwgroup.com/content/dam/grpw/websites/bmwgroup_com/ir/
downloads/en/2023/emtn/01.00-Prospectus.pdf [accessed: 17.11.2025].

BMW, VW warn of shortages from part suppliers in Ukraine. (2022, March 16). The Independent.
hetps://www.independent.co.uk/news/ap-volkswagen-bmw-russia-curope-b2037352.heml [ac-
cessed: 17.11.2025].

Boynton, J. (2021, March 22). Connecting in a time of crisis: Cisco’s response to COVID-19.
CISCO Blogs. https://blogs.cisco.com/csr/connecting-in-a-time-of-crisis-ciscos-response-to-
covid-19 [accessed: 17.11.2025].

Car industry reacts to Russian invasion of Ukraine (2022, March 4). Motors.md. https://motors.
md/en/news/car-industry-reacts-to-russian-invasion-of-ukraine-20220304.html ~ [accessed:
12.11.2025].

Chodynski, A. (2004). Dynamika organizacji opartej o wiedz¢. Zeszyty Naukowe Wyzszej Szkoly
Zarzgdzania i Marketingu w Sosnowcu. Seria Zarzgdzanie i Marketing, 1, 25-29.

Chodynski, A. (2005). Ocena szans rozwojowych firm na globalnym rynku a zarzadzanie wiedza.
Zeszyty Naukowe Wyzszej Szkoly Zarzqdzania i Marketingu w Sosnowcu. Seria Zarzgdzanie
i Marketing, 2,23-28.

Chodynski, A. (2007). Wiedza i kompetencje ekologiczne w strategiach rozwoju przedsighiorstw,
Difin, Warszawa.

Chodynski, A. (2016). Kreowanie odpowiedzialnego biznesu. Oficyna Wydawnicza AFM.

Chodyriski, A. (2021). Dynamika przedsi¢hiorczosci i zarzgdzania innowacjami w firmach: Odpo-
wiedzialnos! — prospolecznosé — ekologia — bezpieczerstwo. Oficyna Wydawnicza KAAFM.

Chodynski, A. (2024). Wplyw koncepcji zarzadzania na architekture bezpieczeristwa biznesu —
programy zapobicgania awariom przemyslowym. Bezpieczenstwo. Teoria iPmkt_ykﬂ, 1,77-91.

Chodyriski, A. (2025). Interesariusze w modelu rezyliencji organizacyjnej wobec zagrozeri cko-
logiczno-energetycznych. Bezpieczernstwo. Teoria i Praktyka, 1, 23-38. hutps://doi.or-
8/10.48269/2451-0718-btip-2025-1-001.

CISCO (2021). Building Resilience in the New Paradigm. https://www.cisco.com/c/en/us/solu-
tions/collateral/executive-perspectives/building-resilience-paradigm-wp.pdf [accessed:
17.11.2025].

Crisis Management Act of April 26, 2007 [Ustawa o zarzadzaniu kryzysowym], Dz. U. 2023, item
122 (Poland).

Daniclak, W. (2024). Wplyw kapitalu intelektualnego na zdolnoéci innowacyjne ma-
tych przedsicbiorstw. Zeszyty Naukowe Akademii Gornosiaskiej, 4, 16-25. hteps://doi.
0rg/10.53259/2024.04.02.

Delpozo, B. (2025, June 15). The best hurricane-ready hotels in Disney World. The Disney Food
Blog. https://www.disneyfoodblog.com/2025/06/14/the-best-hurricane-ready-hotels-in-dis-
ney-world-2/ [accessed: 17.11.2025].


https://doi.org/10.1080/14778238.2022.2103047
https://doi.org/10.1080/14778238.2022.2103047
https://doi.org/10.1108/JIC-11-2018-0199
https://www.researchgate.net/scientific-contributions/Emad-Mohammed-Alnasser-2287106713?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://www.researchgate.net/scientific-contributions/Sultan-Mohammed-Alkhozaim-2287111019?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://www.researchgate.net/profile/Bassam-Al-Romeedy?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://doi.org/10.1080/13683500.2024.2378970
https://doi.org/10.1080/13683500.2024.2378970
https://www.bmwgroup.com/content/dam/grpw/websites/bmwgroup_com/ir/downloads/en/2023/emtn/01.00-Prospectus.pdf
https://www.bmwgroup.com/content/dam/grpw/websites/bmwgroup_com/ir/downloads/en/2023/emtn/01.00-Prospectus.pdf
https://www.independent.co.uk/news/ap-volkswagen-bmw-russia-europe-b2037352.html
https://blogs.cisco.com/author/jenniferboynton
https://blogs.cisco.com/csr/connecting-in-a-time-of-crisis-ciscos-response-to-covid-19
https://blogs.cisco.com/csr/connecting-in-a-time-of-crisis-ciscos-response-to-covid-19
https://motors.md/en/news/car-industry-reacts-to-russian-invasion-of-ukraine-20220304.html
https://motors.md/en/news/car-industry-reacts-to-russian-invasion-of-ukraine-20220304.html
https://doi.org/10.48269/2451-0718-btip-2025-1-001
https://doi.org/10.48269/2451-0718-btip-2025-1-001
https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/building-resilience-paradigm-wp.pdf
https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/building-resilience-paradigm-wp.pdf
https://doi.org/10.53259/2024.04.02
https://doi.org/10.53259/2024.04.02
https://www.disneyfoodblog.com/2025/06/14/the-best-hurricane-ready-hotels-in-disney-world-2/
https://www.disneyfoodblog.com/2025/06/14/the-best-hurricane-ready-hotels-in-disney-world-2/

78 Andrzej Chodynski, Vladyslava Kornilova

Elenwo, A. M., Tolofari, D. T. (2024). Intellectual capital development and organizational resil-
ience of commercial banks in Nigeria, International Journal of Economics and Business Manage-
ment, 10(3), 108-124. hetps://doi.org/10.56201/ijebm.v10.n03.2024.pg108.124.

Garrett, M. (2020, April 9). Companies Like CISCO have a pandemic response plan — do you? TGG.
https://tgg-accounting.com/companies-like-cisco-have-a-pandemic-response-plan-do-you/
[accessed: 17.11.2025].

Grzegorezyk, W. (2015). Studium przypadku jako metoda badawcza i dydaktyczna w naukach
o zarzadzaniu. In W. Grzegorczyk (Ed.), Wybrane problemy zarzqdzania i finanséw. Studia
praypadkéw (pp. 9-16). Wydawnictwo Uniwersytetu Eédzkiego.

Igbal, Y., Ur Rehman, S., Akram, I, Abdulmuhsin, A.A., Afzal, M.A. (2025). Uncovering the rela-
tionship between intellectual capital, organizational resilience, innovation capacity, risk-taking
tolerance and competitive advantage in manufacturing context. Business Process Management
Journal. Advance online publication. https://doi.org/10.1108/BPMJ-03-2025-0264.

Kwiecient, A. (2023). The importance of human capital for organizational resilience. Scientific Pa-
pers of Silesian University of Technology, Organization and Management Series, 177, 363-375.
http://dx.doi.org/10.29119/1641-3466.2023.177.21

Mubarik, M. S., Bontis, N., Mubarik, M., Mahmood, T. (2022). Intellectual capital and supply
chain resilience. Journal of Intellectual Capital, 23(3), 713738 https://doi.org/10.1108/JIC-
06-2020-0206.

Pettit, T. J., Croxton, K. L., Fiksel, J. (2019). The evolution of resilience in supply chain manage-
ment: A retrospective on ensuring supply chain resilience. Journal of Business Logistics, 40(1),
56-65. https://doi.org/10.1111/jbl.12202.

Rézycka, A. (2021). Rola kapitatu intelektualnego w absorpcji innowacji w przedsigbiorstwie, Archae-
Graph Wydawnictwo Naukowe.

Rzegocki, M.M. (2021). Preznos¢ organizacyjna jako kluczowy zaséb dla odpornosci organizacji na
kryzys. Ceym jest i jak mierzyé preznosé organizacyjng? Oficyna Wydawnicza ASPRA.

Shela, V., Ramayah, T., & Ahmad, N. H. (2023). Human capital and organisational resilience in the
context of manufacturing: A systematic literature review. Journal of Intellectual Capital, 24(2),
535-559. https://doi.org/10.1108/J1C-09-2021-0234

Sokotowski, J. (2018). Kapital intelektualny a innowacyjnoséé przedsiebiorstwa. Zarzgdzanie Inno-
wacyjnew Gospodarcei Biznesie,2,21-32.https://doi.org/10.25312/2391-5129.27/2018_02js.

Stephenson, A. (2010). Benchmarking the resilience of organisations [A thesis submitted in par-
tial fulfilment of the requirements for the degree of Doctor of Philosophy in the Civil and
Natural Resources Engineering Department at the University of Canterbury]. htp://dx.doi.
org/10.26021/2859.

Top 8 business continuity plan examples for UK firms 2025 (2025, August 8). SES Computers.
https://www.sescomputers.com/news/business-continuity-plan-examples [accessed:
2.11.2025].

Tunio, S. (2024). Intellectual capital and organizational resilience: The role of dynamic capability
— evidence from Karachi IT sector. IBA SBS International Conference. https://ir.iba.edu.pk/
sbsic/2024/program/56 [accessed: 18.11.2025].

Walecka, A. (2016). Kapital relacyjny przedsicbiorstw w kryzysie. Prace Naukowe Uniwersytetu
Ekonomicznego we Wroctawin, 422, 158-170.

Walecka, A. (2019). Kapital relacyjny a odporno$é przedsicbiorstwa na zjawiska kryzysowe. Wy-
dawnictwo Politechniki Eédzkiej, E6dz.


https://doi.org/10.56201/ijebm.v10.no3.2024.pg108.124
https://tgg-accounting.com/companies-like-cisco-have-a-pandemic-response-plan-do-you/
file:///H:/2026/uafm/BTiP_2026_1/doskladu/javascript:;
file:///H:/2026/uafm/BTiP_2026_1/doskladu/javascript:;
file:///H:/2026/uafm/BTiP_2026_1/doskladu/javascript:;
file:///H:/2026/uafm/BTiP_2026_1/doskladu/javascript:;
https://doi.org/10.1108/BPMJ-03-2025-0264
http://dx.doi.org/10.29119/1641-3466.2023.177.21
https://doi.org/10.1108/JIC-06-2020-0206
https://doi.org/10.1108/JIC-06-2020-0206
https://doi.org/10.1111/jbl.12202
https://doi.org/10.1108/JIC-09-2021-0234
https://doi.org/10.25312/2391-5129.27/2018_02js
http://dx.doi.org/10.26021/2859
http://dx.doi.org/10.26021/2859
https://www.sescomputers.com/news/business-continuity-plan-examples
https://ir.iba.edu.pk/sbsic/2024/program/56
https://ir.iba.edu.pk/sbsic/2024/program/56

Leveraging the intellectual capital of a resilient organization in crisis threat situations... 79

Leveraging the intellectual capital of a resilient organization in crisis threat
situations (case studies)
Abstract

The impact of an organization’s intellectual capital on resilient behavior was determined.
The links between intellectual capital elements and specific areas of A. Stephenson’s or-
ganizational resilience model were discussed. It was emphasized that a resilient organi-
zation is not only capable of anticipating potential threats but, should they occur, of im-
plementing behaviors that enable survival in crisis conditions. It should also enable the
organization’s further development. Based on the analysis of case studies of three com-
panies from different sectors, exposed to various types of threats (COVID-19, war, hurri-
canes), practical possibilities for utilizing individual elements of intellectual capital were
identified: human, organizational, and relational. The importance of innovative activities
was emphasized. The particularimportance of the Stephenson model’s areas was demon-
strated, such as employee engagement, innovation and creativity, knowledge utilization,
efficient decision-making, proactive attitude, and effective partnership, with the key role
of stakeholders emphasized.

Key words: organizational resilience, intellectual capital, innovative behavior, crisis man-
agement, A. Stephenson’s resilience model, case studies
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Introduction

Onshore wind energy is one of the key pillars of Poland’s energy transition process
today. In the light of the EU’s climate and energy targets, such as reducing greenhouse
gas emissions by 55% by 2030 (“Fit for 55” package) and increasing the share of re-
newable energy sources (RES) to at least 42.5% in the energy mix, Poland has com-
mitted to the dynamic development of the RES sector. According to the updated En-
ergy Policy of Poland until 2040 (Ministry of Climate and Environment, 2021), the
installed capacity of onshore wind farms is expected to be approx. 14 GW by 2030
and reach up to 20 GW in 2040. This is a significant leap compared to the approxi-
mately 9.6 GW at the end of 2023, confirming that the development of this RES seg-
ment is among the fastest advancing. As of 2024, wind power was already the largest
renewable energy source in the Polish electricity system, accounting for approximately
14.7% of total installed capacity (Ministry of Climate and Environment, 2021).
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The increase in power also translates into an increasing share of electricity produc-
tion from wind. In 2022, onshore wind farms produced almost 19 TWh of energy,
accounting for 10.8% of national generation. In 2023, this figure rises to 22.12 TWh,
or 14.6% of total production. Importantly, the combined share of wind and solar en-
ergy exceeded 20% of total national production for the first time, and the share of all
renewable energy sources in the energy mix reached 27%. These figures indicate that
Poland is getting closer to meeting the EU’s climate targets and, according to the Na-
tional Energy and Climate Plan (Ministry of Climate and Environment, 2025), the
share of RES could reach up to 50% by 2030. However, such growth requires not only
investment in new sources but also ensuring their stable functioning.

Despite the dynamic growth of the sector, wind farm operations are exposed to
numerous risks that can disrupt their operational continuity. Although wind tur-
bines are high-tech installations, they are prone to failure — including damage to gear-
boxes, rotor blades or control systems. The operation of wind farms is also affected by
weather conditions: icing of the blades leads to downtime and loss of production, and
lightning and fires can cause serious damage to the infrastructure. Grid constraints are
also becoming an increasingly serious problem — the transmission and distribution
infrastructure, which is not adapted to the scale of RES development, forces tempo-
rary restrictions on wind farm generation, especially during peak production periods.
Transmission system operators are increasingly forced to issue orders to reduce tur-
bine operation to avoid overloading the grid, resulting in operational losses and a lack
of utilisation of available generation potential.

In the onshore wind sector, this relationship emerges particularly clearly in situ-
ations of grid constraints. Even high technical resistance of turbines does not elimi-
nate operational losses if the farm operator’s organisation does not have procedures
for quick response to generation reduction commands, communication mecha-
nisms with the system operator and flexible production management models. In
such cases, it is not a technical failure but rather insufficient organisational resil-
ience that determines the scale of the disruption.

All these factors show that the further development of wind energy cannot be
based solely on the expansion of generation capacity. It is essential to strengthen si-
multaneously the functional resilience of wind farms, i.c. their ability to respond to
unforeseen situations and maintain operational stability. The traditional approach
has mainly focused on technical aspects — improving turbine design, developing
condition monitoring systems or improving network balancing methods. Mean-
while, today’s approach to operational security requires a much broader perspec-
tive — encompassing not only technology, but also how organisations manage dis-
ruption and adapt to changing conditions.

In this context, there is more and more talk about the need to implement the
concept of organisational resilience, understood as the ability of an organisation to
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prepare for disruptions, respond effectively to crisis situations and quickly regain
operational capacity after their occurrence. A resilient organisation is not only one
that has reliable technologies, but also one that can anticipate risks, learn from mis-
takes and adapt structures and procedures in a flexible way.

For the onshore wind sector, this means the need to seck out and implement or-
ganisational solutions that support business continuity — such as risk management
systems, Business Continuity Planning, rapid response structures or an organisa-
tional culture that promotes learning and resilience. Managing organisational resil-
ience thus becomes a key element in ensuring not only operational security, but also
the long-term sustainability of the sector.

This article undertakes an analysis of this very issue — asking how organisations
operating in the Polish onshore wind energy sector manage organisational resil-
ience in the face of increasing technical, environmental and systemic challenges.
The article proposes a look beyond technical snapshots, focusing on the manage-
rial and organisational mechanisms that can underpin the building of operational
resilience of wind farms. The aim is to identify practices that enable you not only to
survive disruptive incidents, but also to recover quickly to full capacity and to learn
in order to reduce the impact of similar incidents in the future. This approach puts
forward a hypothesis that resilience management is not an addition to the func-
tioning of the organisation, but one of the conditions for its durability and respon-
sibility towards the power system and society.

It should be noted that the conducted analysis has certain limitations. The study
does not include empirical research, and the conclusions are based on the desk re-
search method, involving a systematic review of the literature and the analysis of
secondary data. The literature review covered scientific publications (articles and
monographs) indexed in selected academic databases, as well as reports from public
institutions and industry organisations. The analysis of national conditions was car-
ried out on the basis of strategic documents, legal acts, and statistical reports con-
cerning the analyzed area in Poland. The selection of materials was purposeful and
aimed at identifying key institutional, legal, and socio-economic factors influencing
the phenomenon under study.

Organisational resilience as management category

The concept and evolution of the organisational resilience

Organisational resilience is understood as the ability of an organisation to absorb
disruptions, adapt to changing conditions, and maintain or quickly recover key op-
erational functions in the face of crises (Davidson, 2025). International stand-
ards emphasise that it is the ability of an organisation to withstand disruptions and
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continuously achieve its goals and even grow despite adversity. For example, the ISO
22316 standard defines organisational resilience as the ability to “absorb” the impact
of change and adapt to it, so that the organisation can continue to achieve its goals,
survive disruption and evolve. Resilience is therefore treated as a strategic competence
of the organisation — not a static state, but a continuous result of good management
and adaptability (DesJardine et al., 2019). Unlike traditional risk management (fo-
cused mainly on avoiding threats), the concept of resilience emphasizes active learning
from difficult experiences and the use of crises as development opportunities (Da-
vidson, 2025). In other words, a resilient organisation not only protects itself from
threats, but is able to emerge from them strengthened, building competitive advan-
tages thanks to the experience gained (Figure 1).

Figure 1. Resilience definition approach

Integrated Resilience Management = Increased Organisational Adaptability

Flexibility, Resilience, Adaptability, Ability to absorb, Ability to respond, Ability to recover,
Organisational learning, Transformability, Anticipation

Source: authors’ own elaboration.

The concept of resilience originated in the natural sciences and psychology but
was adapted in management science in the early 21% century in response to the need
to better understand why some organisations handle crises more effectively than
others. The literature indicates that organisational resilience manifests two com-
plementary behavioural dimensions: stability (the ability to maintain continuity of
core functions despite shocks) and flexibility (the ability to adapt and change in re-
sponse to disruption) (Chodynski, 2025). Stability involves the preservation of an
organisation’s key features and identity even during extreme turbulence in the envi-
ronment (e.g. wars, disasters, terrorist attacks), which is particularly important for
entities providing uninterrupted services such as critical infrastructure (Chodynski,
2021).

Flexibility, on the other hand, manifests itself in adapting the organisation to
new conditions — enhancing its ability to adapt and innovate in response to change.
As part of the concept of resilience, both these perspectives complement each other:
the organisation must be resilient to shocks to some extent, but at the same time
malleable and capable of transformation to meet unpredictable challenges (Cho-
dynski, 2025).

The development of the concept of organisational resilience has been fostered by
numerous empirical studies conducted in the aftermath of disasters and economic
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crises. For example, the experience after the devastating tornado in New Zealand in
2005 initiated pioneering work on business resilience models (Chodyniski, 2021).

In her doctoral dissertation, Amy Stephenson (2010) proposed a model for
benchmarking organisational resilience, identifying two pillars: (1) strategic and
operational planning (including strategy planning, contingency plans and exercises,
proactive attitudes, partnerships with stakeholders, and clarity of objectives) and
(2) adaptive capacity (including avoiding “tunnel vision,” effective use of internal
resources, employee engagement, a learning culture, flexible leadership, innovation,
and efficient decision-making). Similar resilience models emphasized that organi-
sations capable of surviving and developing despite shocks are characterised by both
solid plans and resources for the crisis and a culture conducive to continuous adap-
tation and improvement (Stephenson, 2010).

In the following years, organisational resilience gained in importance as an ele-
ment of management standards. The British standard BS 65000 (2014) and the in-
ternational standard ISO 22316 (2017) systematised the approach to resilience by
presenting sets of principles and attributes of resilient organisations. Resilience has
come to be seen as an umbrella strategic concept that integrates different areas of
risk management, business continuity, security and innovation. This means that in-
stead of treating resilience as a single programme (e.g. business continuity planning
only), organisations are learning to shape it holistically — through leadership, organ-
isational culture, process improvement and the ability to learn from mistakes. This
trend particularly intensified during and after the COVID-19 pandemic, when
many businesses were painfully affected by the disruption and began to look for
ways to increase their resilience to future crises (Skrzypek, Skrzypek, 2023).

Despite the growing popularity of the concept of organisational resilience, there
is still no single consistent definition in the literature that is universally accepted as
superior. Different authors emphasise different aspects — from approaches focusing
on “rebounding” after a crisis, to perspectives on dynamic adaptability, to treating
resilience as a result of the organisation’s various competences. Research efforts are
underway to develop a well-established theory of organisational resilience with
high application values. Numerous case studies in recent years (e.g. during pan-
demics) have provided data on the drivers of corporate resilience and the tools for
building it in practice. However, there are still noticeable research gaps that need to
be deepened, for example in the links between the level of resilience and long-term
organisational effectiveness and maturity. There is a lack of comprehensive research
showing how resilience translates into business results, innovation or sustainable
development of the organisation. This points to the need for further, systematic re-
search into measuring organisational resilience and the integration of this concept
with other areas of management (e.g. business continuity, process improvement)

(Skrzypek & Skrzypek, 2023).
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In summary, organisational resilience is still an evolving management category —
it already has a well-established theoretical basis and examples of application but
needs further conceptualisation and a standardised approach to realise its full prac-
tical potential.

It is worth noting that although the concept of organisational resilience has
mainly developed in the context of industrial companies, the financial sector and
classic critical infrastructure, its application in the onshore wind sector faces spe-
cific considerations Indeed, wind farms operate under conditions of high environ-
mental variability, dependence on weather factors and strong integration with the
electricity system, which makes the adaptability of the operator’s organisation par-
ticularly important (Table 1).

Table 1. Resilience as an integrated management component

Area Traditional approach Resilience-based approach
Management as an addi- | Integrated management as a core
Role tional component of the | component of the management
management process process
Nature of activities After the event - reactive Proactive and adaptive
Capacity of the organisation Procedures Flexible response to changes
Response to disturbances Post-event recovery Acquisition of adaptability
Supply Chain Sensitive to changes Resistant to disturbances

Source: authors’ own elaboration.

Resilience versus technical resilience: A comparative approach

When analysing organisational resilience, it is useful to distinguish between its
“soft” (human, organisational) and “hard” (technical) aspects. The literature high-
lights that the terms organisational resilience and organisational resilience are
sometimes used interchangeably, although they do not always mean exactly the
same thing (Pytel, 2025). Resilience accentuates an organisation’s dynamic ability
to recover, learn and adapt in a changing environment. Organisational resistance,
on the other hand, is sometimes interpreted more broadly — as the overall ability to
survive and maintain business continuity despite disruption. Resilience can thus be
said to be a specific dimension of resilience: it is an adaptive and process-oriented
component, whereas resilience (in technical or structural terms) is more often asso-
ciated with the resilience and stability of a system (Pytel, 2025). In practice, effec-
tive crisis management requires both — both robust technical safeguards and organ-
isational flexibility.

Technical resilience refers to the longevity and ability to quickly restore the per-
formance of physical systems and infrastructure after a disruption. This includes
the resilience of the infrastructure and the ability of engineered systems to operate
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under fault conditions or to recover efficiently. For example, in the context of infra-
structure networks, technical resilience can be measured by the number of critical
components that have failed following an incident (e.g. the number of transformer
substations shut down or percentage of pipelines damaged) and the time taken to
repair them (Zhao et al., 2015).

Organisational resilience, on the other hand, is concerned with the human and
process dimensions of system functioning — that is, the ability of an organisation’s
management structure to respond effectively to crisis situations, maintain con-
tinuity of key services and adapt in the face of new circumstances (Moteff et al.,
2003). In practice, a measure of organisational resilience could be, for example, the
percentage of users or areas that lost access to a service due to a failure: the smaller
the scale of the service disruption (thanks to the organisation’s efficient response),
the higher the assessment of the organisational resilience of that structure (Zhao
et al., 2015). In other words, technical resilience answers the question of how well
equipment and systems can withstand an impact (e.g. a natural disaster) and how
quickly it can be repaired, while organisational resilience answers the question of
how well people and procedures can respond to minimise the effects of a disruption
on the continued operation of the overall system.

A comparison between organisational resilience and technical resilience re-
veals both their distinct and complementary nature. Technical resilience tends to
be more tangible and quantifiable — it depends on factors such as hardware redun-
dancy, quality of materials, system architecture, planning for spare capacity, etc. It
focuses on the prevention of physical failures and the rapid repair of damage. Or-
ganisational resilience, on the other hand, is based on soft factors: an organisational
culture that promotes readiness for change, employee competencies (e.g. the ability
to improvise, cooperate under pressure), an efficient crisis communication system,
flexible procedures and leadership able to make decisions under conditions of un-
certainty (Davidson, 2025). Technical resilience can ensure that the ‘hard’ infra-
structure survives a hit (e.g. thanks to spare servers, the IT system will not go down
with a single failure), but without resilient organisation, even the best infrastructure
can be misused — for example, if action plans are missing or staff cannot respond to
an alarm, the impact of a failure will still be severe. Conversely, a well-trained crisis
team will do little if key equipment has no safeguards and is completely destroyed.

The risk management literature emphasises that the two dimensions — technical
and organisational — must go hand in hand to achieve a truly high level of resil-
ience (Rehak, 2020). Critical infrastructure research has even shown that resilience
needs to be considered in a multidimensional perspective. For example, Bruneau et
al. (2003) and Chang and Shinozuka (2004) proposed four interrelated dimensions
for assessing the resilience of infrastructure systems: technical, organisational, so-
cial and economic. Importantly, they found that the technical and organisational
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dimensions are key to maintaining the functionality of the infrastructure itself,
while the social and economic aspects reveal themselves more at the level of the re-
silience of the whole community or market environment. It is clear from this that
omitting any of these key dimensions (technical or organisational) impoverishes the
picture of resilience. Indeed, previous studies have often focused solely on technical
indicators (e.g. equipment reliability) or only on organisational aspects, leading to
incomplete and sometimes contradictory conclusions on the actual level of system
resilience. Zhao et al. (2015) note that it is difficult to fully assess resilience by ana-
lysing only one dimension — therefore, it is necessary to develop integrated met-
rics that take into account both technical and organisational perspectives to get
a holistic view and avoid erroneous conclusions. In other words, future research
work should focus on the links between technical resilience and organisational re-
silience — how one affects the other — and the creation of tools to diagnose and im-
prove resilience in a comprehensive manner. This integration of approaches will
allow organisations to develop a balance between investing in infrastructure relia-
bility and developing an organisational culture of resilience, maximising the overall
ability to survive and thrive under uncertainty.

Organisational resilience in the context of critical infrastructure

The concept of organisational resilience takes on particular relevance in relation
to critical infrastructure — that is, systems and facilities whose disruption could
threaten the security of the state, the lives of citizens or seriously disrupt essential
services (such as energy supply, water supply, communications, transport or health-
care). Critical infrastructure forms the lifeblood of modern society, hence its ability
to withstand a variety of threats is crucial. Traditionally, there has been a strong em-
phasis on the technical security of such systems - i.e. physical security, equipment
redundancy, contingency planning, etc. However, the current state-of-the-art ap-
proach also takes into account the organisational resilience of critical infrastructure
managers. Operators and owners of critical infrastructures are required to main-
tain not only a high level of technical reliability of their systems, but also a high
level of organisational resilience of their companies (Rehak, 2020). Only then
will continuity of operation of these systems be ensured even in the face of major
disruption.

Although onshore wind farms are not always formally classified as critical infra-
structure in the legal sense, from a functional perspective — their increasing share of
the power balance and their importance for energy security — they are increasingly
acting as de facto critical infrastructure, which justifies the application of advanced
organisational resilience management concepts to them.

Organisational resilience in the critical infrastructure sector manifests itself on
many levels. Firstly, operational and emergency preparedness is key — organisations
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responsible for infrastructure must constantly monitor risk factors, train staff in
emergency procedures and update business continuity plans. Research indicates
that organisational resilience is an important determinant of the ability of critical
infrastructure elements to adapt in the face of disruption (Rehak, 2020). In other
words, even the most technically advanced system may not be very resilient if the
organisation managing it cannot make accurate decisions quickly in a crisis situa-
tion or lacks coordination and situational awareness. Critical infrastructure man-
agement therefore emphasises the development of characteristics such as situational
awareness of management and staff, a culture of safety and continuous learning,
effective internal and external communication during emergency events, and the
ability to cooperate with other actors (e.g. emergency services, suppliers, public ad-
ministration) under time pressure. All these elements make up the organisational
resilience of the infrastructure operator.

In the context of critical infrastructure, it has proved very useful to frame re-
silience through these four dimensions: technical, organisational, social and eco-
nomic (Zhao et al.,, 2015). This approach means that when assessing the resilience
of, for example, an electricity system, one should consider not only the efficiency
of the equipment (technical dimension), but also the preparedness of the managing
organisation (organisational dimension), the impact of a potential failure on society
(social dimension, e.g., the consequences of power outages for the population), and
the ability to minimise financial losses and achieve a rapid economic recovery (eco-
nomic dimension). Chang and Shinozuka’s (2004) research on lifeline networks
(water, power) showed that the first two dimensions, technical and organisational,
are key to keeping the critical infrastructure itself functioning. This means that the
organisation operating the infrastructure is integral to its resilience — it cannot be
assumed that a strong equipment design alone will suffice if the human and organi-
sational factor is neglected (Zhao et al., 2015).

Examples from recent years have vividly demonstrated the importance of organ-
isational resilience for critical infrastructure. The 2021 Texas energy crisis (caused
by extreme cold weather) revealed that some energy companies were only focused
on surviving without power, while others were able to use the crisis as an impetus
for growth — winning new customers and investing in strengthening their systems
(Davidson, 2025). This difference was largely due to different organisational atti-
tudes: the more resilient companies had a culture of responding proactively to dis-
ruption, so that at the moment of trial they were able not only to secure basic oper-
ations but even to improve their position in the market (Davidson, 2025). This case
showed that managing critical infrastructure requires thinking beyond simply re-
storing the status quo after a disaster — it is necessary to learn from crises and make
changes that will increase resilience for the future (e.g. diversifying supplies, mod-
ernising procedures, investing in intclligent control systems).
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In response to such challenges, organisations in critical infrastructure sectors are
increasingly implementing comprehensive resilience strengthening programmes.
These include, inter alia, regular assessments of organisational resilience-identi-
tying weaknesses in the management structure, safety culture, supply chain, etc. —
so that corrective action can be taken in advance (Rehak, 2020). An example is
the ASOR (Assessing and Strengthening Organisational Resilience) method de-
veloped for the infrastructure sector to systematically assess the determinants of or-
ganisational resilience and identify areas for improvement. In addition, governance
standards recommend that resilience issues should be integrated into existing busi-
ness continuity, risk and security management systems. A holistic approach is rec-
ommended, in which emergency planning, risk management, infrastructure main-
tenance and organisational improvement are coordinated within an overarching
resilience strategy. Such an integrated system avoids a siloed approach to security
issues — every relevant business process is also assessed for its impact on resilience,
and strategic decisions take into account the risks and opportunities associated with
potential disruptions.

In summary, in the context of critical infrastructure, organisational resilience is
an integral component of system security. It is the people, decision-making struc-
tures and organisational culture that determine whether even a perfectly designed
infrastructure survives a crisis without a breakdown in function. Current challenges
(e.g. climate change generating extreme weather events, cyber threats, global pan-
demics) confirm that investing in hard defences alone is not enough - it is also nec-
essary to develop resilience on a “soft” level. The literature points to the need to
further systematise knowledge on best practices for building organisational resil-
ience in critical infrastructure and measuring its effects. An open research question
remains, for example, the quantification of the impact of high organisational resil-
ience on the reduction of the consequences of failure (in socio-economic terms)
or on the speed of recovery of full system functionality. There are also gaps in un-
derstanding the long-term economic benefits of investing in organisational resil-
ience — do more resilient organisations achieve better financial performance and
innovation over stable periods due to their adaptability? These questions point to
directions for further research. However, it is already clear that organisational resil-
ience is a critical success factor in critical infrastructure management and should be
treated on a par with technical resilience in strategies to ensure security and busi-
ness continuity of essential public services.



Managing organisational resilience in the onshore wind energy sector in Poland 91

Table 2. Technical and organisational resistance and the impact of resilience on
critical infrastructure

. o Impact of resilience on the
Technical Organisational P

Area . . Resilience management of critical infra-
resistance resistance
structure
A systemic approach,
Structures, .y ) PP Cooperation in technology,
taking into account the o .
Elements | Technology procedures, . organisational resilience and
competences period before and after systems approach
P the event y PP
Resistance . . . .
. Resilience to System restoration after Ensuring continuity of
Purpose |to technical .
o organisational events an event management
incidents
Response . The ability of critical infrastruc-
. Yes — adaptation, .
to distur- Yes Yes ) ture elements to adapt in the
learning . .
bances face of disruption

The ability of the organ-
isation’s management
structure to respond ef-

Recovery Yes Yes fectively to crisis situ-
ations, maintain conti-
nuity of key services and
adapt

Speed of recovery of full system
functionality

Management consistency;
learning from crises and
implementing changes that
increase future resilience

Riskman-| Process- | Organisational and
agement | oriented process-oriented A systemic approach
approach | approach approach

Source: authors’ own elaboration.

The failure of wind turbines results from various technical and environmental fac-
tors. In Poland, there have been cases of mechanical damage, such as turbines col-
lapsing under strong winds, like in Korzkwy, or fires in the nacelles. Abroad, lightning
often damages the blades, as seen at Vineyard Wind in the USA or Lal Lal Wind Farm
in Australia. Mechanical problems, such as gearbox or brake failures, have caused par-
tial collapses of turbines in Denmark and the USA. Extreme weather conditions,
including hurricane-force winds, also pose a threat to the structures, as shown in
Germany. All these events highlight the importance of monitoring, predictive main-
tenance, and designing resilient wind energy systems.

Summary

The analysis carried out allows us to conclude that under conditions of the increasing
share of onshore wind power in the national power balance and the increasing inte-
gration of these sources into the transmission and distribution grid, organisational
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resilience is becoming a management category of comparable importance to the tech-
nical reliability of the installation. Wind farms operate in an environment character-
ised by high variability of operating conditions and interdependence with the elec-
tricity system, which means that the scale and persistence of operational disturbances
depends not only on the technical parameters of the equipment, but also on the matu-
rity of decision-making structures, coordination capabilities, the quality of crisis com-
munication and the adaptive skills of the operator’s organisation. Consequently, the
management of organisational resilience should be considered as a strategic element,
determining the sector’s ability to maintain business continuity and reduce vulnera-
bility to systemic disruptions.

The article demonstrates that resilience in the onshore wind sector is hybrid: it re-
sults from the integration of “hard” (technical) solutions with “soft” (organisational)
mechanisms, including risk management, business continuity planning, competence
development and the development of a safety and learning culture. Of particular im-
portance here is the organisation’s ability to rapidly transition from routine to dis-
ruptive operations mode and then to effectively rebuild operational capability, while
minimising the impact on system stakeholders — including network operators, cus-
tomers and the regulatory environment. This means that the organisational resilience
of wind farm operators should be developed in a systemic rather than incidental way
as a permanent element of corporate governance.

At the same time, the results of the analysis point to the need for further standard-
isation of approaches and tools to diagnose and improve organisational resilience in
the RES sector. This concerns, in particular: (1) the development of sectoral organi-
sational resilience metrics to benchmark organisational maturity and monitor the ef-
fects of improvement actions; (2) the integration of resilience management processes
with compliance, cyber security and energy market participant requirements; (3) the
development of models of cooperation between wind farm operators and electricity
system operators that would limit the effects of grid disruptions and foster the co-
ordination of actions in emergency situations. The empirical verification of the re-
lationship between the level of organisational resilience and the reduction of opera-
tional losses and the ability to recover quickly from technical and system disruptions
remains a particularly important research direction (‘Table 3).

Table 3. Technical and organisational resilience in the onshore wind sector

Technical resilience Organisational resilience
reliability and durability of wind turbines risk management and business continuity planning
technical monitoring and diagnostic systems (e.g., procedures for responding to failures and
turbine condition monitoring) emergency situations
redundancy of key components and control . L .
systems competencies and training of technical personnel
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Technical resilience Organisational resilience
infrastructure resilience to weather conditions and | cooperation with grid operators and regulatory
extreme weather events institutions

protection systems and automatic turbine
shutdown mechanisms
regular maintenance and servicing of technical | organisational flexibility and the ability to adapt to

safety and quality management systems

infrastructure regulatory and market changes
digital systems for wind farm operation supply chain management for spare parts and
management (SCADA) maintenance services

communication and coordination between wind
farm operators, service teams, and power system
operators

cybersecurity of control and communication
systems

Source: authors’ own elaboration.

In summary, effective management of organisational resilience in the onshore wind
energy sector should be considered as one of the key conditions for the stable func-
tioning of this RES segment and the strengthening of energy security in Poland. Re-
silience should not be seen as an “add-on” to infrastructure operation, but as an inte-
grated management component that — through the development of an organisation’s
adaptive capacity — makes it possible to reduce the effects of disruptions, improve
supply reliability and increase the resilience of the electricity system in the reality of
the ongoing energy transition. The conclusions obtained confirm the hypothesis for-
mulated at the outset. The article is introductory and provides a starting point for fur-
ther in-depth research into the issue under consideration.
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Managing organisational resilience in the onshore wind energy sector in Poland
Abstract

The dynamic development of onshore wind energy in Poland increases its importance
for the national electricity system and creates new challenges related to technical fail-
ures, system disruptions and continuity of energy supply. The article analyses organisa-
tional resilience management mechanisms in the Polish onshore wind sector, understood
as practices, procedures and competences supporting business continuity, disruption
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mitigation and rapid recovery. The analysis, based on literature and national conditions,
highlights the managerial dimension of resilience, including decision-making structures,
risk management, business continuity planning and cooperation with power system op-
erators. The findings indicate that effective resilience management can reduce wind farm
vulnerability to disruptions and requires integrating technical solutions with mature or-
ganisational mechanisms and a safety culture. The article also identifies areas for further
standardisation and research.

Keywords: organisational resilience management, wind energy, energy security, business
continuity, critical infrastructure
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Wprowadzenie

Sztuczna inteligencja (AI) od wielu lat stanowi jeden z najbardziej dynamicznie roz-
wijajacych si¢ obszaréw technologii, ktdre wywieraja istotny wplyw na sektor ban-
kowosci detalicznej. Pierwsze zastosowania AI w bankach, siegajace lat 80. 1 90. XX
wicku, obejmowaly systemy eksperckie i proste modele predykcyjne wspierajace ana-
lizg ryzyka, oceng zdolnosci kredytowej oraz wykrywanie prob oszustw (Baesens i in.,
2016). Dzigki postgpowi w dziedzinie uczenia maszynowego, przetwarzania duzych
zbioréw danych oraz rosnacej dostgpnosci mocy obliczeniowej, systemy te zostaly
znacznie rozbudowane i obecnie stanowia podstawe wielu proceséw decyzyjnych
w bankowosci detalicznej. Sztuczna inteligencja w bankowosci detalicznej przestaje
by¢ eksperymentem technologicznym, a staje si¢ infrastruktura decyzyjna o zna-
czeniu systemowym. W polskiej i miedzynarodowej literaturze opisuje si¢ juz sze-
rokie spektrum zastosowan — od automatyzacji proceséw operacyjnych, przez ocene
zdolnosci kredytowej, wykrywanie naduzy¢ i personalizacj¢ ofert, po wsparcie nad-
zoru zgodnosci regulacyjnej. Réwnolegle podkresla sie, ze kazdy z tych obszaréw ge-
neruje nowe typy ryzyka oraz wzmacnia istniejace ekspozycje sektora finansowego
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(Szostek i in. 2022; Zidtkowska 2023; Shiiin. 2022; Noriega i in. 2023). W analizach
dotyczacych wplywu sztucznej inteligencji na rynek finansowy akcentuje si¢ dualny
charakeer tej technologii: z jednej strony poprawia ona efektywnos¢, doktadnosé pre-
dykgji i dostepno$¢ ustug, z drugiej — zwicksza ztozono$¢ systemu, tworzy zalezno$é
od dostawcéw zewnetrznych (w tym Big Tech), poglebia koncentracje rynku i rodzi
trudne do oszacowania ryzyka dla stabilnosci finansowej (Financial Stability Board,
2024). W polskich opracowaniach kierowanych do sektora bankowego zwraca si¢
uwagg, ze instytucje finansowe staja wobec rownoleglego wymogu budowania prze-
wagi konkurencyjnej dzigki Al oraz wdrozenia rygorystycznych mechanizméw kon-
troli, aby unikna¢ naruszen praw konsumentdéw, kar finansowych i utraty reputacji
(Centrum Proceséw Bankowych i Informacji, 2024).

Celem artykutu jest przeglad literatury oraz raportéw z badan w celu pogrupo-
wania i usystematyzowania wspomnianych zagadnien ryzyka wdrazania AI w ban-
kowosci detalicznej w obszarach faczacych perspektywe zarzadzania, prawa i techno-
logii. Podjeto tez prébe identyfikacji najwazniejszych luk pomiedzy teorig a prakeyka
oraz zaproponowano ramy koncepcyjne ich wypetnienia.

Najwazniejsze zastosowania Al w bankowosci detalicznej

Al znajduje coraz szersze zastosowanie w bankowosci detalicznej, transformujac
praktycznie wszystkie aspekty ustug bankowych oferowanych klientom indywidu-
alnym. Jednym z najstarszych i najbardziej zaawansowanych zastosowan Al w ban-
kowosci detalicznej jest automatyczna ocena kredytowa (credit scoring) i oceny ry-
zyka klienta (underwriting), gdzie systemy Al wykorzystuja uczenie maszynowe do
analizy historii kredytowej, zachowan finansowych, danych transakcyjnych oraz al-
ternatywnych zrédet danych (takich jak np. historia platnosci za media lub zakupy
w sieci) w celu ustalenia zdolnosci kredytowej klienta (Sachan i in. 2020; Nimma-
gadda, 2022).

Chatboty oparte na Al oraz wirtualni asystenci stanowia transformacyjna tech-
nologie w obstudze klientéw bankéw detalicznych. Banki wdrazaja zaawansowane
systemy konwersacyjne, ktére moga obstugiwaé miliony zapytan klientéw. Wirtu-
alni asystenci wykorzystuja przetwarzanie jezyka naturalnego (natural language
processing, NLP) do wyjasniania warunkéw ustug finansowych, pomagania w ini-
cjowaniu transakcji, oferowania spersonalizowanych produktéw oraz wspierania
w zarzadzaniu kontem.

Al znacznie podnosi jako$¢ personalizacji ustug bankowych poprzez analize hi-
storii transakeji, zachowan wydatkowych oraz preferencji klientéw. Systemy reko-
mendacyjne moga automatycznie identyfikowa¢ momenty, w ktérych klient jest
gotéw do przejécia na wyzsza kategorie karty kredytowej, zaciagnigcia pozyczki czy
otwarcia rachunku oszczednosciowego. Al stuzy tez prognozowaniu, ktérzy klienci
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moga opusci¢ bank (customer churn), na podstawie analizy wzorcédw aktywnosci,
zmian w wydatkach oraz interakeji z bankiem. Pozwala to bankom na proaktywne
podejmowanie dziatan zapobiegawczych (retencyjnych). Modele predykeyijne seg-
mentuja réwniez klientdéw, przewiduja odejécia, analizujg lojalno$¢ oraz generuja
warto$ciowe spostrzezenia (insighty) na potrzeby marketingu i zarzadzania port-
felem produkeéw.

Systemy Al do wykrywania oszustow znacznie ograniczajg koszty zwiazane wy-
tudzeniami, oszustwami i innymi bezprawnymi dziataniami w bankowosci (Uddin
2025). Algorytmy uczenia maszynowego analizuja w czasie rzeczywistym miliony
transakeji, identyfikujac anomalie i podejrzane wzorce, ktére moga wskazywaé na
oszustwa lub nicautoryzowany dostgp. Banki wdrazaja zaawansowane systemy Al,
ktdre zmniejszaja liczbe falszywych alarméw (false positives), jednoczesnie popra-
wiajac detekeje rzeczywistych zagrozen. Aplikacje wykorzystuja zaawansowane mo-
dele statystyczne i generatywne do aktywnej identyfikacji podejrzanych platnosci
oraz wczesnego ostrzegania o zagrozeniach.

Przestrzeganie zgodnosci z szybko zmieniajacymi si¢ przepisami prawa (com-
pliance) w bankowosci ewoluuje dzigki sztucznej inteligencji. Skomplikowane re-
gulacje jak AT Act czy Basel IV wymagaja aktualizacji badZ zmiany wewnetrznych
przepiséw i procedur bankowych. Al szybciej niz prawnicy wylapuje niezgodnosci
w wielu skomplikowanych dokumentach, opisach, materiatach marketingowych
i proponuje odpowiednie zmiany.

Al przetwarza ogromne zbiory danych w czasie rzeczywistym, identyfikujac
ryzyka operacyjne, kredytowe, rynkowe i regulacyjne szybciej niz tradycyjne me-
tody, automatyzuje ztozone procesy, zwicksza precyzje predykeji i zapewnia zgod-
no$¢ z obowiazujacym prawem. Biorac pod uwage powyzsze zastosowania, mozna
uznal, ze Al jest obecnie waznym narzedziem zarzadzania szeroko pojetym ryzy-
kiem w dziatalnosci banku. Réwnocze$nie jednak samo wdrazanie i wykorzysty-
wanie Al rodzi pewne specyficzne ryzyka.

Obszary ryzyka we wdrazaniu i funkcjonowaniu Al

Ryzyka prawne i regulacyjne

Wdrozenie systeméw Al w bankowosci detalicznej generuje ryzyka prawne i regu-
lacyjne wynikajace z nieprzejrzystoéci algorytméw oraz trudnosci w zapewnieniu
kontroli czlowicka nad decyzjami automatycznymi. EU Al Act klasyfikuje sys-
temy oceny zdolnosci kredytowej jako ,wysokiego ryzyka’, naktadajac obowiazek
wdrozenia systemdéw zarzadzania ryzykiem, przejrzystoéci decyzji oraz dokumen-
tacji cyklu zycia modelu, z karami do 35 mln euro lub 7% globalnego obrotu rocz-
nego (Rozporzadzenie Parlamentu Europejskiego i Rady (UE) 2024/1689, 2024).
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General Data Protection Regulation (GDPR, w Polsce: Rozporzadzenie o Ochronie
Danych Osobowych — RODO), obowiazujace od 25 maja 2018 . w calej UE, wart.
22 wymaga prawa do wyjasnienia decyzji automatycznych, jednak mechanizmy takie
jak SHAP' czy LIME? nie spelniaja prawnych wymogdéw ,wyjasnienia’, generujac je-
dynie techniczne przyblizenia nieprzystajace do oczekiwan regulacyjnych (Edwards
i Veale, 2017). Kroll i in. (2017) wskazuja, ze pelna transparentno$é kodu zrédto-
wego algorytméw prowadzi do paradoksu: ujawnienie umozliwia obchodzenie sys-
temu przez zainteresowanych lub ostabia konkurencyjno$¢ tworcéw. Proponuja za-
miast tego kryptograficzne mechanizmy procedury zgodnosci wynikéw z polityka
decyzyjna bez ujawniania algorytmu. Citron i Pasquale (2014) dokumentuja nie-
przejrzysto$é systemdw oceny kredytowej (scoring), gdzie instytucje finansowe od-
mawiajg dostepu do szczegdtéw metodologii, uniemozliwiajac audyt indywidualnych
decyzji, co prowadzi do arbitralnych ocen kredytowych. Szostek i in. (2022) analizujq
specyficzne ryzyka dla polskiego sektora bankowego, wskazujac na odpowiedzialnosé
bankéw za systemy Al stron trzecich, trudnosci w kwalifikacji modeli jako wysokiego
ryzyka oraz wymogi dokumentacji zgodne z AI Act. Financial Stability Board (2024)
podkresla, ze rosnaca zalezno$¢ od zewngtrznych dostawcéw Al zwicksza koncen-
tracj¢ ekspozycji, gdzie awarie lub bfedy u jednego dostawcy moga wywotaé efekey
systemowe. Podczas gdy istnieje znaczaca literatura dotyczaca akeeptacji technologii
oraz zaufania do automatyzacji (Lee i See, 2004; Venkatesh i in., 2003 ), brakuje szcze-
gétowych badan empirycznych na temat dlugoterminowego wplywu interakeji z sys-
temami Al na zachowania finansowe klientéw bankéw detalicznych. Raport World
Economic Forum (2025) wskazuje, ze wymaga si¢ wickszej wiedzy na temat stosunku
pracownikéw do Al oraz dynamiki zmian miejsc pracy w kontakeie z AL Brakuje réw-
niez badan na temat psychologicznych skutkéw stosowania Al przez pracownikéw
i klientéw. Pytania: jak klienci reaguja na wielokrotne bledy AI? Czy generatywna
Al faktycznie buduje zaufanie, czy je podwaza? — pozostaja w duzej mierze niezba-
dane. Brakuje tez empirycznych badan na temat tego, w jaki sposéb taczne zastoso-
wanie Blockchain i AI mogloby zwigkszy¢ bezpieczenstwo transakeji i zapobiegaé
oszustwom w bankach detalicznych, szczegélnie w kontekscie zapewniania audyto-
walnoéci i transparentnosci rozwiazai informatycznych (Pramudito i in., 2025).

Ryzyko operacyjne i automatyzacji proceséw

Ryzyko operacyjne definiowane jest jako potencjalne straty wynikajace z nieade-
kwatnych lub nieskutecznych proceséw wewnetrznych, ludzi oraz systeméw lub

SHAP (SHapley Additive exPlanations) dziala na zasadzie wartoéci Shapleya z teorii gier —
krok po kroku wyjasnia, ile kazda cecha przyczynila si¢ do konkretnej predykeji modelu.
LIME (Local Interpretable Model-agnostic Explanations) dziala lokalnie — krok po kroku
aproksymuje skomplikowany model (black-box) prostym modelem liniowym w otoczeniu kon-
kretnej predykcji.
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z wydarzeri zewngtrznych (McLemore i Mihov 2026). W bankowosci detalicznej
automatyzacja proceséw za pomoca sztucznej inteligencji — obejmujaca m.in. po-
znanie swojego klienta (KYC - know your customer), przeciwdzialanie praniu
pienigdzy (AML - anti-money laundering), detekeje naduzyé (fraud detection),
oceng kredytowa (scoring) i obstugg klienta przez rozmowy z Al — zmienia profil
tego ryzyka poprzez zwickszong ztozonos¢ systeméw, zalezno$¢ od dostawcow ze-
wnetrznych oraz nowe mozliwosci atakéw hakerskich przez sie¢ kontaktu klienta
z instytucja finansows. Jednym z najwazniejszych ryzyk w tym obszarze jest tzw.
stronniczo$¢ lub w kontekscie spotecznym uprzedzenie (bias) modeli wynikajace
z doboru danych wejéciowych, ktére z réznych przyczyn zawierajg wyniki prefe-
rujace lub czedciej odrzucajace wybranych klientéw ze wzgledu na ich cechy jak
wick, ple¢, micjsce zamieszkania (Akinrele, 2025). Generatywna Al (GenAl)
moze udziela¢ klientom blednych porad finansowych lub wprowadza¢ w btad co
do oferty, co prowadzi do strat finansowych i utraty zaufania (halucynacje i bledy
modeli). Degradacja jakosci modelu w czasie (np. gdy zmicniaja si¢ zachowania
klientéw), prowadzi do blednych decyzji kredytowych lub zwigzanych z wykryciem
oszustwa (fraudowych), jesli model nie jest stale rekalibrowany. Poleganie na kilku
duzych dostawcach chmury/Al stwarza zagrozenie systemowe w przypadku awarii
ich infrastrukeury (koncentracja ryzyka kontrahenta). Ryzyko kontrahenta polega
przede wszystkim na potencjalnych stratach wynikajacych z niewywiazania si¢ z zo-
bowigzan przez zewngtrznych dostawcéw rozwigzan Al fintechy czy platformy
technologiczne. Opéznienia w dostawie, uaktualnieniach czy poprawie bleddw sys-
temu, nie méwiac juz o bankructwie lub zaprzestaniu dziatalnosci przez kontra-
henta, moze narazi¢ bank na dezorganizacje¢ pracy, utrate zaufania i wysokie kary
nadzoru. Nawet w pozornie dobrze dzialajacych systemach dostarczonych przez
kontrahentéw moga wystepowaé bledy i uprzedzenia decyzyjne oraz mozliwosé
wycieku danych i utraty prywatnosci, co stanowi osobne ryzyko opisane dale;j.

Na poziomie strategicznym minimalizacja tych ryzyk wymaga okreslenia tole-
rancji wobec bledéw oraz uprzedzen, zatwierdzenia budzetu na audyty i szkolenia
pracownikéw oraz ustanowienie strukeury, np. komitetu ds. etyki Al ktéry nadzo-
rowaé bedzie zgodnos$¢ z wytycznymi wewnetrznymi. Na poziomie operacyjnym
powinno si¢ opracowa¢ procedury testowania uprzedzen w modelach oceny kredy-
towej — np. przez badanie, czy prawdopodobienistwo odrzucenia kredytu nie rézni
si¢ istotnie miedzy réznymi grupami. Zespoly odpowiedzialne za analiz¢ danych
(data science) i uczenie maszynowe (machine learning) powinny zadbal o reprezen-
tatywno$¢ danych treningowych (uwzglednienie réznych grup demograficznych),
zastosowa techniki zapobiegania stronniczodci (np. reweighting, adversarial debia-
sing) w procesic modelowania, przeprowadzié testy diagnostyczne uprzedzen (bias
testing) przed i po wdrozeniu, oraz dokumentowaé ograniczenia modelu w odnie-
sieniu do réznych segmentéw klientéw.
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Ryzyko wycieku danych i utraty prywatnosci

Al wymaga dost¢pu do duzych wolumendw wrazliwych danych, keérych niewtasciwa
ochrona prowadzi do wyciekdw i naruszeri prywatnosci (Hiuselmann, 2024). Wy-
zwania te s3 potegowane przez wymogi GDRP/RODO i inne rezimy prawne na-
rzucajace konieczno$¢ wyjasniania procesu decyzji przez AI (Wachter i in., 2017).
Ponadto generatywne modele Al moga zapisywaé (zapamigtywaé, memoryzowad)
wrazliwe dane z danych treningowych i reprodukowaé je niezamierzenie (Fredrikson
iin., 2015). Zgodnie z prawem do wyjasnienia (right to explanation), wprowadzonym
przezRODO (art. 22), banki musza mie¢ zdolno$é wyjasnienia kazdej decyzji algoryt-
micznej wplywajacej na klienta. To wymaga nie tylko przejrzystych modeli, ale takze
stworzenia procedur i nadzorowania proceséw zbierania, przechowywania i przetwa-
rzania danych oraz otrzymanych wynikdw, ktére moga wytrzymac audyt regulacyjny.

Ryzyka etyczne i spoteczne

Ryzyka te maja swoje zrédta w innych, wyzej juz opisanych ryzykach, ale ich znaczenie
jest nieco inne wymiarze spolecznym i etycznym (Mintymiki 2022). W erze medidéw
spolecznosciowych, informacja o powtarzajgcym si¢ dyskryminowaniu okreslonych
grup klientéw banku rozprzestrzenia si¢ wirusowo. Halucynowanie Al w zakresie do-
radztwa dla klienta moze narazi¢ bank na $mieszno$¢ i zarzuty braku profesjonalizmu.
Wyciek danych klientéw, oprécz aspekedw prawnych, moze spowodowaé utratg wia-
rygodnosci i zaufania, co jest niezwykle grozne w sektorze bankowym. Informacje
o podatnosci na ataki hackerskie, o przerwach w elektronicznym kontakeie z klien-
tami, o zawieszaniu si¢ stron internetowych, szybko roznoszg si¢ po sieci spoleczno-
$ciowej i budzg czasem przesadne obawy wsrédd klientéw. Utrata zaufania moze spo-
wodowa¢ odplyw klientéw, prowadzacy w skrajnych wypadkach do utraty ptynnosci.
Konieczne w takich wypadkach beda skoordynowane dziafania dziatéw marketingo-
wych, prawnych i technicznych banku.

Ryzyko kadrowe i luka kompetencyjna

Brak pracownikéw potrafigcych nadzorowaé i weryfikowaé dzialanie zaawansowa-
nych modeli Al (human-in-the-loop) znaczaco zwigksza ryzyko bledéw operacyjnych.
Wprowadzanie Al do dziatalnosci przedsi¢biorstw i bankéw stalo si¢ krytycznym wy-
zwaniem dla kapitatu ludzkiego (Nagarakanti, 2025). Narracja medialna czgsto kon-
centruje si¢ na utracie miejsc pracy. Nie jest to jednak jedyny efekt — wazniejszy lezy
w niedopasowaniu kompetencyjnym oraz zjawisku utraty tradycyjnych umiejetnosci
pracownikéw pozostajacych w organizacji (Tshewang, 2024). Pracownicy moga za-
czaé bezkrytycznie ufa¢ wynikom generowanym przez Al (np. ocenie zdolnosci kre-
dytowej lub rekomendacji inwestycyjnej), nie rozumiejac probabilistycznej natury
modelu. Pracownicy nie$wiadomi zjawiska halucynacji (w GenAl) lub uprzedzen
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(w modelach ML - machine learning) moga nieumy$lnie wprowadzaé klientéw
w biad lub narusza¢ regulacje, uzywajac narzedzi AI w sposéb niezgodny z przezna-
czeniem. Personel polegajacy na automatyzacji traci zdolnos¢ do samodzielnego wy-
konywania ztozonych zadan. Mtodszy personel, ktéry od poczatku kariery korzysta
z automatycznych systeméw (problem pokolenia Z), moze nigdy nie naby¢ glebo-
kiej intuicji kredytowej ani zrozumienia fundamentéw ryzyka, ktdre posiadali ich po-
przednicy. W sytuacji awarii systemu Al lub wystapienia nietypowego przypadku,
tacy pracownicy stajg si¢ bezradni operacyjnie. W przypadku konieczno$ci powrotu
do procedur manualnych (np. w wyniku cyberataku na infrastrukeure Al), zarzadza-
jacy bankiem moga odkry¢, ze nie posiadaja juz kadr zdolnych do r¢cznego proceso-
wania transakcji czy oceniania ryzyka w akceptowalnym czasie.

Wspotpraca na linii cztowiek—Al generuje nowe typy bledéw operacyjnych.
Wprowadzenie ,,copilotéw” (AI Copilots) do oddzialéw i call center zmienia dyna-
mike pracy. Pracownicy moga mie¢ tendencj¢ do faworyzowania sugestii algorytmu
nad wiasny osad lub sprzeczne dowody, co jest szczegdlnie niebezpieczne w AML
(anti-money laundering, przeciwdzialanie praniu pieniedzy) i fraud (wyludzeniach
danych, pieniedzy). Paradoksalnie, AI moze zwigkszy¢ obciagzenie kognitywne pra-
cownikéw. Zamiast wykonywaé proste, powtarzalne czynnosci (keore przejelo Al),
pracownicy muszg stale zajmowac si¢ wylacznie trudnymi, wyjatkowymi przypad-
kami, ktdre odrzucil automat, co prowadzi do szybszego zmeczenia, a w konse-
kwencji wypalenia zawodowego. Luka kompetencyjna poteguje ryzyko operacyjne,
wizerunkowe i tworzy asymetri¢ migdzy szybkoscia wdrazania algorytméw a zdol-
noscia personelu do ich bezpiecznej obstugi i nadzoru.

Opisane ryzyka nie wyczerpuja wszystkich zagrozen zwiazanych z Al w tym
obszarze. Identyfikacja ryzyk jako podstawa do wdrazania odpowiednich metod
i technik zarzadzania, powinna bra¢ pod uwage wystepujace luki badawcze. Naj-
wazniejsze z nich to: niedostatek dlugoterminowych studiéw empirycznych nad
interakcjami wielu modeli AI (tzw. bias kumulacyjny) i manipulacja algorytmami
oraz brak kompleksowych badan nad erozja zaufania klientéw wskutek bledéw mo-
deli i nad samym zastosowaniem AL Swiadomos¢ takich luk powinna wyczuli¢ me-
nadzerdw na obserwacj¢ nietypowych, nicopisanych zjawisk zachodzacych w $ro-
dowisku nadzorowanej pracy.

Dobrym i stosunkowo prostym narzedziem wskazujacym pilnosé podejmowania
dzialari przez zarzadzajacych jest mapa ryzyk. We wdrazaniu AI w bankowosci de-
talicznej wizualizowa¢ mozna zagrozenia wedtug dwéch wybranych osi, np.: praw-
dopodobienstwa wystapienia (niskie—wysokie) i wplywu na operacje lub klientéw
(niski—wysoki), dzielac je na strefy: zielong (niska pilno$¢ dzialania), 261ty ($rednia)
i czerwona (wysoka). Przykladowo cyberataki na modele Al z wycickiem danych
majg wysokie prawdopodobienistwo wystapienia i wysoki wplyw na opinie klientéw
(strefa czerwona). Brak zgodnosci dokumentéw i procedur z regulacjami ma $rednie
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prawdopodobienistwo wystapienia i stosunkowo niski wptyw na klientéw. Opéz-
nienia we wdrazaniu nowych systeméw ma wysokie prawdopodobieristwo wysta-
picnia, ale niski lub $redni wplyw na operacje i klientéw (strefa z61ta). Niskie prawdo-
podobienstwo i niski wplyw (strefa zielona) moga mie¢ np. wigksze bledy w raportach
wewnetrznych (latwe do wykrycia na wielu etapach) i niedostosowanie starszych pra-
cownikéw do specyfiki pracy z AI (mozliwos¢ szkolen, przesunigé na stanowiskach).

Zarzadzanie ryzykiem we wdrazaniu i funkcjonowaniu Al

O ile w latach 2020-2023 wdrazanic systeméw uczacych si¢ (ML) oraz genera-
tywnej sztucznej inteligencji (GenAlI) miato charakter punktowy i eksperymen-
talny, o tyle w dwu kolejnych latach algorytmy przestaly petni¢ jedynie funkcje
narzedzi wspierajacych analityke marketingowa czy proste interakcje z klientem
(chatboty). Staly si¢ nicodlgcznym elementem proceséw decyzyjnych o wysokim
ryzyku, przede wszystkim takich jak ocena zdolnosci kredytowej (credit scoring),
detekcja naduzyé w czasie rzeczywistym (anti-fraud) oraz automatyzacja proceséw
przeciwdzialtania praniu pienigdzy (AML). Regulacje prawne na poziomie Unii Eu-
ropejskiej, jak Rozporzadzenie o sztucznej inteligencji (EU AI Act), a w Polsce Re-
komendacje H i W Komisji Nadzoru Finansowego (KNF), powoduja, ze skuteczne
wdrozenie AI w bankowosci detalicznej nie jest juz wyzwaniem tylko technolo-
gicznym, lecz przede wszystkim zarzadczym i prawnym.

Jako przyktady wdrazania Al do wykrywania przestepstw finansowych mozna
poda¢ bank HSBC, ktéry w 2024 r. dzicki Al analizowal ok. 900 milinéw trans-
akcji miesigcznie na 40 milinach kont klientéw (Calvery, 2024). Przykladem wy-
krycia wystgpowania ryzyk wdrazania AI w bankowosci detalicznej jest stron-
niczo$¢ algorytméw wykazana przez badaczy z Lehigh University. Duze modele
jezykowe (LLM) czgsciej odmawialy kredytéw i naktadaly wyzsze oprocentowanie
na wnioski od czarnoskérych klientéw w poréwnaniu do identycznych profili bia-
tych klientdéw, szczegdlnie przy wyzszym ryzyku (Bowen IIl i in., 2024).

Podczas gdy skuteczno$¢ predykcyjna modeli Al rosnie dzigki zastosowaniu gle-
bokich sieci neuronowych, ich transparentnos$¢ i wyjasnialnoé¢ dla organéw nad-
zorczych maleje. W bankowo$ci detalicznej, ktdra z definicji opiera si¢ na zaufaniu
klienta masowego oraz cislej ochronie konsumenta, ta asymetria informacyjna staje
si¢ ryzykiem systemowym. Tradycyjne podejscie do zarzadzania ryzykiem modelu
(mmodel risk management — MRM), znane z Rekomendacji W Komisji Nadzoru Fi-
nansowego, okazuje si¢ niewystarczajace. Klasyczne MRM koncentrowato si¢ na
stabilno$ci statystycznej modeli ekonometrycznych. Zarzadzanie ryzykiem Al wy-
maga natomiast podejscia socjotechnicznego, uwzgledniajacego nie tylko popraw-
no$¢ matematyczng, ale takze sprawiedliwo$é (fairness), wyjasnialno$é (explaina-
bility) oraz odporno$¢ (robustness) na ataki (adversarial attacks), majace na celu
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oszukanie modeli Al poprzez m.in. subtelnie (ale czgsto zlosliwie) modyfikowane

dane wejsciowe.

Fundamentem fadu korporacyjnego w bankowosci, szczegélnie w aspekcie Al,
jest model Trzech Linii Obrony (7hree Lines of Defense — 3LoD), kedry wywodzi sig
z tradycyjnej doktryny audytu i zarzadzania ryzykiem operacyjnym (Schuett, 2025).
Cho¢ nieformalne struktury podzialu odpowiedzialnosci istnialy w bankowosci od
dekad, model ten zostal formalnie skodyfikowany i spopularyzowany przez Instytut
Audytoréw Wewnetrznych (The Institute of Internal Auditors — ITIA)*. Model ITA
22013 . (przywolywany w literaturze naukowej z zakresu finanséw, zarzadzania i au-
dytu jako fundamentalny model teoretyczny stosowany w praktyce gospodarczej) The
Three Lines of Defense in Effective Risk Management and Control (The Institute of
Internal Auditors, 2013) zawicral odpowiedz na kryzys finansowy z lat 2007-2008,
ktéry obnazyt strukturalne stabosci w nadzorze bankowym - sytuacje, w ktdrych
~wszyscy odpowiadali za ryzyko, wigc nikt za to nie odpowiadal”. Model zostat szybko
zaadaptowany przez Bazylejski Komitet Nadzoru Bankowego (Basel Committee on
Banking Supervision — BCBS) jako globalny standard zarzadzania ryzykiem opera-
cyjnym. W klasycznym ujeciu model ten zaklada hierarchiczng separacj¢ funkeiji:

I linia (poziom operacyjny): zarzadzajacy ryzykiem na co dzieri w toku dziatalnosci
operacyjnej dostarczaja produktu/ustugi, bezposrednio zarzadzajac ryzykiem;

II linia (ryzyko, zgodno$¢, kontrola finansowa): wyznacza ramy, polityki i narzedzia
do monitorowania ryzyka oraz rzuca wyzwanie I linii (testowanie pod katem wy-
branych wskaznikéw?*), raportuje zbiorcze ryzyko do zarzadu;

III linia (audyt wewngtrzny): zapewnia niezalezng, obicktywng oceng skutecznosci
dziatania dwéch pierwszych linii, raportujac bezposrednio do Rady Nadzorczej.
W literaturze przedmiotu (Tammenga, 2020) podkresla si¢ ryzyko ,audytu fa-

sadowego”. Wystepuje ono wtedy, gdy audytorzy sprawdzaja jedynie istnienie do-

kumentagji (,czy istnicje dokument opisujacy model?”), a nie weryfikuja faktycznej
skutecznosci modelu. W dobie AIIII linia musi ewoluowaé w strong tzw. audytu al-
gorytmicznego. Polega on na tym, ze audytorzy IIT linii muszg byc’ w stanie nieza-
leznie pobra¢ probke danych i przetestowaé model (re-performance). Nastepnie po-

winni zweryfikowa¢, czy czlowick w petli decyzyjnej (human-in-the-loop) fakeycznie
3 W 2020 r. Instytut Audytoréw Wewngtrznych opublikowat zaktualizowana wersje tego mo-
delu pod nowa nazwa, w ktérej pominigto czlon ,obrony”: The ILAs three lines model: An
update of the three lines of defense. (The Institute of Internal Auditors, 2020). Nowe podejécie
zamiast sztywnej obrony kladzie wickszy nacisk na:

— wspolprace i komunikacje miedzy liniami zamiast tworzenia izolowanych ,,siloséw”,

— wsparcie realizacji celéw, a nie tylko ochrone przed stratami,

— wykorzystanie technologii, w tym Al i automatyzacji, do ciagtego monitorowania ryzyk
w czasie rzeczywistym.

I1 linia odpowiada réwniez za interpretacje regulacji (np. EU AI Act) i przelozenie ich na kon-
kretne metryki techniczne, kedre I linia musi spetnié¢ (np. wskaznik fzirness na poziomie mini-
mum 80%).
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nadzoruje Al czy tylko bezrefleksyjnie zatwierdza jego decyzje (zjawisko antomation
bias). Docelowo powinni oceni¢ kulture ryzyka w organizacji: czy presja na wynik
biznesowy (I linia) nie prowadzi do ignorowania ostrzezen generowanych przez sys-
temy monitorujace. Inne wyzwanie, dotyczace gtéwnie II linii, polega na luce kom-
petencyjnej. Tradycyjni pracownicy (gléwnie prawnicy) sprawdzajacy zgodnos¢
z przepisami (compliance) czgsto nie posiadaja wiedzy technicznej, by ocenié¢ ryzyko
zwigzane z parametrami sieci neuronowej. Dlatego w nowoczesnym modelu 3LoD,
IT linia musi zosta¢ wyposazona w kompetencje techniczne. Wskazane jest zatem za-
trudnianie lub/i przesuwanie do zespotu ,walidatoréw technicznych” — najlepiej pra-
cownikéw posiadajacych kompetencje w zakresie analityki danych (daza scientists).

Opisany powyzej model Trzech Linii przeszedt droge od koncepgji teoretycznej do
standardu prakeyki zawodowej. KNF w swoich rekomendacjach — przede wszystkim
w H (system kontroli wewnetrznej), ale posrednio i w innych: D (testy i odpornos¢),
M (automatyzacja ryzyka), W (walidacja i monitoring) — wprost wymaga od bankéw
posiadania struktury opartej na Trzech Liniach. Komitet Bazylejski wiaczyt ten model
do globalnych wytycznych nadzorczych dla sektora bankowego, co uczynito go stan-
dardem globalnym. W najblizszych latach najwazniejszymi dokumentami w zakresie
zarzadzania ryzykiem i bezpieczeristwem w bankach stana si¢ standard ISO/IEC
No. 42001:2023 (International Organization for Standardization, 2023) oraz Arti-
ficial Intelligence Risk Management Framework (National Institute of Standards and
Technology, 2023).

Pierwszy dokument zostal opublikowany 18 grudnia 2023 r. jako norma miedzy-
narodowa i jest rodzajem warstwy dla tworzenia polityk zarzadczych i wyznaczania
odpowiedzialnych za ryzyka — ustanawia komitety sterujace i zarzadza przeprowa-
dzanie audytéw wewngrrznych (odpowiednik linii II i III w modelu Trzech Linii).
Drugi standard (styczen 2023) jest dokumentem rzadowym ze Stanéw Zjednoczo-
nych, skad pochodzg najwazniejsze i najwicksze systemy Al nie ma wigc w Europie
i w Polsce znaczenia obowiazujacego, ale stanowi rodzaj podrecznika dla projek-
tantéw systemdw i informatykéw dostarczajacych rozwiazania AI w bankowosci (od-
powiednik linii I w modelu Trzech Linii).

Norma ISO 42001 nie skupia si¢ wylacznie na inzynierii modelu ML, lecz na ca-
lo$ciowym systemie zarzadzania organizacja (AIMS - Artificial Intelligence Mana-
gement System). Oznacza to przesunigcie punktu cigzkosci z poprawnosci kodu na
odpowiedzialno$¢ organizacyjng, co dobrze wpisuje si¢ w wymogi EU Al Act oraz
oczekiwania organéw nadzoru finansowego (w Polsce KNF). Norma sktada si¢
z 10 klauzul gléwnych (obligatoryjnych) oraz czterech zalacznikéw o charakterze
normatywnym i informacyjnym. Przyktadowo klauzula 4 wymusza m.in. iden-
tyfikacje interesariuszy: klientéw (obawiajacych si¢ dyskryminacji), regulatora
oraz dostawcéw technologii. Klauzula 6 wymaga przeprowadzenia oceny ryzyka
Al (AI risk assessment) w kontekscie niezamierzonego wyniku dzialania modelu
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(np. halucynacji GenAl) lub szkody spofecznej (np. wykluczenia finansowego).
Klauzula 7 wymusza szkolenia nie tylko dla inzynieréw, ale takze dla personelu od-
powiedzialnego za kontake z klientem (np. doradcéw klienta korzystajacych z reko-
mendacji Al), aby uniknaé zjawiska bezkrytycznego ufania maszynie. Odpowiada
to w pewnym stopniu drugiej linii obrony w modelu Trzech Linii. Klauzula 8 na-
ktada rygorystyczne wymogi co do kontroli dostawcéw zewnetrznych, za ktérych
bledy bank (instytucja kupujaca ustuge) odpowiada jak za bledy wlasne. Klauzula 9
wprowadza wymdg ciaglego monitorowania modelu Al pod katem jego ,,zdrowia”
(np. data drift, spadek dokfadnosci) i raportowania wyniku do zarzadu (II linia
obrony). Audyt wewngtrzny (III linia obrony) musi okresowo weryfikowaé zgod-
no$¢ systemu z norma i raportowaé do organu wyzszego (np. rady nadzorczej).
Zalaczniki zawieraja listg celéw stosowania zabezpieczen, okreslaja konieczno$é
sformalizowania zasad etycznych - nie tylko deklaratywnie, ale takze w postaci pro-
cedury operacyjnej. Okreslaja kontrolg projektowania (np. czy system ma prawo od-
méwié kredytu samodziclnie?), cyklu zycia, weryfikacji i walidacji (tzw. V&V) - te-
stéw przed zatwierdzeniem i wdrozeniem modelu do dzialania (II linia). Kolejne
zalaczniki okreslajg kontrole danych dla modeli AI (wymagaja sprawdzenia, czy
dane treningowe nie zawierajg historycznych uprzedzen), wprowadzenia procedur
transparentnosci i wyjasnialnosei decyzji dla klientéw. Podsumowujac, norma ta
stanowi pomost migdzy wizja technologii (inzynieréw ML), a $wiatem regulacji
(prawnikéw) i wdrazania (zarzadu, nadzoru), jej wdrozenie jest dowodem dojrza-
losci cyfrowej organizacji. W erze mediéw cyfrowych, gdy klienci boja si¢ dehu-
manizacji bankowosci, znak jakosci ISO 42001 petni¢ moze takze funkcje marke-
tingowa. Jest komunikatem, ze algorytmy banku sa bezpieczne, audytowane i pod
kontrolg. W relacjach B2B certyfikat moze by¢ warunkiem koniecznym wspélpracy.
Drugi wspomniany dokument powstal w 2023 r. w Narodowym Instytucie Stan-
daryzacji i Technologii (NIST) przy Departamencie Handlu USA. Formalnie jest
to standard dobrowolny moze on jednak petni¢ role ,migkkiego prawa” w sektorze
finansowym, stanowiac merytoryczne dopetnienie dla ,twardych” regulacji takich
jak EU AI Act czy norma ISO/IEC 42001. Ogdlna idea tego dokumentu (po-
dobnie jak wspomnianych wczesniej regulacji i norm) wskazuje na odejscie od trak-
towania systemu Al jako czysto matematycznego modelu (kodu), na rzecz analizy
jego interakcji z otoczeniem spolecznym. W bankowosci oznacza to, ze blad algo-
rytmu nie jest mierzony tylko strata finansowa banku, ale takze szkodg wyrzadzona
klientowi (bharm to individuals), grupie spolecznej (harm to groups) lub rynkowi
(harm to society). Struktura tego dokumentu opiera si¢ na czterech wzajemnie prze-
nikajacych si¢ funkejach:
1. Zarzadzaj strategicznic (govern) — w ramach tej funkeji wyzsze kierownictwo in-
stytucji finansowej ustala apetyt na ryzyko, buduje kultur¢ organizacyjna promu-
jaca bezpieczenistwo oraz zapewnia zasoby niezbedne do skutecznego nadzoru.
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To tutaj tworzone powinny by¢ polityki okreslajace, jakie systemy Al s dopusz-
czalne do wdrozenia, a jakie naruszajg standardy etyczne banku. Kluczowym
zadaniem funkcji govern jest réwniez ustanowienie jasnych struktur odpo-
wiedzialnosci, eliminujacych zjawisko rozmycia winy w przypadku bledéw algo-
rytmicznych, oraz integracja zarzadzania ryzykiem Al z istniejacymi systemami
prawnymi i cyberbezpieczenstwa.

2. Mapuj (map) — funkcja ta polega na systematycznym wykrywaniu zaleznosci, ogra-
niczen technologii oraz zalozen przyjetych na etapie projektowania, ktére w rze-
czywistym $wiecie moga okazal si¢ bledne. Kluczowym aspektem jest tu analiza
cafego cyklu zycia systemu — od doboru danych treningowych, przez wdrozenie,
az po wycofanie z eksploatacji — w celu przewidzenia potencjalnych negatywnych
skutkéw, zanim one wystapia.

3. Mierz (measure) — funkcja polega na zastosowaniu metod ilosciowych i jako-
$ciowych do oceny zidentyfikowanych wezesniej ryzyk, z wykorzystaniem rygo-
rystycznych testéw i audytéw technicznych. W ramach tej funkeji organizacja
wdraza konkretne metryki do oceny takich parametréw jak sprawiedliwo$é¢ algo-
rytmiczna (fairness), wyjasnialno$¢ decyzji czy odporno$¢ na ataki, i monitoruje
zachowanie modelu w warunkach kontrolowanych oraz produkcyjnych. Pomiar
ten nie moze by¢ tylko jednorazowym aktem, lecz ciagtym procesem, ktéry ma
na celu wykrycie degradacji jakosci modelu lub pojawienia si¢ nowych zagrozen
W czasie.

4. Zarzadzaj operacyjnie (manage) — funkcja ta obejmuje wdrazanie technicznych
i organizacyjnych mechanizméw kontrolnych, takich jak korekta algorytméw,
czyszczenie danych czy wprowadzenie nadzoru ludzkiego nad decyzjami maszyny.
W sytuacjach gdy ryzyka nie da si¢ skutecznie ograniczy¢, faza ta legitymizuje de-
cyzje o rezygnacji z wdrozenia systemu lub jego wylaczeniu. Zarzadzanie opera-
cyjne obejmuje rowniez ciagly monitoring powdrozeniowy, reagowanie na incy-
denty oraz komunikacje z interesariuszami na temat zidentyfikowanych zagrozen.
W odniesieniu do powyzszych funkcji NIST zdefiniowat siedem cech jakosci sys-

temoéw Al:

1. Poprawny i niezawodny (valid & reliable): system dziala zgodnie z zalozeniami nie
tylko w laboratorium, ale na rzeczywistych danych produkeyjnych, keére sa czesto
zaszumione.

2. Bezpieczny (mﬁ): system nie stwarza zagrozenia dla zycia, zdrowia ani mienia.
W bankowosci oznacza to np. stabilno$¢ systemu transakcyjnego sterowanego Al

3. Zabezpieczony i odporny (secure ¢ resilient): odpornos¢ na ataki typu zatruwanie
danych treningowych (data poisoning) czy kradziez wlasnosci intelektualnej mo-
delu (model extraction).

4. Rozliczalny i przejrzysty (accountable & transparent): mozliwo$é¢ odtworzenia
Sciezki decyzyjnej. Kto, kiedy i dlaczego zatwierdzit dang wersje modelu?
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5. Wyjasnialny i interpretowalny (explainable & interpretable): mozliwos¢ zrozu-
mienia decyzji przez czlowicka. Jest to wymég prawny (RODO) w przypadku
decyzji automatycznych.

6. Chroniacy prywatnos¢ (privacy-enhanced): wykorzystuje takie narzedzia i tech-
niki, kedre trenuja modele bez ujawniania wrazliwych danych klientéw.

7. Sprawiedliwy (fair with harmful bias managed): aktywnie zarzadza uprze-
dzeniami historycznymi i spotecznymi zawartymi w danych.

Warto podkresli¢, ze NIST traktuje te cechy jako wzajemnie powiazane, choé
czasem pozostajace w konflikcie. W praktyce zarzadzania bezpieczenstwem wdra-
zania i funkcjonowania Al w bankowosci detalicznej oba opisane dokumenty petnia
juz wazng role i beda mialy coraz wigksze znaczenie. Dokument NIST dostarcza
precyzyjnego jezyka, taksonomii ryzyk oraz konkretnych metryk do pomiaru spra-
wiedliwosci czy odpornoscei algorytméw. Jest on swoisty »instrukejg obstugi” regu-
lacji, pozwalajacg przetlumaczyé abstrakcyjne pojgcia prawne na procedury testowe.
Z kolei ISO 42001 uzupetnia ten obraz o warstwe zarzadcza, oferujac strukture po-
zwalajaca na integracj¢ nadzoru nad Al z istniejacymi procesami korporacyjnymi,
co czyni bezpieczenistwo procesem audytowalnym i zrozumialym dla zarzadéw.

Polska, jako czlonek Unii Europejskiej, podlegaé bedzie przepisom EU AI Act
od 2 sierpnia 2026 r. Zarzadzajacy bankami powinni wigc przygotowaé si¢ z wy-
przedzeniem (stworzy¢ formalne struktury zarzadzania Al i wyszkoli¢ pracow-
nikéw), zamiast czekaé na sankcje regulacyjne. Inwestycja w szeroko pojete bezpie-
czeristwo Al na etapie wdrazania jest znacznie tafisza niz retrospektywne naprawy
po incydentach lub sankcjach nadzorczych. Kluczowe jest powotanie zespotéw
i okredlenie ich kompetencji i odpowiedzialnosci, np. wg opisanego powyzej mo-
delu Trzech Linii. Upraszczajac, powinny to by¢ co najmniej trzy zespoly:

1. nadzoru nad Al ktéry zdefiniuje zasady bezpieczeristwa, skoordynuje procesy
zarzadzania i rozwoju wszystkich systemdw, zapewni zgodnos¢ z celami bizne-
sowymi i przepisami prawa, zintegruje z politykf; Wykorzystania Alz innymi sys-
temami banku;

2. testeréw systeméw Al, odpowiadajacy za kazdy system Al w jego calym cyklu
zycia — od planowania do wycofania; zesp6t ten powinien odpowiadaé za specy-
fikacje przypadkéw uzycia, oceng ryzyka, dokumentowanie parametréw, moni-
toring wydajnosci, a takze kontrole jakosci kazdego wdrozonego modelu;

3. inzynieréw poszczegdlnych systeméw, odpowiedzialny bezposrednio za kazdy
algorytm (zaréwno wewnetrznie rozwiniety, jak i pozyskany od zewnetrznych
dostawcéw); zespdt ponosi odpowiedzialno$é za ciggly monitoring behawio-
ralny algorytmu, jego biezaca konfiguracje, testowanie, weryfikacje.

Role te powinny by¢ formalnie zdefiniowane w strukturze organizacyjnej oraz
wpisane w systemy odpowiedzialno$ci i motywacji pracownikdw.
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Najmniej rozpoznane w literaturze przedmiotu i w zasadzie niezbadane na wigk-
szych i réznorodnych grupach pozostaje opisane wezeéniej ryzyko kadrowe i luka
kompetencyjna (Kowalik i in.,2025; Bell i in., 2025). W tym obszarze banki powinny:
e prowadzi¢ systematyczna diagnostyke i szkolenia rozwijajace kompetencje pra-

cownikéw w obszarach wykorzystujacych Al

e przedefiniowaé role pracownikéw — z bezkrytycznych operatorédw systeméw na
nadzorcéw i interpretatoréow Al,

e utrzymywac i okresowo ¢wiczy¢ ,manualne” procedury, aby w razie awarii Al lub
cyberataku organizacja nie utracita zdolnosci operacyjnych,

o budowac $ciezki kariery i systemu premiowego dla r6l zwigzanych z AL
Podobnie stabo zbadany pozostaje obszar reakeji klientéw bankéw na coraz szersze

wdrazanie systeméw AL Banki w tym zakresie powinny (Bharti i in., 2023; Naveen

{in., 2026):

o przeprowadzal reprezentatywne badania ankietowe na klientach (n>500), mie-
rzace postawy wobec Al w réznych obszarach ich styku z technologia,

e przeprowadza wywiady poglebione (n=20 do 30) z klientami ze zréznicowanych
segmentéw (mlodzi, starsi, czgéciowo/catkowicie wykluczeni itd.), identyfikujace
obawy wobec AI w sposdb jakosciowy,

o prowadzi¢ badania w obszarze user experience (np. eyetracking, analiza map ciepla,
testy A/B),

o wdraza¢ pilotazowe wersje ustug AI (chatboty, robodoradcy) dla podgrup
klientéw,

e mierzy¢ behawioralne wskazniki po kontakcie z Al: np. satysfakeji, lojalnosci, re-
zygnacji (churn),

o analizowa¢ dane behawioralne: np. czas sesji, liczba sesji porzuconych, konwersja
zapytan na transakgje,

o segmentowac klientédw, np. wg demografii, czgstotliwosci korzystania, zaufania do
technologii.

Wymienione powyzej badania i wnioski z nich ptynace tradycyjnie pozostaja w ge-
stii szeroko pojetych dzialéw/komoérek marketingu. W obszarze Al powinny jednak
by¢ konsultowane z oméwionymi wezeéniej strukturami odpowiedzialnymi za bez-
pieczenstwo i wdrazanie systeméw AL

Podsumowanie

Coraz szersze wykorzystanie sztucznej inteligencji we wszystkich obszarach naszego
zycia sprawia, ze w bankowosci detalicznej nie wystarczy tylko adaptowa¢ nowe na-
rz¢dzia, aby nadazy¢ za konkurencja. Konieczne jest wprowadzenie duzych zmian
organizacyjnych. Dzialania te moga opierad si¢ na gotowych ramach z aktéw praw-
nych, wytycznych branzowych i literatury naukowej — ale sukces wymagaé bedzie
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takze wilasnej inicjatywy w adaptacji do specyfiki lokalnego rynku. Opisane tu i w in-
nych publikacjach naukowych i branzowych rozwiazania zapewni¢ moga fundament,
ale banki musza dostosowaé swoje dziatania do wlasnej specyfiki: posiadanych za-
sobéw, zbadanych luk (np. kompetencyjnych) i lokalnego rynku (klientéw). Twércze
rozwigzania powinny powsta¢ w ramach interdyscyplinarnych zespotéw skupiaja-
cych naukowcéw i informatykéw analizujacych duze zbiory danych (data scientists),
prawnikéw, psychologéw behawioralnych, marketingowcédw i manageréw specjalizu-
jacych si¢ w strukturach bankowych. Wydaje si¢, ze oprécz konkurowania o klienta
(co mozna na pewnym ctapic pozostawi¢ dzialom marketingu) banki moglyby tez
wspolpracowad na poziomie stworzenia specyficznych standardéw, np. w formie mig-
dzybankowego konsorcjum (z KNF, ZBP), np. do walidacji modeli Al na polskich
danych. Taka inicjatywa moze by¢ pomostem pomiedzy regulacjami skupiajacymi
si¢ na zgodnosci, wytycznymi branzowymi skupiajacymi si¢ na obstudze technologii
i pracami naukowymi operujgcymi na teorii. Banki potrzebuja praktycznych narzedzi
z danymi lokalnymi. Koszty badan i wdrozen powinny zwrécié si¢ przez uniknigcie
kar i wzrost zaufania klientéw (Bharti i in., 2023). Kluczowym zadaniem dla zarza-
dzajacych ryzykiem we wdrazaniu Al jest integracja wszystkich wymiaréw i obszaréw
przedstawionych w artykule oraz zastosowanie branzowych standardéw zarzadzania.
Menadzerowie musza bezustannie $ledzi¢ nowe technologie, pojawiajace si¢ stan-
dardy, analizowa¢ biezace przypadki zagrozeri w swojej pracy, tak aby szybko — samo-
dzielnie, w zespotach lub raportujac do specjalistéw i wyzszych szczebli zarzadzania —
wypetnia¢ luki badawcze migdzy teoria a prakeyka.
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Bezpieczenristwo i analiza ryzyka we wdrazaniu sztucznej inteligencji
w bankowosci detalicznej
Streszczenie

W artykule oméwiono najwazniejsze zastosowania sztucznej inteligencji w bankowosci
detalicznej, wskazano ryzyka we wdrazaniu i funkcjonowaniu Al. Zidentyfikowano luki po-
miedzy teorig a praktyka oraz zaproponowano ramy koncepcyjne ich wypetnienia. W za-
kresie zarzadzania ryzykiem przedstawiono model Trzech Linii, zestawiajac go z norma
ISO/IEC 42001:2023 oraz standardem opublikowanym przez Narodowy Instytut Stan-
daryzacji i Technologii (NIST) przy Departamencie Handlu USA. Nastepnie zapropono-
wano, jak wybrane koncepcje teoretyczne, normy i zalecenia przetozy¢ na tworzenie i za-
rzadzanie strukturami nadzorujacymi funkcjonowanie Al w banku, tak aby byty zgodne
z wchodzacym w petni w zycie od sierpnia 2026 r. unijnym aktem w sprawie sztucznej in-
teligencji (EU Al Act). Wskazano tez na przyszte dziatania poprawiajace bezpieczenstwo
systemu branzy bankowej. Innowacyjne rozwigzania moga nie tylko stuzy¢ konkurencji
poszczegdlnych bankéw, ale takze w pewnym zakresie wspiera¢ wspotprace w dziedzinie
szeroko pojetego bezpieczenstwa.

Stowa kluczowe: sztuczna inteligencja, bankowos¢ detaliczna, zarzadzanie ryzykiem,
zarzadzanie bezpieczenstwem

Security and risk analysis in the implementation of artificial intelligence in retail
banking
Abstract

The article discusses the most important applications of artificial intelligence in retail
banking, identifies risks in the implementation and operation of Al. It highlights gaps
between theory and practice and proposes conceptual frameworks to address them.
In the area of risk management, it examines the Three Lines model, juxtaposing it with
the standard ISO/IEC 42001:2023 and the standard published by the National Institute of
Standards and Technology (NIST) at the U.S. Department of Commerce. Then it proposes
how selected theoretical concepts, standards, and recommendations can be translated
into creating and managing structures overseeing the operation of Al in a bank, ensuring
compliance with the EU Al Act, which comes fully into force in August 2026. It also points
to future actions that improve the safety of the banking sector system. Innovative solu-
tions can not only serve the competition of individual banks but also, to some extent, sup-
port cooperation in the broadly understood area of security.

Keywords: artificial intelligence, retail banking, risk management, security management
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Wprowadzenie

Zmiennos¢ i stato$¢. Struktura systemu i jego ewolucja. Stagnacja i rozwdj. Teza i an-
tyteza. Te przeciwienstwa w spos6b elementarny opisuja podstawows ceche rzeczywi-
stodci, jaka jest sprzecznos$¢ dziatajacych sit. Kazdy system z jednej strony musi wyka-
zywad sig¢ stabilnoscia, posiada¢ strukture zapewniajaca homeostaze. Z drugiej strony
rozwdj i ewolucja niemozliwe sa bez zmiany, bez naruszenia porzadku rzeczy. Tak jest
w przypadku sit natury, podobnie — w przypadku organizacji spotecznych.

Szczegdlnym typem organizacji spotecznej jest organizacja terytorialna w jezyku
prawniczym okre$lana jako jednostka samorzadu terytorialnego (JST). Jednostki sa-
morzadu terytorialnego (gmina, powiat, wojewddztwo) to terytorialne wspélnoty
mieszkacéw posiadajace osobowos¢ prawng, wlasne zasoby (w tym majatek), wyko-
nujace w imieniu wlasnym i na wlasna odpowiedzialno$¢ zadania publiczne okreslone
ustawami.

Samorzad terytorialny w polskim modelu ustrojowym posiada znaczng autonomig
i szeroki zakres kompetencji. Poza rolg regulacyjng posiada znaczace uprawnienia
w zakresie ksztaltowania rozwoju lokalnego i regionalnego. Gwaltowne i nieciagle
zmiany cywilizacyjne, gospodarcze i kulturowe, w szczegdlno$ci pandemia oraz wojna
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na Ukrainie stawiaja przed wspélnotami samorzadowymi nowe wyzwania w postaci
odpornosci organizacyjnej i zwiazanej z nig presja czynnikéw zewnetrznych. Coraz
czgsciej w sferze realnej, w sferze prakeyki zarzadzania pojawia si¢ zagadnienie odpor-
nosci regionu wobec kryzyséw gospodarczych, zdrowotnych czy militarnych. Przy-
ktadem dostrzezenia wagi problemu jest Strategia Rozwoju Wojewddztwa Matopol-
skiego 2030, akcentujaca odpornos$é Matopolski na obecne i przyszte kryzysy.

Celem artykutu jest opis oraz wyjasnienie znaczenia strategii dla odpornosci orga-
nizacji terytorialnej jaka jest JST. Cel ogo6lny bedzie osiagniety za pomoca nastepuja-
cych celéw szczegdtowych:

1. Okreslenie czynnikéw odpornosci organizacyjnej JST;

2. Whskazanie roli strategii w podnoszeniu odpornosci organizacyjne;j JST;

3. Analiza powiazan pomig¢dzy odpornoécia organizacyjna a rozwojem organiza-
cyjnym.

Odpornos¢ organizacyjna i antykruchos¢

Zagadnie odpornosci organizacyjnej na gruncie nauk o zarzadzaniu przezywa rene-

sans za sprawa wyzwan zwigzanych z szybkimi zmianami technologicznymi, pandemia

COVID-19, a takze wojna na Ukrainie i zwigzanymi z nig perturbacjami gospodar-

czymi. Na gruncie literatury przedmiotu brak jest jednej powszechnie akceptowanej

definicji odpornosci organizacyjnej. Przeglad literatury wskazuje jednak na wspdlne,

powtarzajace si¢ clement koncepcji odpornosci organizacyjnej (Wildavsky, 1988;

Weick, 1993; Weick i Sutcliffe, 2001; Hamel i Valikanges, 2003; Ponomarov i Hol-

comb, 2009; Perechuda 2010; British Standards Institution, 2014; International Or-

ganization for Standarization, 2017). Do nich z pewnoscia nalezy zaliczy¢:

¢ zdolno$¢ przewidywania nickorzystnych zmian,

e zdolnosci absorpcji szoku (odporno$é operacyjng w obliczu wystapienia negatyw-
nych bodzcéw),

e adaptacje systemu (modyfikacj¢ dzialania systemu pod wplywem bodzcéw),

o transformacjg systemu do nowego stanu réwnowagi (rozwdj dzigki doswiadczeniu
kryzysu).

Rozwinigciem koncepcji odpornosci organizacyjnej jest koncepcja tzw. antykru-
chosci (Taleb, 2012). Istotg antykruchosci jest nie tylko zdolno$é systemu do powrotu
do stanu poprzedniego, lecz rozwéj jako wynik dziatania czynnika zagrazajacego ho-
meostazie. W tym ujeciu negatywny bodziec (kryzys, zagrozenie) stanowi czynnik
rozwoju, dlugofalowo przynoszacy korzy$¢ organizacji w postaci adaptacji ewolu-
cyjnej do wyzwan plynacych z otoczenia. W ujgciu systemowym stresor jest wigc prze-
stanka ewolucji systemu w kierunku pozytywnym — jest czynnikiem rozwoju. Sztuka
zarzadzania kryzysem polega wi¢c na przeksztatceniu zagrozenia w szanse rozwoju.
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Czynniki odpornosci organizacyjnej jednostki samorzadu
terytorialnego

By zidentyfikowaé czynniki odpornosci organizacyjnej nalezy wpierw dokona¢

kategoryzacji zrédel potencjalnych zagrozen z punktu widzenia samorzadu tery-
torialnego.

Tabela 1. Zrédta zagrozen

Wewnetrzne | Osuwiska, lokalne powodzie, gradobicia

Zewnetrzne | Susze, upaty, epidemie

Ekologiczne Zanieczyszczenie gleby, hatas, nielegalne sktadowiska odpadéw, zanie-
(antropogeniczne) | czyszczenie powietrza i wody

Wewnetrzne | Destabilizacja wewnetrzna

Naturalne

Polityczne Zewnetrzne In.gere?’cja, zmi“ennoéc’ zasad polityki regionalnej, uzna-
niowos$¢ decyzji
Wewnetrzne Kryzys demograficzny, upadek branzy gospodarki regio-

Ekonomiczne nalnej

Zewnetrzne | Gwattowne obnizenie dochodéw zewnetrznych

Zr6dto: opracowanie whasne.

Przedstawione wyzej zrédla zagrozen zostaly podzielone na cztery kluczowe ka-
tegorie: naturalne, ckologiczne (majace zwiazek z wplywem systemu spolecznego na
srodowisko naturalne), polityczne oraz ekonomiczne. Dodatkowo zagrozenia eko-
nomiczne, polityczne i naturalne zostaly podzielone na wewngtrzne i zewnetrzne
z punktu widzenia JST. Na podstawie wyzej zaproponowanej klasyfikacji zagrozen
mozna okresli¢ ich cechy. Tak wiec zagrozenia dla odpornosci systemu organizacji te-
rytorialnej maja charakeer:

nagly (zagrozenie wystepuje niespodziewanie);

e istotny z punktu widzenia trwania organizacji;

e nieprzewidywalny (trudno prognozowaé wplyw zagrozenia na system);
o dotycza wiclu sfer organizacji (znaczenie strategiczne).

Uzywajac metafory Taleba, Zrédla zagrozenn maja charakter ,,czarnych tabedzi”
Po wystapienia wyzej wymienionego zagrozenia decydenci maja sklonnos¢ do ra-
cjonalizacji zaréwno jego przewidywalnosci, jak i przebiegu. Z punktu widzenia
zarzadzania strategicznego, kryzysy sa zrédlem niepewnosci strategicznej i moga
w znacznej mierze wynikaé ze zjawiska szeroko opisanej krétkowzrocznosci strate-
gicznej (Czakon, 2018).

Na podstawie zidentyfikowanych Zrédet zagrozen proponuje si¢ wprowadzenie
nastgpujacych kategorii czynnikéw odpornosci organizacyjnej JST: przywédztwo
adaptacyjne, kapital organizacyjny, redundancja zasobowa, adekwatno$¢ problemu
do poziomu decyzji.
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Tabela 2. Czynniki odpornosci organizacyjnej jednostek samorzadu terytorialnego

Czynniki Opis Wskazniki
odpornosci
Przywédztwo  |Orientacja strategiczna, sku- 1. Scenariusze strategiczne na wypadek za-
adaptacyjne teczna komunikacja, ocenary-  |grozen
zyka, planowanie scenariuszowe, |2. Estymacja czynnikéw ryzyka w oparciu
strategia jako opcje, strategia o badania fokusowe w organizacji
ewolucyjna 3. Gry symulacyjne
Kapitat Otwartos¢ na sygnaty z otoczenia |Syntetyczny wskaznik kapitatu organiza-
organizacyjny |i zwewnatrz organizadcji, cyjnego
Redundancja |Rezerwy finansowe, materialne, |1.Wskaznik redundancji finansowej
zasobowa kadrowe 2. Wskaznik redundancji zasobéw mate-
rialnych
3. Wskaznik redundancji zasobéw ludzkich
Adekwatnos¢  |Krétkie Sciezki decyzyjne ade-  {Indeks dekoncentracji i decentralizacji
problemudo  |kwatne do wagi rozwigzywa-
poziomu decyzji|nego problemu, dekoncentracja
i wdroZenia zadan

Zré6dlo: opracowanie whasne.

Przywdédztwo adaptacyjne bierze swéj poczatek w konstatagji, iz srodowisko orga-
nizacyjne cechuje si¢ zmiennoscia, niepewnoscia, ztozonoscig oraz niejednoznaczno-
§cia (tzw. VUCA). Powoduje to, iz dotychczasowe style przywoédzewa przestajg by¢
skuteczne. Odpowiedzia na te wyzwania jest posiadanie jasnej wizji rozwoju i zrozu-
mienie jego uwarunkowan, jasnosci co do podejmowanych dziatan oraz mozliwosci
wplywania na bieg zdarzen, a takze zwinno$¢ (elastyczno$¢) w kierowaniu organiza-
cjami. Przywédztwo adaptacyjne z kolei powiazane jest z kapitatem organizacyjnym,
ktéry obejmuje modele decyzyjne, formalne i nieformalne struktury relacji oraz
normy i wartosci, jakimi kieruje si¢ dana organizacja. Dwa wymienione wyzej czyn-
niki wymagaja wystepowania redundancji zasobowej, bedacej zaprzeczeniem filozofii
lean management. Koncepcja redundancji oznacza zachowywanie rezerw strategicz-
nych. Redundangja staje si¢ warunkiem niezbednym przywddztwa adaptacyjnego
oraz kapitatu organizacyjnego. Czwartym czynnikiem wzmocnienia odpornosci or-
ganizacyjnej jest adekwatno$¢ poziomu decyzyjnego wzgledem problemu. Wymaga
to budowy odpowiednio zdecentralizowanej struktury administracji, ktéra pozwala
na elastyczne i stosunkowo szybkie rozwigzywanie problemow.

Na podstawie wymienionych wyzej czynnikéw mozna postawi¢ hipoteze, iz
czynniki te wspoldziataja na rzecz zwickszenia odpornoséci organizacyjnej. Anali-
zujac zagadnienie na poziomie koncepcyjnym: organizacja odporna bedzie organi-
zacja zwinna (agile). Duzym wyzwaniem natury praktycznej pozostaje operacjonali-
zacja pojecia czynnikéw odpornosci organizacji terytorialnej, ktéra wymaga dalszych
badan, zwlaszcza empirycznych.
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Strategiczny wymiar odpornosci organizacyjnej

Na przestrzeni ostatnich kilkunastu lat w sferze teorii i praktyki zarzadzania przywia-
zuje si¢ duza wage do kwestii strategicznego zarzadzania rozwojem lokalnym i regio-
nalnym. Funkgje strategii w rozwoju spoleczno-ekonomicznym zostaly dosy¢ szeroko
opisane na gruncie literatury przedmiotu (Kudlacz, 1999; Klasik, 2006; Winiarski,
2008; Strahl, 2010). Stosunkowo nowym wymiarem w zarzadzaniu strategicznym
jest postrzeganie strategii jako $rodka zapewniania odpornosci organizacyjnej. W tym
kontekscie mozna wyrdzni¢ trzy zasadnicze funkeje strategii:

1. Strategia jako narzqdzie antycypacji zagroieﬁ ;

2. Strategia jako narzg¢dzie reagowania na zagrozenia;

3. Strategia jako narzedzie adaptacji.

Rys. 1. Strategia jako narzedzie odpornosci organizacyjnej

Antycypacja Reakcja Adaptacja

Zrddlo: opracowanic wlasne.

By strategia rozwoju spoleczno-gospodarczego JST mogta rzeczywiicie petni¢
wyzej opisane funkcje, powinna spelniaé nastgpujace warunki:

1. Strategia jest realnym narzedziem zarzadzania, nie tylko dokumentem formalnie
przyjetym;

2. Strategia przedstawia scenariusze (opcje);

3. Scenariusze (opcje) tworza asymetri¢ w rozumieniu koncepcji antykruchosci (ry-
zyko jest asymetryczne);

4. Opgje sa formutowane w kategoriach kosztéw alternatywnych;

5. Asymetria ryzyka w ramach opcji spetnia nast¢pujacy warunek: straty sa ograni-
czone i kontrolowalne, potencjalne zyski sa znaczne (nieograniczone) i przewyz-
szaja straty.

6. Monitoring realizacji strategii jest oparty na mierzalnych, obiektywnych wskazni-
kach realizacji.

Celem przetestowania spetniania warunkéw strategii jako $rodka do wzmac-
niania odpornosci proponuje si¢ wykorzystaé koncepcje strategii w ujeciu Mintzberga
(Mintzberg i Quinn, 1996), w ramach ktérej strategia postrzegana jest w pigciu wy-
miarach (tzw. SP).
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Tabela 3. Wymiary strategii

Wymiary strategii

Pytanie testujace

Strategia jako plan

Czy przewidziano scenariusze strategiczne, w szczegdlnosci scena-
riusze negatywne?

Czy w organizacji wystepuje wiedza na temat potencjalnych za-
grozen?

Czy organizacja posiada plan awaryjny? (zwigzany z redundancja
zasobow).

Czy strategia formutuje zestaw realnych opcji odpowiadajacych
zdiagnozowanym zagrozeniom?

Strategia jako
wzér dziatania

Czy rutyny dziatania zapewnia ograniczenie skutkow kryzysu?

Czy organizacja posiada stopien decentralizacji/dekoncentracji za-
pewniajacy adekwatna reakcje?

Jak istotna jest dzwignia operacyjna w przypadku kryzysu? (zasto-
sowanie w sektorze publicznym do spétek komunalnych).

Strategia jako taktyka
dla uzyskania przewagi

Czy kryzys wzmocni przewage konkurencyjng JST?
Czy organizacja wykorzysta kryzys jako szanse rozwoju?

konkurencyjnej

Strategia jako Jak kryzys wptynie na pozycje JST w otoczeniu?

pozycja Jak zmienia sie relacje z kluczowymi interesariuszami?
Strategia jako Czy kryzys jest okazjg do zmian, reorganizacji i rozwoju?
perspektywa

Zrddlo: opracowanie whasne.

W zaprezentowanej powyzej koncepcji weryfikacji strategii pod katem odpor-
nosci organizacji stawia si¢ pytania otwarte, co pozwala na jakosciowa weryfikacje.
Propozycja ta nie wskazuje konkretnych dziatan organizacyjnych, lecz moze stanowi¢
ramy koncepcyjne dla prakeyki zarzadzania.

Z ewolucyjnym, emergentnym podejsciem do ksztattowania strategii odpornej na
kryzysy zwiazana jest koncepcja efektuacji (Sarasvathy, 2001). Koncepcja ta w istocie
rzeczy stanowi zaprzeczenie dotychczas znanego i powszechnego modelu planowania
i podejmowania decyzji opartego na jasno zdefiniowanym celu, przyczynowosci, roz-
budowanym procesie podejmowania decyzji oraz minimalizacji ryzyka. Strategia nie
jest kierunkowym planem, lecz zestawem opcji, ktére organizacja wybiera w zalez-
nosci od sytuacji. Pozwala to na elastyczne postgpowanie w zaleznosci od wspomi-
nanej dynamiki otoczenia (VUCA). Specyfika podejscia efektuacyjnego sprowadza
si¢ do pigciu zasad:

o zasada ,wrébel w garéci” polega na koncentracji na posiadanych, niepetnych
i ograniczonych i cz¢$ciowo nickontrolowanych zasobach i ich szybkim wykorzy-
staniu zamiast opracowywania rozbudowanych planéw dzialania i czekania na po-
zyskanie wszystkich koniecznych zasobéw do realizacji celu;

o zasada dopuszczalnej straty oznacza koncentrowanie si¢ na dopuszczalnej maksy-
malnej stracie — zamiast na maksymalizacji zysku;
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o zasada szalonego patchworku (crazy quilt) oznacza wykorzystywanie synergii
w sieciach wspdtpracy — zamiast podejscia konkurencyjnego;

e zasada ,lemoniady” oznacza znana heurystyke sprowadzajacy si¢ do: ,graj tymi
kartami, ktdre masz, lepszych moze nie by¢”; nieprzewidziane szanse maja by¢ wy-
korzystywane do tworzenia mozliwosci;

e zasada ,,pilota w samolocie” koncentruje si¢ na dwéch aspektach: kontroli czyn-
nikéw, ktére rozumiemy i nad ktérymi panujemy, zamiast przewidywania przy-
szfodci oraz tworzenia trendéw; tworzenia sposobnosci zamiast podazania
za juz istniejacymi, co obniza zalezno$¢ od zmiennosci otoczenia, ktérej nie
kontrolujemy.

Koncepcja efektuacji pierwotnie odnosila si¢ do przedsigbiorczosci i jej zasto-
sowanie ma ograniczenia wynikajace z specyfiki sektora publicznego, ktérego cze-
$cig jest samorzad terytorialny. Tym niemniej majac na uwadze raptowne i nieciagle
zmiany otoczenia, tworzace nowe nieznane wczesniej wyzwania, zasadna wydaje si¢
adaptacja tej koncepcji do formutowania strategii, zwlaszcza w kontekscie odpor-
nosci organizacyjnej. Pierwsza przestanka do przyjecia takiego stanowiska jest fake, iz
sektor prywatny (przedsi¢biorcy) i publiczny zmagaja si¢ z podobnymi wyzwaniami.
Druga przestanka jest generalnie akceptowane stanowisko, iz metody i koncepcje za-
rzadzania sa stosowalne zaréwno w odniesieniu do sektora publicznego, jak i prywat-
nego, czego wyrazem jest koncepcja Nowego Zarzadzania Publicznego. Trzecig prze-
stanka jest konwergencja sektora publicznego i prywatnego i zacieranie si¢ wyraznych
granic pomiedzy nimi, co w konsekwencji prowadzi do unifikacji stosowanych metod
i technik zarzadzania

Rozwoj organizacji terytorialnej jako skutek odpornosci

Rozwdj organizacji terytorialnej utozsamia si¢ z rozwojem lokalnym i regionalnym,
a przede wszystkim nalezy go odrézni¢ od rozwoju organizacji, jaka jest urzad i inne
jednostki. W bogatej literaturze przedmiotu z zakresu ekonomii rozwoju brak jest
jednej szeroko uznawanej koncepcji rozwoju lokalnego i regionalnego (Grosse, 2002;
Szajnowska-Wysocka i Sitek, 2015). Tym niemniej proponuje si¢ na rozwdj spojrzeé
z perspektywy reakeji systemu spoleczno-gospodarczego (gminy, regionu) na wysta-
pienie sytuacji kryzysowej. Rysunek 2 prezentuje schemat reakcji systemu spofeczno-
-gospodarczego na kryzys. W ujeciu systemowym stresor, jakim jest kryzys, powoduje
reakcje organizacji, kedra z kolei stanowi czynnik rozwoju. Rolg strategii jest antycy-
powanie zmiany oraz jej wykorzystanie na poziomie operacyjnym. Efektem jest im-
puls rozwojowy, nowy kierunek rozwoju.
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Rysunck 2. Reakgja systemu spoleczno-gospodarczego na kryzys

Zarzadzanie operacyjne

Kryzys, zagrozenie

Reakcja systemu
na kryzys Impuls do rozwoju,
zmiana systemowa

Zr6dto: opracowanie whasne.

Przedstawiona koncepcja zblizona jest do koncepcji antykruchosci systemu opi-
sanej w pracy Taleba (2012). Istota antykruchosci jest asymetria w relacji korzysci
i potencjalnego ryzyka. System antykruchy to system, w ktérym kryzysy sa czynni-
kiem rozwoju. Sytuacja taka mozliwa jest dzigki strategii posiadajacej nast¢pujace
cechy:

redundancje (rezerwy zasobowe),

e opcjonalno$¢ (mozliwo$¢ wyboru pomiedzy wariantami w sytuacji decyzyjne;j,
gdzie wystepuje duzy potencjat korzysci przy minimalnych i przewidywalnych
stratach),

e odpowiedzialno$¢ zarzadzajacych za decyzje,

e stopien decentralizacji i dekoncentracji adekwatny do zapewnienia efektywnosci
ckonomicznej,

e transformowalno$¢ strategii w dzialania operacyjne (strategia jako wzorzec dzia-

tania, ramy koncepcyjne).

Odpornos¢ organizacyjna w ujeciu strategicznym na przyktadzie
Matopolski

Kluczowym instrumentem zarzadzania strategicznego w regionie jest strategia roz-
woju. Obecna Strategia Rozwoju Wojewddztwa ,Malopolska 20307 zostala przyjeta
w grudniu 2020 roku, z horyzontem czasowym do roku 2030. Zagadnienie odpor-
nosci organizacyjnej nie jest traktowane w niej w sposéb autonomiczny, lecz kwestie
zwiazane z odpornoscig strategiczng wpisane sa kompleksowo w cele, priorytety i za-
dania. W czgsci diagnostycznej Strategii, w analizie SWOT w kategorii ,,zagrozenia”
wymienione s liczne zrédta zagrozen. Do zagrozen zaliczono m.in.: skutki pandemii,
brak stabilnosci finansowej z uwagi na kryzys demograficzny, ekstremalne zjawiska at-
mosferyczne. W poréwnaniu z zidentyfikowanymi zrédtami zagrozen (tabela 1) na-
lezy stwierdzi¢, iz zagrozenia mogace by¢ zrédlem kryzysy strategicznego zostaly po-
traktowane w sposéb dosy¢ ogdlnikowy. Z kolei wyodrebnione w Strategii obszary
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stanowiace gléwne kierunku rozwoju (klimat i Srodowisko, Matopolanie, gospodarka,
rozwdj zréwnowazony terytorialne oraz strategiczne zarzadzanie rozwojem) wprost
nie odnosza si¢ do zagadnienia odpornosci organizacyjnej. Mozna jedynie przyja¢, iz
obszary te traktowane komplementarnie na zasadzie efekeu synergii maja przyczyniaé
si¢ do wzmocnienia odpornosci organizacyjne;.

W styczniu 2026 przyjeta zostala Regionalna Strategia Adaptacji, bedaca planem
dziatania narzecz wzmocnienia odpornosci na skutkizmian klimatycznych. Gtéwnym
celem Strategii jest przygotowanie regionu do gwaltownych zmian klimatycznych,
w szczeg6lnosci susz, powodzi czy wichur.

Przyktadem dziatan samorzadowych zwiazanych z reakcja na kryzys wywotany
pandemia COVID-19 jest Malopolska Tarcza Antykryzysowa. Dziatania podejmo-
wane w ramach Tarczy wskazuja na aktywna, interwencjonistyczna polityke regio-
nalng nakierowana na wsparcie kluczowych sektoréw z punktu widzenia regionu.
Matopolska Tarcza Kryzysowa koncentrowala si¢ na nastgpujacych priorytetach:
wsparciu przedsigbiorstw, wsparciu sektora opicki zdrowotnej, wsparciu edukacji
(w tym cyfryzacji placéwek o$wiatowych), a takze wsparciu lokalnych projektéw
przyczyniajacych si¢ do rozwoju lokalnego. Tarcza Matopolska jest programem ma-
jacym fagodzi¢ skutki spoteczne i gospodarcze kryzysu wywotanego pandemia, a jej
ewaluacja stafa si¢ przedmiotem licznych opracowari.

Jak wskazano uprzednio w tabeli 1, katalog zagrozen zwiazanych z odpornoscia
jest bardzo szeroki i z natury rzeczy trudny lub niemozliwy do przewidzenia. Stad
wraz z sygnalizowana zmiang koncepdji strategii w kierunku efektuacji, portfela opcji
i zarzadzania sytuacyjnego, nalezy rozwazy¢ potrzeb¢ nowego modelu rozwoju spo-
leczno-gospodarczego, ktérego immanentng cecha bedzie wystgpowanie kryzyséw,
keére dzigki whasciwej strategii moga sta¢ si¢ czynnikami rozwoju organizagji teryto-
rialnej. Podejécie takie wymaga nie tylko zmiany systemowej w zakresie zarzadzania
rozwojem regionalnym i lokalnym, lecz takze zmiany koncepcyjnej w zakresie trwa-
tych podstaw lezacych u zachowania fadu spoleczno-gospodarczego.

Model odpornosci strategicznej jednostek samorzadu terytorialnego

Zaprezentowany na rysunku nr 3 model odpornosci strategicznej integruje opisane
wyzej koncepcje i pojecia zwigzane z odpornoscia strategiczng organizacji teryto-
rialnej. Model ten sktada si¢ z trzech podstawowych faz ksztattowania odpornosci
organizacyjnej: wystapienia zagrozenia oraz jednoczesnej identyfikacji czynnikéw
odpornosci, odpowiedzi ujetej w ramach strategii oraz rozwoju jako skutku prze-
ciwdzialania zagrozeniu. W ujeciu tym rozwdj jest efektem kompleksowej stra-
tegicznej reakcji organizacji na wystepujace zagrozenie. Nalezy w tym przypadku
zwréci¢ uwage, iz klasyczne podejscie do strategii jako planu dziatania okazuje
si¢ niewystarczajace. Strategia rozumiana szeroko w ujeciu koncepcji Mintzberga



126 Pawet Ptaszek

dostarcza adekwatnych ram pojeciowych dla analizy zachowari w obliczu kryzysu.
Dodatkowo ujgcie to moze by¢ wzmocnione koncepcja efektuacji akcentujaeq itera-
cyjne i adaptacyjne podejscie. Antykrucho$¢ systemu z kolei stanowi zdolnos¢ orga-
nizacji do wykorzystania kryzysu do transformacji oraz rozwoju.

Rysunck 3. Model odpornosci strategicznej jednostek samorzadu terytorialnego

~
«  Zrédha zagrozen
B - Identyfikacja czynnikéw odpornosci
Zagrozenie
@ - Strategia jako zestaw opcji (efektuacja)
LI . \Wymiary strategii (SP)
strategiczna
«  Antykruchos¢ systemu
« Rozwdj jako skutek reakcji na zagrozenie
J

Zré6dlo: opracowanie whasne.

Podsumowanie

Zmienne otoczenie stawia przed jednostkami samorzadu terytorialnego nowe wy-
zwania w postaci koniecznosci radzenia sobie z kryzysami i zagrozeniami zaréwno
naturalnymi, jak i antropogenicznymi. Szybko$¢ zmian, nieprzewidywalnos¢ zda-
rzen sklania do budowania strategii odpornych na zagrozenia. Strategiczne podejscie
do odpornosci wykracza poza wasko rozumiang reaktywnos$¢ organizacji na poten-
cjalne zagrozenia. Jest podejéciem aktywnym, otwartym na zmiany i wyzwania, przed
ktérymi staja samorzady. Duzym pozytywnym krokiem w zarzadzaniu samorzadem
bylo wprowadzenie strategicznego podejécia. W $wietle wyzej wymienionych faktow,
obecnie jednostki samorzadu terytorialnego stoja przed kolejnym wyzwaniem, jakim
jest wlaczenie do strategii elementu odpornosci organizacyjnej. O ile jednak stosun-
kowo latwo o zbudowanie ram koncepcyjnych dla strategii odpornych na kryzysy
z wykorzystaniem znanych koncepcji teoretycznych, o tyle wyzwaniem jest operacjo-
nalizacja zagadnienia i wdrozenie w sfere prakeyki. Z pewnoscia wymaga to badan stu-
diéw przypadkéw pozwalajacych w indukcyjny sposdb na wskazanie strategicznych
czynnikéw odpornosci organizacyjnej. Ponadto istnieje potrzeba analizy powiazan
pomiedzy poziomem strategii a zarzadzania operacyjnego w kontekscie reagowania
na kryzysy, a takze analizy rozwoju organizacji w wyniku reakcji na kryzys.
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Majac na uwadze powyzsze, zasadne wydaje si¢ sformulowanie nastepujacych
wnioskdw:

1. Istnieje potrzeba identyfikacji kluczowych czynnikéw odpornosci organizacyjnej
uwzgledniajacej kategorie potencjalnych zagrozen.

2. Strategie rozwoju samorzadu powinny w sposob bezposredni uwzgledniaé zagad-
nienie odpornosci organizacyjne;.

3. Klasyczne podejscie do planowania strategicznego w samorzadzie wymaga rewizji.
Zarzadzanie strategiczne powinno uwzglednia¢ strategic ewolucyjne, inkremen-
talne oraz podejicie efektuacyjne.

4. Strategia rozwoju organizacji terytorialnej powinna zapewnia¢ systemowi wia-
$ciwosci antykruchosci, tj. zdolnosci nie tylko przetrwania kryzysu, lecz rozwoju
i transformacji w kierunku nowego stanu odpowiadajacego nowym wyzwaniom.
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Rola strategii we wzmacnianiu odpornosci jednostek samorzqdu terytorialnego
Streszczenie

Celem artykutu jest opis i wyjasnienie roli strategii rozwoju w budowaniu odpornosci or-
ganizacyjnej jednostek samorzadu terytorialnego. Tekst prezentuje przeglad zagrozen
naturalnych i spotecznych, z jakimi moga zmagac sie jednostki samorzadu terytorial-
nego, i proponuje przeglad czynnikéw wptywajacych na podniesienie odpornosci. W dal-
szej czesci, wykorzystujac koncepcje wymiaréw strategii H. Mintzberga, dokonuje analizy
strategii jako punktu wyjscia dla antycypacji kryzysu, reagowania na kryzys oraz ada-
ptacji. W prezentowanym ujeciu strategia stanowi nie tylko instrument planowania roz-
woju gospodarczego i spotecznego, lecz dostarcza takze ram koncepcyjnych dla przezwy-
ciezenia kryzysu i zapewnienia rezyliencji organizacyjnej. Jednoczesnie zwraca uwage na
potrzebe nowego podejscia do formutowania strategii jako portfela opcji opartej na kon-
cepcji efektuacji.

Stowa kluczowe: odpornos¢ organizacyjna, samorzad terytorialny, strategia, rozwoj re-
gionalny

The role of strategy in strengthening the resilience of local government units
Abstract

The aim of the text is to describe and explain strategies of regional development as tools
of strengthening organizational resilience. The paper presents a brief review of threats
both natural and social that may affect organizational equilibrium. Moreover, a catalogue
of factors that enhance organizational resilience is discussed. Subsequently using H.
Mintzberg's concept of strategy, conceptual frames are identified as tools for crisis antic-
ipation, crisis reaction and adaption. From the presented perspective strategy is not only
tool for planning social and economic development but also a crucial instrument for over-
coming crisis and strengthening organizational resilience. Simultaneously new strategic
approach is required understood as a set of options based on effectuation theory.

Key words: organizational resilience, local self-government, strategy, local development
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Introduction

A retail chain plays a crucial role in distribution logistics, representing the final step
that transfers products from distribution centres to the customer via stores, han-
dling inventory management, transport, and last-mile delivery to meet demand ef-
ficiently and profitably. Shrinkage in retail chains negatively impacts their finan-
cial performance and customer buying behaviours (Figiel et al., 2020). The concept
of “Total Retail Loss’ (TRL) (Beck, 2016) presents the complexity of loss in retail
chains, as well as the challenges associated with developing a loss-prevention policy.
TRL includes elements that are not considered in the loss-prevention strategy of
the supply chain examined here, such as natural disasters, so the author has limited
the scope of the study accordingly (Figure 1).
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Figure 1. Total Retail Loss

‘ Total Retail Loss
Stores Supply chain E-commerce Corporate level

-« -« -«
Unknown stock Known Unknown stock Known Unknown stock Known

loss loss oss loss loss loss

/l M M Y

B

Malicious Non-malicious ~ Malicious Non-malicious Malicious ~ Non-malicious Malicious Non-malicious

R T T S

External Theft Wastage External Theft Wastage TheftinTransit ~ CreditCard ~ Corporate Frauds ~ General Lia-

Internal Theft Spoilage Internal Theft Damage Stolen Credit ~ Chargeback Bribery & Cor- bilities
Customer Frauds Damage  InTransit Losses Spoilage CardFrauds  Delivery Error ruption Bad Debt
Voucher/Loyalty ~ Missed Returns  Missed Returns - Counterfeit Returns ~ Claims Damaged Re- Regulatory Fines

Card Scams Loss Profit Damage Process Failures  Fraudulent tums
Cash Theft from00S  Organized Retail Delivery Claims  Process Failures
Criminal Collusion Lot Profit Crime Internal Theft
Organized Retail ~ fromOSA  Supplier Fraud Collusion Frauds
Theft Process Failures

Counterfeit Returns

Source: own work, based on: Beck, 2016; Figiel et al,, 2020.

According to the Centre for Retail Research (Bamfield, 2008) shrinkage is the
term generally used in the retail industry to measure ‘inventory losses from crime and
waste, expressed here as a percentage of retail sales. To systematize research in this
area, Efficient Consumer Response (ECR) adopted the following definition (Beck,
2004: 3): shrinkage is a combination of inter-company fraud, process failures, in-
ternal theft and external theft. Loss is defined as the difference between the recorded
quantity of goods and their actual quantity, where the discrepancy arose from internal
theft, external theft, supplier fraud or process errors (Beck, 2002: 11-12). A similar
definition can be found in the literature in Polish (Fertsh, 2006: 2008): ‘stock loss is
the loss of inventory occurring in the supply chain or in a store, which is a result of er-

rors, theft, fraud, etc” (Figure 2).
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Figure 2. Shrinkage in distribution logistics (retail chain), excluding corporate losses
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Source: own work, based on: Beck et al,, 2002: 27; Figiel et al., 2020.

the quantitative difference between the actual and recorded state of goods, while loss

is the value of the missing goods. The amount of loss is calculated by multiplying the

number of missing products by their price. In this article, the author adopts the defi-
nition of loss proposed by the ECR, which allows for the interchangeable use of the
terms loss and shrinkage.

In the realities of operational management of retail chains, stock losses are divided

in several ways. The first of them is: known and unknown loss (Beck et al., 2002: 30).

o known stock loss: shrinkage that we know has occurred (we can identify the goods,
their location and the time of their occurrence). Examples include products past
their expiry date, physically damaged or destroyed goods, etc.;

o unknown stock loss: unexplained discrepancies in inventory (shrinkage) that
cannot be defined (when, where, or sometimes even the type of missing product).
They are most often the result of crimes. This type of loss is usually discovered
during routine inspections, such as inventory counts.

Another division of losses accepted by academic communities and business is di-
vided into two categories:

e non-malicious shrinkage: these are losses of products or monetary value within
the supply chain that occur as a result of unintentional actions, without the inten-
tion of generating them. They are most often caused by non-compliance or im-

proper process design (Figiel et al., 2020: 13-16).
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o malicious shrinkage: damage to products or monetary value in the supply chain
that was caused by the perpetrator intentionally, through his or her knowing ac-
tion (Figiel et al,, 2020: 20,25).

It is worth noting that non-malicious losses are typically less dynamic than inten-
tional losses, and therefore more susceptible to preventative action (Beck, 2002: 10).
This makes it easier to identify and implement measures to counteract their causes. In
the case of intentional losses, countermeasures will aim to deter potential perpetrators
or discourage them from committing an act that results in a loss.

It should be pointed out that one element of a loss-prevention policy common to
the above-mentioned types of losses (non-malicious / malicious) is the implementa-
tion of preventative actions, which are primarily aimed at hindering or preventing
losses by monitoring' pre-defined people, processes, goods and places at a specific pe-
riod of time?.

Retail chain vulnerabilities

The purpose of a supply chain is to deliver goods from the manufacturer to the end
user. Therefore, it can be assumed that risk itself in the supply chain occurs in the form
of any event that may affect the movement of materials and disrupt the planned flow
of goods (Waters, 2011: 7). The specific nature of risk in a supply chain is the transfer
of the consequences of an event occurring in a single link to other entities. The es-
sence of this is that each link is exposed not only to its own risk, but also to the conse-
quences of negative incidents occurring in other links in the same chain. “The value of
the supplier-recipient relationship is influenced by the excellence of the business part-
ners’ actions, because the effects of disruptions occurring in one of them may affect
the other party or reach further in the supply chain. It is extremely important to shape
the awareness of its participants as to the importance of risk issues’ (Wieteska 2012:
76-125). Therefore, even if the individual risk of each part of supply chain is low, the
cumulative effect of several hundred, or even several thousand, links concentrated in
large organizations becomes significant (Waters, 2011: 49).

Risk is not distributed evenly across time, space and location. Nor is it distrib-
uted evenly across products and processes etc. within the supply chain. Individual lo-
cations, products, processes, and even people are significantly more vulnerable to loss
than others (Figiel et al., 2020: 30-31). A useful tool for obtaining a real picture of
losses is the ‘hot’” concept (Beck, Chapman, 2003: 16), which assumes that certain ele-
ments in the supply chain — places, products, processes, and people — are more suscep-
tible to generating losses than others. Identifying them is the basis for preparing and

1

Providing CCTV (Closed Circuit Television), applying EAS (Electronic Article Surveillance),
changing processes, etc.

> An example of such action is the “hot concept”, described later in this article.
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implementing preventative measures (Figiel et al., 2020). As a result of this research,
the author of this article has ‘enriched the essence of the hot concept with an addi-
tional clement (the time of loss generation) (see Figure 3).

This proposal (including the time element in the concept of ‘hot’) is based on sci-
entific data, business news and unpublished results of research conducted by the au-
thor.” These sources indicate that losses in retail chains increase during specific sea-
sons, such as holidays (Pannell, 2019; Bamfield, 2014: 30, 52, 60-61), festivities
(Figiel et al. 2020: 44; Bamfield, 2014: 30, 38, 52, 60-61), the back-to-school period
(Bamfield, 2014: 30, 38, 61), and even sales promotion activities (Carter, 1995: 57—
64; Carter et al., 1995: 81-82).

In most retail chains, dedicated departments are responsible for implementing
loss-reduction activities, including utilizing the ‘hot concept™. These activities are
supported by other organizational units’ that, as part of their operations and identi-
fied threats (hot elements), implement the initiatives defined in the loss-prevention

policy (Beck et al., 2003: 7).

Figure 3. ‘Hot’ concept

Places People

Processes

Products

Time

Source: own work, based on Beck, Chapman, 2003: 16.

Previous research, conducted primarily by academics in Poland (Liber, Szczepank-
iewicz, 2012: 111-122) and Western Europe (Beck et al., 2002; Beck et al., 2003;

> In the past, the author worked for leading retailers and led numerous loss-prevention pro-

jects, where “hot time” was identified as a key factor in reducing losses, e.g. having worked for
TESCO PLC, the author held the posts of Corporate Security Manager (Poland), Fraud Pre-
vention and Security Manager (Poland, Czech Republic, Slovakia), Central Europe Corporate
Security & Resilience Manager (Poland, Czech Republic, Slovakia, and Hungary).

In retail chains, these organizational units have different names: security, loss prevention, audit,
control, etc.

HR, H&S, logistics, purchasing, legal department, IT, etc.
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Beck, Chapman, 2003; Beck, Peacock, 2009; Beck, Chapman, 2020) has focused on
analyzing the collaboration between individual organizational units within the retail
network (supply chain) to reduce losses. They did not include an attempt to establish
possible connections between the position of operational departments’ employees in
the organizational structure®, their personal responsibility for losses, or the possibility
of obtaining information that may be of significant importance for the preparation
and implementation of a loss-reduction policy.

Taking the circumstances into account, as well as the need to address the research
gap, the following research question was adopted: Is there a relationship between the
position within a retail chain’s organizational structure from which an employee is in-
volved in loss reduction and the ability to obtain information necessary to develop
aloss-prevention policy?

These circumstances are particularly significant due to the ongoing optimization
of employment in retail chains, which is generally associated with reducing staff in
support departments’ and/or outsourcing loss-prevention processes. Given the facts
mentioned above, the following assumption was made in the research:

Hypothesis: There is a relationship between the position within a retail chain’s or-
ganizational structure from which an employee is involved in loss reduction and the
ability to obtain information necessary to develop a loss-prevention policy.

Research methodology and key findings

This article presents some of the results of a research project conducted by the au-
thor on the supply chain of a product that, according to global data, generates some of
the highest shrinkage (hot product) in the FMCG sector.

The complexity of FMCG supply chains, including their high susceptibility to
losses, distinguishes entities operating in this industry from other retail chains. The
FMCG sector is characterized by significant product differentiation®, high sales
volume, low margins and a variety of distribution channels. The specificity of this
sector is also determined by the need to store and transport goods’ under strictly de-
fined conditions'’ (e.g. cold chain supply), as well as the very frequent movement of
products. These factors lead to the need to integrate processes and operations across

¢ Organizational units that are not directly responsible for the level of loss.

Security, loss prevention, audit, control, risk management, etc.

8 FMCG retail chains offer up to 250,000 SKUs for sale. Managing such “mass of goods” be-
tween manufacturers, distribution centres and retail chains clearly requires collaboration across
the supply chain.

Transport management in the FMCG sector is a complex process. As exemplified by the study
results, the LPS Department of the international retailer taking part in the research collaborates
with approximately 400 transport companies, some of which are sole proprictorships.

An example would be the delivery of a kind of cheese to the retail chain participating in the re-
search: along supply chain and a luxury product, susceptible to improper storage conditions. In
the case of interruption e.g. delivery time slots problems, supplier fraud, food spoilage, etc., it is
almost impossible to meet customer satisfaction (needs) by offering alternative products.
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the entire supply chain to prevent losses.

The empirical study was planned to encompass 300 current and former managers
(various levels) responsible for loss prevention across the supply chain studied here.
The research was based on a questionnaire distributed to respondents. 224 completed
questionnaires were received, representing 74.7% of the total sample. After analyzing
the initial research results, 40 respondents were selected for personal interviews to
further elaborate on their responses to selected survey questions. Since the scope of
this article concerns distribution logistics, this study utilizes data obtained from re-
spondents who were knowledgeable about this part of the supply chain. The supply
chain under investigation featured various organizational forms of loss-prevention
units (Figure 4).

Figure 4. Structure of the security and loss-prevention department of one of the
retail chains participating in the study

Regional Loss
Prevention & Security
Loss Prevention & Manager (30)
Security Manager

(Hipermarkets)

DC Loss Prevention

. & Security Manager
Loss Prevention & 2)
Security Director
Loss Prevention & Regional Loss
Security Manager Prevention & Security
(Small formats) Manager (15)

Source: own work based on the author’s research in the supply chain covered by the
article.

The hypothesis was tested by contingency tables obtained from the summary
of respondents’ answers to the following questions and the Chi-square test of in-
dependence. The author verified that the assumptions of Pearson’s chi-square test
of independence were met, ensuring that the expected cell frequencies satisfied the
minimum requirements (i.c. at least 80% of the cells had expected counts > 5 and
no cell had an expected count < 1), thereby warranting the valid interpretation of
the statistical results.

Question 1. Please indicate the scope of information analyzed at your institution
regarding loss prevention. Please select all applicable answers.

1) ‘Hot products.

2) ‘Hot places.

3) ‘Hot processes.
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4) ‘Hot people’

5) ‘Hot time’

6) Other elements (please specify).

Question 2. At which level of your organization’s hierarchy does the obligation to
prevent losses originate?

a) Employee.

b) Department Manager.

¢) Head of Unit (store, DC, etc.).

d) Regional Manager.

¢) General Manager.

f) There is no such obligation.

Table 1 compares the level of responsibility for shrinkage to loss-prevention infor-
mation analyzed.

Table 1. The relationship between the level of responsibility for shrinkage and
information analyzed in the field of loss prevention

The relationship between the level p value for the Chi-square ,
- . . Cramer’sV
of responsibility for shrinkage and: test of independence
‘Hot products’identification 0,00 0,85
‘Hot processes’ identification 0,00 0,81
‘Hot places’identification 0,00 0,77
‘Hot time'identification 0,00 0,31

Source: own rcscarch,

The first column contains the name of the variables, the second column shows the
p value for the Chi-square test of independence, and the third column presents the
value of Cramer’s V, which gives information about the strength of the relationship
between the variables.

A value in the second column below 0.05 indicates a statistically significant rela-
tionship between the variables. If a relationship is found, its strength should be as-
sessed, as indicated by the value in the third column. Cramer’s V coefficient ranges
from 0 to 1, which is mutually closed. Values close to zero indicate a weak relation-
ship, while values close to one indicate a strong relationship between the variables.
From several statistically significant relationships, the strongest ones were selected;
these are highlighted in the corresponding rows. It should be clearly emphasized that
these are strong relationships.

Details of the relationship between the level of loss prevention and the identifica-
tion of ‘hot products’ (Chart 1).
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Chart 1. Relationship between the level of loss prevention and the identification
of ‘hot products’

0/ 0,
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Source: own I'CSCZ.I'Ch.

Among retail chains (units), where the level of responsibility for shrinkage be-
gins at the employee, approximately 98% identify the products generating the highest
losses, while just under 2% do not analyze this information. Among respondents who
indicated that responsibility for shrinkage begins with the department manager, ap-
proximately 93% identify the products associated with the highest losses, while ap-
proximately 7% do not analyze this information. Among those participants who indi-
cate that responsibility for shrinkage lies with heads of units or the regional manager,
none identify the products generating the highest losses.

Details of the relationship between the level of loss prevention and the identifica-
tion of ‘hot places’” (Chart 2).

Among companies where responsibility for losses begins at the employee, approx-
imately 98% identify the areas associated with the highest losses, while nearly 3% do
not analyze this information. Among respondents who indicated that responsibility
for shrinkage originates with the department manager, approximately 93% identify
the areas associated with generating the highest losses, while approximately 7% do not
analyze this information. Among those surveyed who indicated that responsibility for
shrinkage lies with heads of units, 100% of respondents identify the element associ-
ated with loss, whereas in cases where the regional manager is responsible for losses,
none of the companies identify the areas associated with generating the highest losses.

Details of the relationship between the level of loss prevention and the identifica-
tion of ‘hot processes’ (Chart 3).
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Chart 2. Relationship between the level of loss prevention and the identification
of ‘hot places’

100,00% 97,24% 100,00% 100,00%

93,10% /
80,00% \ /
60,00% ><
40,00% / \
20,00%

0/
0,00% = 929*/0“‘-—-——999%/ \)'OO%
,00% A T - & T
Employee Department Head of Unit Regional
Manager Manager

== No identification of ‘hot places’
=B-'Hot places’ identification

Source: own research.

Chart 3. Relationship between the level of loss prevention and the identification
of ‘hot processes’
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Among companies where responsibility for shrinkage begins at the employee,
nearly 98% identify the processes generating the highest losses, while approximately
2% do not analyze this information. Among respondents who indicated that respon-
sibility for shrinkage originates with the department manager, approximately 96%
identify the processes associated with generating the highest losses, while nearly 4%
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do not analyze this information. 100% of companies that indicate that the responsi-
bility for shrinkage lies with heads of units identify the element associated with loss,
whereas in the case of responsibility for shrinkage at the regional level, none of the
companies identify the processes associated with generating the highest losses.
Details of the relationship between the level of loss prevention and the identifica-

tion of ‘hot time’ are provided in Chart 4.

Chart 4. Relationship between the level of loss prevention and the identification

of ‘hot time’
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Source: own research.

Among companies where responsibility for shrinkage begins at the employee,
nearly 49% identify the time/period in which the highest losses occur, while approxi-
mately 51% of respondents do not analyze this information. Among respondents who
indicated that responsibility for shrinkage originates at the department manager level,
approximately 17% identify the period associated with the occurrence of the highest
losses, while nearly 83% do not analyze this information. 100% of companies that in-
dicate that the level of responsibility for shrinkage lies with heads of units identify the
clement associated with loss, whereas in the case of responsibility for shrinkage at the
regional level, none of the entities identify the time/period associated with generating

the highest losses.

Conclusions

The research results confirm the correlation between the variables studied here. The
level at which loss prevention is required in distribution logistics has a significant
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impact on the type of information necessary to prepare and implement current and
long-term loss-prevention policies. The survey results revealed an interesting picture:
the potential responsibility of regional and top-level managers for shrinkage does not
result in the collection of the information identified in the ‘hot concept..

The best results in this regard are achieved by imposing loss-prevention obliga-
tions on employees, department managers and heads of units. In this case, we obtain
complementary information on all elements of the ‘hot concept; excluding knowl-
edge about those individuals that generate the highest losses.

The reason for the lack of analysis of information regarding ‘hot people’ in the
supply chain reviewed here was identified during interviews with selected respond-
ents. The research results indicate that loss reduction in retail chains is primarily fo-
cused on implementing preventative measures. The identification of *hot people’ is, in
most cases, a result of monitoring previously identified processes, products and places
within a specific period of time''. Typically, this type of information is obtained in
two stages: firstly, as a result of the analysis of specific risk elements (‘hot concept’),
secondly, the implementation of the loss-prevention policy tailored to the pre-iden-
tified threats.

Based on these findings, the author makes targeted recommendations for the im-
plementation of the loss-prevention strategy and proposes that the effectiveness of op-
erations be measured not only by what risks are controlled, but also by how controls
interact to prevent, identify and respond to the main causes of losses. One of the most
frequently applied strategic approaches is the Deter, Detect, Delay, Deny, Defend,
and Defeat methodology. To overcome these challenges, it is necessary to implement
a comprehensive loss-prevention strategy, which could be based on the principles
of ISO 18788:2015'%, ISO 31000:2018", or ISO 28000:2022'*. However, in such
cases, shrink-reduction initiatives should consider various solutions, especially the re-
search findings presented in this article as a new and universal loss-prevention tool.

"' ‘Hot people” are not usually analysed directly (except when caught red-handed) because of var-

ious factors. First of all GDPR (General Data Protection Regulations), which strictly stipulate
how personal data is processed, e.g. those of offenders. Secondly, in loss-prevention activities,
especially malicious shrinkage reduction, the most preventative actions are based on the ‘theft/
fraud triangle; which indicates that theft / fraud occurs when three elements coincide: pres-
sure (need), opportunity (weak controls), and rationalization (justifying the act). This is used
to identify risks and prevent theft / fraud by focusing on reducing opportunities through in-
ternal controls on ‘hot” processes, places, products, in, but not only, ‘hot” time. Due to the con-
fines of the article, the author has limited himself to only a partial explanation of the issue of
how to analyze ‘hot people) which depends on many elements, e.g. types of losses (malicious,
non-malicious), perpetrators (customers, employees, suppliers, Organized Retail Rings), and
the loss-prevention policy, always tailored to pre-identified risk as well as vulnerabilities.

2" Management system for private security operations — Requirements with guidance for use.

13

Risk Management.
Supply Chain Security.

14



The involvement of employees in retailers’ operational departments... 143

The proposed loss-prevention tool results from the circumstances that ISO standards
show only the ‘bigger picture’ of management, which has to be detailed (pinpointed)
in day-to-day operations to ensure that loss-prevention activities are correctly applied
in ‘hot elements) at each echelon in an organizational structure, across distribution
logistics.
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The involvement of employees in retailers’ operational departments in loss
prevention in distribution logistics
Abstract

This article explores shrinkage in retail chains, the main causes of their occurrence and
selected methods for analyzing information in order to develop a loss-prevention policy.
This paper presents the research methodology and findings on the relationship between
the employee’s position within retailers’ organizational structures and their involvement
in loss reduction, and the ability to obtain information necessary to develop a loss-pre-
vention policy. The paper fills a research gap in this area; to date, no research on this topic
has been conducted in Poland (Europe).

Keywords: supply chain, retail chain, shrinkage, loss, risk management, loss prevention
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Introduction

Opver the past decade, the Russian-Ukrainian war has emerged as a critical external
driver of structural change in Europe’s economic system. Since 2014, and especially
following Russia’s full-scale military invasion of Ukraine in 2022, the European eco-
nomic environment has undergone profound and multidimensional transforma-
tions that extend far beyond short-term cyclical fluctuations. The war in Ukraine
has constituted not only a major security crisis but also an additional exogenous
shock to the European economic model, which had not yet fully recovered from the
COVID-19 pandemic. It has accelerated structural changes across the domains of
energy, finance, trade, industrial policy, the labour market and social policy. Taken
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together, these developments are shaping a new configuration of Europe’s economic
space, increasingly defined by the logic of security, geo-economic competition and
strategic autonomy.

The annexation of Crimea and the outbreak of the war in eastern Ukraine in
2014 constituted the first signal of the erosion of European stability in the after-
math of the 2008 global financial crisis. This assessment is corroborated in the ana-
lytical section of this paper through an analysis of the Economic Policy Uncertainty
index (Baker et al., 2016, pp. 1593-1636). However, it was the events of 2022
2025 that transformed the Russian-Ukrainian war into a fundamental challenge to
the entire system of European and global economic order.

The disruption of energy supply chains linked to Russia, the reconfiguration of
trade routes, rising military expenditures, inflationary pressures and the intensifica-
tion of social polarization have emerged as the key consequences of this transforma-
tion, as documented in reports by the European Commission (2025b), the Centre
for Economic Policy Research (Federle et al., 2024, pp. 9-12), European Central
Bank (Adolfsen et al., 2022, pp. 5-7) and the World Economic Forum (2025).

To interpret these transformations, this study draws on contemporary strands
of theoretical and applied economic and political economy research that concep-
tualize the growing interdependence of markets, state power, and security consid-
erations. The geoeconomic approach articulated by Blackwill and Harris (Black-
will & Harris, 2016, pp. 34-36) conceptualizes economic instruments as tools of
statecraft and strategic influence deployed under conditions of intensified geopo-
litical competition, in which efficiency-based criteria are increasingly subordinated
to strategic and security imperatives.

This analytical perspective is complemented by the work of Nadin, Stead,
Dabrowski, and Ferndndez-Maldonado (Nadin et al., 2021, p. 795) on integrated,
adaptive and participatory policy frameworks in Europe, which emphasizes resil-
ience, cross-sectoral policy coordination and institutional flexibility as core re-
sponses to systemic shocks and structural uncertainty. At the same time, contribu-
tions by Knaap, Nedovi¢-Budi¢, and Carbonell (Knaap et al., 2015, pp. 270-275)
in the field of state and spatial planning in the United States and Europe under-
score the reassertion of public authority in steering economic development and
managing strategic sectors under conditions of crisis and post-crisis transforma-
tion. Taken together, these theoretical approaches support the argument that the
European Union is gradually moving away from the paradigm of open multilat-
eralism towards a hybrid economic model that combines market mechanisms, in-
dustrial policy and the securitization of economic relations. The socio-economic
dimension of these transformations is no less significant. Forced emigration from
Ukraine, structural shifts in labour markets, increased fiscal burdens, heightened
socio-economic inequality and rising risks of social polarization pose long-term
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challenges for European economies. According to Eurostat and the State Statistics
Service of Ukraine, between 2022 and 2025 Europe experienced the largest popula-
tion displacement since World War IT (UNHCR, 2026, Regional data). Although
this influx of migrants has led to additional short-term costs associated with social
support, it has also created potential opportunities for the renewal and more effi-
cient redistribution of human capital in the economies of recipient countries.

Particular attention should also be paid to the growing role of information and
cyber-economic challenges. Cyberattacks, disinformation campaigns, and digital
interference in financial and energy systems have become integral parts of modern
economic confrontation, forcing European states to review existing approaches to
digital security and critical infrastructure management. Recent assessments by the
European Union Agency for Cybersecurity and the Council of Europe highlight
the growing convergence between economic resilience, technological sovereignty
and national security within the European political agenda.

Against this backdrop, the aim of this article is to provide a comprehensive anal-
ysis of the transformation of the European economic environment under the influ-
ence of the war in Ukraine over the period 2014-2025, with a particular focus on
systemic challenges, structural changes and potential trajectories for future devel-
opment. The study considers the following future scenarios for EU countries: adap-
tive differentiation, security-oriented consolidation and strategic economic recon-
figuration. It also examines alternative development paths for both Ukraine and the
European Union depending on the outcome of the war, namely a Ukrainian victory,
a temporary truce, or an outcome unfavourable to Ukraine. This approach makes
it possible not only to assess current trends but also to create an analytical basis
for the formulation of long-term policies aimed at economic stability, post-war re-
covery and the integration of Ukraine as a key component of the future European
economic and security architecture.

Materials and methods

The study is based on a combination of secondary quantitative and qualitative
data and applies an analytical research approach in order to assess the transfor-
mation of the European economic environment under the impact of the war in
Ukraine. The methodological framework integrates contemporary theories of po-
litical economy, such as geoeconomics, institutional analysis and statistical anal-
ysis, which allows for a comprehensive examination of systemic shocks, structural
changes and emerging development trajectories of the European Union. Within
this framework, particular attention is paid to the concept of geoeconomics, which
provides a key analytical lens for interpreting the transformation of the European
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economic environment. Geoeconomics refers to the use of economic instruments
— including trade policy, energy supply, financial regulation and industrial policy
— as tools of strategic power under conditions of intensified geopolitical competi-
tion. In the context of Russia’s full-scale invasion of Ukraine, economic relations are
no longer governed solely by considerations of efficiency and market optimization,
but are increasingly shaped by security imperatives and risk management strategies.

In this regard, the study introduces the notion of a “geoeconomic development
model” of the European Union, understood as a transition from a system based on
deep global interdependence and cost minimization towards a model centred on
resilience, diversification and strategic autonomy. Prior to 2022, the EU economy
relied heavily on open markets, global supply chains and relatively cheap external
energy resources. However, the war in Ukraine has exposed the structural vulner-
abilities of this model and accelerated its transformation into a hybrid system in
which economic policy is increasingly subordinated to security considerations, in-
cluding energy independence, technological sovereignty and the protection of crit-
ical infrastructure

The empirical basis of the study consists of official macroeconomic and struc-
tural data from Eurostat, the European Commission, The Organisation for Eco-
nomic Cooperation and Development (OECD, 2025), the World Bank, Ukrstat
(State Statistics Service of Ukraine, 2026) and others. The dataset includes indica-
tors of economic growth, inflation, labour market dynamics, fiscal balances, public
debt, energy prices, trade flows and indices of economic uncertainty for the period
2014-2025, with a particular emphasis on the post-2022 phase, which reflects the
accelerated transformations caused by the full-scale war in Ukraine.

In addition to statistical data, the study relies on analytical reports and stra-
tegic policy documents, including the World Economic Forum’s Global Risks Re-
ports for 2023-2025 (Elsner et al., 2025), official EU macroeconomic forecasts
and materials related to industrial policy, energy security, economic governance and
strategic autonomy. The study also employs the extrapolation method to identify
trends in economic uncertainty and the strategic planning method to determine
potential future scenarios for the development of the European economic environ-
ment: adaptive differentiation, security-oriented consolidation and strategic eco-
nomic reconfiguration. These scenarios are constructed on the basis of observed
policy trends, institutional constraints, and geopolitical conditions.

This integrated methodological approach enables a multidimensional assess-
ment of the challenges facing the European economy and provides an analytical
basis for policy-relevant conclusions on economic resilience, strategic autonomy
and prospects for cooperation with Ukraine during and after the war.
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Results

Since 2014, the macroeconomic dynamics of the European Union have been char-
acterized by several waves of crisis that have successively changed the trajectory of
economic growth and undermined the potential for long-term development. The
period from 2014 to 2016 was marked by the first geopolitical shock related to the
annexation of Crimea and the start of the war in eastern Ukraine. Although the di-
rect macroeconomic impact on the European Union cannot be attributed solely
to the outbreak of the war in Ukraine, given that it was not the only factor behind
the decline in EU GDP, the onset of the conflict marked the beginning of a gradual
deterioration in investment expectations, accompanied by heightened geopolitical
risks and increased economic uncertainty, particularly in the sphere of international
trade. The introduction of the first sanctions against Russia (Council of the Euro-
pean Union, 2025a) coincided with the development of a strategy aimed at diversi-
fying export markets for goods and raw materials. Together with the persistent sov-
ereign debt problems of several southern EU-countries, these factors contributed to
a deceleration of economic growth during the period 2014-2019 (Figure 1).

The next sharp negative shock was the COVID-19 pandemic in 2020, which led
to the deepest economic recession in the EU since World War II, that is -5.6% of
GDP in 2020 according to Eurostat and the World Bank’s Open Data (World Bank
Group, 2026). The recovery in 2021 was rapid but largely based on fiscal and mon-
etary stimulus, making it vulnerable to subsequent challenges. The data in Figure 1,
which show the dynamics of EU GDP structured by individual EU member states,
confirm that the period after 2014 was characterized not by a sharp decline, but by
a slowdown in growth dynamics in the EU. After the initial geopolitical shock as-
sociated with the annexation of Crimea and the start of the war in eastern Ukraine,
EU GDP continued to grow in nominal terms, but the pace of growth slowed sig-
nificantly in 2014-2016, reflecting the onset of a phase of heightened uncertainty.

The data in the figure also show the economic heterogeneity of EU member
states and their corresponding vulnerability. The major economies, notably Ger-
many, France, Italy and the United Kingdom, continue to account for the largest
share of aggregate GDP and largely determine the overall trajectory of the EU’s
economic development. At the same time, the relatively subdued dynamics of some
southern EU countries (e.g. Portugal and Spain) are evident. The decline in GDP
in 2020 is clearly visible in almost all member states, confirming the systemic nature
of the shock caused by COVID-19. The scale and synchrony of the decline distin-
guish the recession caused by the pandemic from previous shocks related to geopo-
litical tensions.
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Figure 1. Dynamics of Gross Domestic Product of EU Member States, measured in
current US dollars, 2013-2024
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The subsequent recovery in 2021-2022 was driven by fiscal and monetary meas-
ures rather than a return to stable long-term growth fundamentals. The dynamics
after 2022 point to a new phase of transformation in the European economic envi-
ronment. Although aggregate GDP is recovering and even exceeding pre-pandemic
levels, growth appears increasingly uneven and unstable. This reflects the cumulative
impact of numerous cross-cutting shocks, the consequences of the pandemic, the re-
newed escalation of the war in Ukraine, energy price volatility and the restructuring
of trade and supply chains. In this sense, Figure 1 visually reinforces the main thesis of
the study: the war in Ukraine is not so much an isolated shock as a catalyst for long-
term structural changes that are reshaping investment patterns, sectoral composition
and future trajectories of the EU economy.

Russia’s full-scale invasion of Ukraine in 2022 was a qualitatively new macroeco-
nomic shock that combined energy, inflationary and geo-economic dimensions. It
was at this point that the EU’s GDP growth trajectory entered a phase of structural
slowdown, reflected in subdued growth in 2023-2025.

In contrast to previous crises, such as the global financial crisis of 2008-2009
or COVID-19, the challenge facing the EU in connection with Russia’s full-scale
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military invasion of Ukraine has a clear geo-economic and security dimension. The
combination of economic and security factors has forced the EU to rethink its devel-
opment model, which until 2022 was based on a high level of global interdependence,
prioritizing market efficiency and minimizing costs. Before the full-scale war began,
the European economy was heavily dependent on imports of relatively cheap Russian
energy resources, which was considered economically rational within the neoclassical
model. In 2021, Russia accounted for approximately 40% of natural gas imports to the
EU and about 25% of oil imports (Figure 2).

Figure 2. EU gas imports by country, billion cubic metres per year, 2021-2024
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The data presented in Figure 2 illustrate a profound structural shift in the com-
position of EU gas imports between 2021 and 2024, directly reflecting the geo-eco-
nomic consequences of Russias full-scale invasion of Ukraine and the subsequent
reorientation of European energy policy. In 2021, Russia was by far the dominant
supplier of natural gas to the EU, accounting for approximately 150 billion cubic me-
tres per year, which underscores the scale of the EU’s pre-war energy dependence. By
2024, Russian gas imports had declined dramatically to about 52 billion cubic metres,
indicating a sharp and deliberate reduction driven by sanctions, and strategic policy
decisions aimed at enhancing energy security. This contraction represents not merely
a cyclical adjustment but a structural geopolitical shift in the EU’s external energy re-
lations. At the same time, the figure shows a substantial increase in gas imports from
alternative suppliers. Imports from the United States more than doubled between
2021 and 2024, reflecting the rapid expansion of liquefied natural gas (LNG) deliv-
eries and the growing role of transatlantic energy ties.

Norway has further strengthened its position as a key player in the EU gas market
and is characterized as a “relatively stable supplier”, becoming the largest source of
gas imports to the EU by 2024. Supplies from Algeria and other sources also remain
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significant, confirming the EU’s continued strategy of diversifying its energy port-
folio. This rapid change in gas supply routes and partners can be interpreted as a di-
rect response to increased geopolitical and security risks. While this reconfigura-
tion has reduced the EU’s strategic vulnerability to a single dominant supplier, it has
also created new challenges, including higher import costs, greater vulnerability to
global LNG market volatility, and infrastructure constraints. In this sense, the data
in Figure 2 provide empirical evidence that the war in Ukraine has transformed en-
ergy dependence from a choice driven by efficiency into a central dimension of sys-
temic economic risk management. Thus, the restructuring of EU gas imports con-
firms a shift from efficiency-driven energy dependence towards a security-oriented
and risk-sensitive energy model.

The energy factor played a key role in the large-scale inflationary processes in the
EU. Until 2021, inflation in the EU remained relatively moderate, reflecting weak ag-
gregate demand and relatively stable energy prices. From 2021 onwards, and especially
after Russia’s full-scale military invasion of Ukraine in 2022, sharp volatility in gas, oil
and electricity prices became the main source of inflationary pressure (Figure 3).

Figure 3. HICP Inflation in the European Union amid the War in Ukraine: Energy
Dependence, Transmission Channels, and Uncertainty, 2013-2025
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Source: authors’ own work based on Eurostat (2026).

Energy prices directly shaped the dynamics of consumer inflation and were in-
directly transmitted through rising production costs, particularly in energy-inten-
sive sectors of the economy. In 2024-2025, the energy component remained a key
source of uncertainty for inflation forecasts, a point repeatedly emphasized in analyt-
ical materials of the European Central Bank. Inflation driven by the energy shock had
pronounced distributional effects. In 2022-2023, increases in the cost of living out-
paced the growth of nominal wages, leading to a decline in real household incomes.
In 2024-2025, the recovery of purchasing power remained incomplete due to the
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inertial nature of price shocks. At the same time, persistently high energy costs neg-
atively affected the price competitiveness of the EU economy, particularly in indus-
trial sectors, constraining export potential compared with countries that have access
to cheaper or more diversified energy sources. This indicates that inflation in the EU
has become increasingly driven by structural and external factors rather than cyclical
demand dynamics.

Between 2014 and 2025 EU fiscal policy also underwent significant changes
under the influence of security-related and macroeconomic shocks. After 2014, de-
fence spending gradually increased but remained restrained until 2021 amid fiscal
consolidation. After 2022, a qualitative shift occurred: Russia’s war against Ukraine
triggered a large-scale and sustained increase in defence expenditures across EU coun-
tries, as well as substantial spending on military and financial support for Ukraine. In
2024, total defence spending by EU member states reached approximately €343 bil-
lion, indicating a long-term change in budgetary priorities. At the same time, govern-
ments expanded social programmes to mitigate the impact of inflation and the energy
crisis on households and businesses. This, together with the legacy of the COVID-19
pandemic, sustained high levels of budget deficits and public debt. Although deficits
gradually declined in 2024-2025, the debt burden remained elevated, particularly in
southern EU countries, constraining fiscal space and increasing sensitivity to rising in-
terest rates. This reflects a broader transformation of fiscal policy from a framework
of discipline and consolidation towards one focused on stabilization and security-ori-
ented intervention.

Russia’s full-scale war against Ukraine has also placed a heavy burden on the social
systems of European Union countries, primarily due to large-scale forced migration
flows. As of 2024, approximately 6.8 million people had been registered as receiving
temporary protection in EU countries (5,310,800 of whom were from Ukraine
(UNHCR, 2026, Regional data). The financial consequences of this transforma-
tion are systemic. According to European Commission estimates, the costs associated
with supporting Ukrainian refugees within the EU alone amounted to approximately
€17 billion, not including macro-financial assistance to Ukraine and defence support
costs. At the same time, beyond fiscal and social pressures, the inflow of Ukrainian
refugees has had a significant impact on labour markets across the European Union.
While the initial phase of integration has been constrained by language barriers, rec-
ognition of qualifications and skill mismatches, these challenges reflect broader struc-
tural adjustments within host economies. In many EU member states, particularly
those facing demographic ageing and labour shortages, Ukrainian migrants represent
an important source of human capital that can support labour market stabilization
and economic resilience. Over time, their integration is facilitated through institu-
tional support mechanisms, education systems and the development of socio-eco-
nomic networks, which enhance employment opportunities and accelerate adapta-
tion processes.
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From a longer-term perspective, migration should therefore be viewed not only as
a cost factor but also as a potential driver of labour market renewal and economic sus-
tainability. In line with migration theory, the possibility of return migration remains
significant, suggesting that the current redistribution of human capital may generate
positive spillovers for both the European Union and Ukraine in the post-war period.
At the same time, the war has been a catalyst for an energy shock that has forced EU
governments to roll out large-scale compensation programmes for households and
businesses. The total amount of fiscal measures aimed at mitigating the rise in en-
ergy prices is estimated at approximately €540 billion, which is one of the largest ex-
amples of countercyclical government intervention in the history of the EU (Sgara-
vatti et al., 2023).

Energy subsidies reveal the structural nature of the challenge: they rose from €213
billion in 2021 to €397 billion in 2022 and remained very high at €354 billion in
2023, reflecting strong fiscal inertia. IMF estimates show that the 2022 surge in fossil
fuel prices increased the cost of living for European households by nearly 7% on av-
erage, with low-income houscholds most affected, deepening inequality. Over the
medium term, this poses a dual challenge for EU resilience, combining higher social
spending with demographic ageing (European Commission, 2025a).

With the onset of Russia’s invasion of Ukraine, the European Union also faced new
political, economic and cyber-economic challenges that exposed the deep intercon-
nections between social stability, economic security and digital resilience. Socio-eco-
nomic pressures associated with the rising cost of living, together with the broader
consequences of the war, are increasingly translating into political risks — most no-
tably societal polarization and uneven support for EU foreign policy. The cyber threat
environment in EU countries has changed significantly over the past decade, elevating
cyber-attacks to the level of economic warfare. The ENISA Threat Landscape 2024
report, published by the European Union Agency for Cybersecurity, reports more
than 11,000 cyber incidents in 2023-2024, targeting mainly the public sector, trans-
port and financial services (ENISA, 2024). Disruptions in these closely linked sectors
have significant knock-on effects, increasing transaction costs and embedding “cyber
risk costs” into corporate economic behaviour strategy, which limits investment and
innovation.

In response, the European Union has accelerated the strengthening of its regula-
tory framework for digital resilience. NIS2 Directive: securing network and infor-
mation systems, created in 2022 and implemented in 2024, expanded mandatory
cybersecurity obligations across critical sectors, while the Digital Operational Resil-
ience Act (DORA), applicable from 17 January 2025, harmonized ICT risk man-
agement in the financial sector. Alongside the Critical Entities Resilience Directive,
these measures reflect a strategic shift from cost efficiency towards systemic reliability.
The war in Ukraine has thus acted as a catalyst for reasserting digital sovereignty and
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embedding cyber resilience at the core of European economic governance under con-
ditions of heightened geopolitical and internal stress.

From the above, we can conclude that the war in Ukraine has exposed the stra-
tegic vulnerabilities of the EU’s economic model, in particular by turning energy de-
pendence into a major source of socio-economic risk and a factor in increasing mac-
roeconomic instability. These circumstances have significantly increased economic
uncertainty in all European countries, exacerbating existing social pressures and
strengthening the link between geopolitical tensions, economic security, and sustain-
ability. This dynamic is clearly reflected in the Economic Policy Uncertainty (EPU)
for major European economies and the United Kingdom. Since 2022, the index has
shown a marked and sustained upward trend, with particularly strong growth ob-
served in Germany and in the aggregate European news-based index (Figure 4).

Figure 4. Economic uncertainty in Europe and selected European countries based on
the Economic Policy Uncertainty (EPU) index, 1987-2025
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The level of economic uncertainty in 2024-2025 exceeds that observed during
both the global financial crisis and the COVID-19, underscoring the uniqueness
of the war as a shock that combines economic, geopolitical and security risks. The
highest EPU values are recorded in Germany (the EU’s key industrial economy and
the country most dependent on the pre-war energy model), which helps explain the
scale of state intervention and anti-crisis measures undertaken there. Therefore, rising
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economic uncertainty should be interpreted not as a temporary fluctuation but as
a structural feature of the EU’s ongoing economic transformation.

The rise in economic uncertainty is closely linked to the structural transforma-
tion of the EU energy sector. The nearly threefold reduction in imports of Rus-
sian gas between 2021 and 2024, alongside a rapid increase in supplies from the
United States, Norway and other sources, marked a shift towards a more expensive
but significantly more secure energy supply model. This transition became one of
the main drivers of inflationary pressures, heightened volatility in commodity and
financial markets, and increased expected uncertainty, all of which are reflected in
the dynamics of the EPU index. In response to the energy shock and elevated un-
certainty, EU member states substantially expanded the role of fiscal and regulatory
policy. Large-scale support packages for firms and households, notably Germany’s
anti-crisis measures amounting to approximately €200 billion, served not only as
tools of short-term macroeconomic stabilization but also as mechanisms for man-
aging social and political risks. In this context, persistently high EPU levels func-
tion not merely as indicators of crisis intensity but also as explanatory factors be-
hind the EU’s gradual departure from a neoliberal paradigm in favour of a more
active and strategic role of the state in the economy.

At the same time, by 2024 the European Union had implemented an unprece-
dented sanctions regime against the Russian Federation. As already mentioned in
this study, restrictive measures had been imposed on more than 2,700 individuals and
legal entities (Council of the European Union, 2025a). The combination of sanctions
and elevated economic uncertainty has effectively precluded a return to the pre-war
model of economic relations and reinforced long-term structural shifts. Persistently
high EPU values between 2023 and 2025 indicate a transformation not only of cur-
rent economic conditions but also of the expectations of economic agents. Businesses,
investors, and governments increasingly prioritize resilience, diversification and secu-
rity considerations over cost minimization, a shift that is institutionally reflected in
the activation of EU industrial policy, including the adoption of the European Chips
Act and the relaxation of state-aid rules.

Thus, the war in Ukraine constitutes a deep systemic exogenous shock whose con-
sequences for the European Union’s economy are long-lasting and structural. The dy-
namics of the Economic Policy Uncertainty index confirm that the EU has entered
aphase of structural uncertainty associated with the transition towards a new geo-eco-
nomic development model. The shift from a logic of economic efficiency to a logic
of security, the expansion of the state’s role and the pursuit of strategic autonomy are
shaping a new development trajectory in which stability is achieved not through cost
minimization but through the reduction of systemic risks and the strengthening of
economic resilience. Unlike the crises of 2008—-2009 and the COVID-19 pandemic,
the consequences of Russia’s full-scale invasion are persistent and complex, combining
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economic, geopolitical and security factors. Prolonged economic uncertainty, the re-
structuring of energy chains and increased defence and social spending signal an irre-
versible change in the European development model and significantly limit the appli-
cability of traditional forecasting approaches. In this context, we have identified the
following scenarios for interpreting the possible trajectories of the European Union’s
further development.

Scenarios for the development of European Union economies

1. Adaptive differentiation.

The adaptive differentiation scenario envisages the preservation of internal heteroge-
neity within the European Union, with increased asymmetry in economic develop-
ment between countries and regions. According to this logic, Member States adapt
to the consequences of war and geo-economic fragmentation at different speeds and
with different instruments, depending on their fiscal space, energy structure and in-
stitutional capacity. In theory, this scenario echoes the concept of a “multi-speed Eu-
rope”, which has been discussed since the 1970s within the theory of differentiated
integration (Schimmelfennig et al., 2014). In economic terms, this means that the
northern and western EU countries are recovering faster, while the southern and
some eastern European economies remain in a mode of structural adjustment. Under
this scenario, the EU retains common markets and institutions, but without a radical
strengthening of supranational coordination. The risk is a gradual deepening of eco-
nomic fragmentation and social inequality, which could undermine the long-term
political cohesion of the European Union.

2. Security-Oriented Consolidation.

The second scenario, security-oriented consolidation, assumes that the war in Ukraine
accelerates the transformation of the European Union into a more centralized and
coordinated economic actor, driven by security imperatives. In this case, economic
policy is increasingly subordinated to strategic objectives, such as energy security, de-
fence readiness and protection of critical infrastructure. Historically, this trajectory
resembles post-war European reconstruction in the late 1940s and early 1950s, when
economic integration was explicitly linked to security concerns through mechanisms
such as the Marshall Plan and the European Coal and Steel Community. From a theo-
retical perspective, this scenario aligns with Keynesian-institutionalist (Keynes, 2007,
pp- 112-115) of crisis-driven state expansion. Under security-oriented consolidation,
the EU strengthens common fiscal instruments, coordinates industrial and defence
policies, and relaxes traditional competition rules for strategic sectors. However, this
model also entails trade-offs, including higher public debt, increased regulatory inter-
vention and potential efficiency losses in the private sector.
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3. Strategic Economic Reconfiguration.

The third scenario, strategic economic reconfiguration, represents the most trans-
formative pathway. It assumes that the war in Ukraine acts as a historical turning point
leading to the deliberate construction of a new European economic model centred
on strategic autonomy, technological sovereignty and geoeconomic competitiveness.
This scenario is grounded in contemporary geoeconomic theory, notably the work
of Blackwill and Harris (Blackwill & Harris, 2016), which conceptualizes economic
instruments as tools of strategic power in an era of intensified geopolitical rivalry.
Empirically, it is supported by the EU’s shift towards active industrial policy, the ex-
pansion of strategic investment programmes and the prioritization of resilience over
cost minimization. Strategic economic reconfiguration implics a long—term reorien-
tation of growth drivers, deeper integration of security and economic planning, and
the repositioning of Europe within a fragmented global economy. While potentially
enhancing systemic resilience, this trajectory requires substantial political consensus,
sustained investment and acceptance of higher short-term adjustment costs.

Alternative Scenarios for Ukraine and Europe

1. Scenario of a Ukrainian Victory.

Ukrainian victory would create conditions for large-scale post-war reconstruction
and integration, structurally comparable to post-war Western Europe. For the EU,
this would reduce long-term security risks and allow Ukraine to become a driver of
economic growth, particularly in energy, agriculture and defence-related industries.

2. Scenario of a Temporary Truce or Frozen Conflict.

A temporary ceasefire or a frozen conflict would lead to a prolonged state of geopo-
litical uncertainty without a definitive resolution to the war. Under such a scenario,
economic and security risks would remain high, limiting investment and slowing the
reconstruction process. The European Union would maintain high levels of defence
spending and continue to provide financial support to Ukraine for the sake of overall
security in the region, operating in an environment of constant instability and frag-
mented economic relations.

3. Scenario Unfavourable to Ukraine.
An outcome unfavourable to Ukraine would represent a systemic shock to the Euro-
pean security order, undermine international norms and reinforce global fragmenta-
tion. Europe would face prolonged militarization, heightened uncertainty and struc-
turally lower growth prospects.

In all scenarios, the war in Ukraine has irreversibly changed and will continue to
change the trajectory of Europe’s development. Economic policy can no longer be
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separated from security considerations, and sustainability has become a fundamental
principle of the European model. Europe’s future will depend not on restoring the
pre-war status quo, but on its ability to manage uncertainty, review strategic priorities
and integrate Ukraine into a renewed economic and security structure.

Conclusions

This study demonstrates that the war in Ukraine has become not merely another ex-
ternal disturbance for the European Union, but a systemic and long-term exogenous
shock that has accelerated the transformation of the European economic model. Un-
like previous crises, its effects combine macroeconomic, geopolitical, energy, social
and security dimensions, thereby reshaping the foundations of economic governance
in Europe. The empirical evidence presented in this article confirms that the EU is
moving away from a model based primarily on efficiency, cost minimization and deep
external dependence towards one structured around resilience, diversification and
strategic autonomy.

The analysis shows that this transformation is most clearly visible in four intercon-
nected areas: the restructuring of energy dependence, the persistence of inflationary and
fiscal pressures, the rise of structural economic uncertainty, and the growing integration
of security considerations into economic and regulatory policy. In this sense, the war has
not only intensified existing vulnerabilities, but also redefined the hierarchy of policy pri-
orities within the EU. Energy security, industrial policy, critical infrastructure protection
and digital resilience are no longer supplementary policy areas, but central components of
the Union’s future development model.

At the same time, the study indicates that the consequences of the war are unevenly
distributed across member states, reinforcing internal differentiation within the EU. This
asymmetry increases the risk of fragmentation, but also creates pressure for stronger co-
ordination at the supranational level. The future trajectory of the European Union will
therefore depend on its capacity to reconcile national diversity with common strategic
objectives, especially in the fields of fiscal policy, industrial development, defence and la-
bour market adaptation.

Particular importance should be attached to the socio-economic dimension of these
changes. The migration of Ukrainians to EU countries has created immediate fiscal and
social challenges, yet it also represents a structural source of labour market adaptation
and human capital renewal. In the longer term, the interaction between refugee integra-
tion, return migration and post-war reconstruction may become one of the key channels
linking the future development of Ukraine and the European Union.

Among the scenarios examined in this article, strategic economic reconfiguration
appears to be the most transformative and analytically convincing trajectory. It best re-
flects the observable shift towards a security-oriented, state-supported and strategically
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coordinated economic order. Although this path entails substantial costs and political
constraints, it also offers the greatest potential for strengthening long-term resilience
under conditions of continued geopolitical instability.

Opverall, the war in Ukraine should be understood as a turning point in the evolution
of the European economic environment. The central conclusion of this study is that the
future of the European Union will depend not on restoring the pre-war status quo, but
on its ability to institutionalize a new balance between economic efficiency and security,
while integrating Ukraine into a renewed European economic and security architecture.
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The transformation of the European economic environment under the impact
ofthe war in Ukraine: An analytical assessment of key challenges and future
development trajectories

Abstract

This paper analyzes the transformation of the European economic environment under
the impact of the Russian-Ukrainian war between 2014 and 2025, demonstrating that
the war represents not a cyclical crisis but a systemic exogenous shock to the European
Union’s economic system. The study examines key macroeconomic and socio-economic
effects, including the 2022 energy shock, inflation, economic uncertainty, and labour
market adjustments related to migration flows. The results reveal an asymmetric impact
across EU member states and increasing risks of internal fragmentation. The findings in-
dicate an accelerated shift of the EU towards a geoeconomic development model based
on resilience, strategic autonomy and the integration of economic and security policies.

Keywords: systemic shock, geoeconomic transformation, European Union economy, eco-
nomic policy uncertainty, energy security transition, strategic autonomy, war-induced
structural change, European transformation under stress
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Introduction

The full-scale Russian invasion of Ukraine, which occurred in 2022, caused an un-
precedented wave of forced emigration from Ukraine, which reached almost 6 mil-
lion people globally, among whom more than 5 million found international protec-
tion in European countries (UNHCR, 2025). As of March 2025, 65,335 Ukrainian
forced migrants had applied for temporary protection in Estonia, with 42,550 offi-
cially recorded in this country (Eurostat, 2025a), making it the third-largest EU re-
ceiving country in relative terms, i.e. in terms of the number of Ukrainians with tem-
porary protection per 1000 residents (Eurostat, 2025b).

Furthermore, the Ukrainian migration to Estonia, which had a long history before
2022, made Ukrainians the second-largest national minority group in this country
(Minority Rights Group International, 2024). According to Estonian statistics, the
number of people of Ukrainian ethnicity in 2025 reached 73,597, which means that
the number of Ukrainian forced migrants (UFMs) is significantly higher than the
number of Ukrainians that lived in Estonia before 2022 (Statistics Estonia, 2025).
Taking only the sheer numbers into consideration, we can assume that the newcomers
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have a significant effect on Ukrainian community building as well as the development
of Ukrainian diaspora organizations in Estonia.

At the same time, Ukrainian community building in Estonia before 2022 was
characterized by several challenges and problems. Prior to 2022, Ukrainian diaspora
organizations struggled with low engagement, as their activities reached only a small
minority of the community despite a long history and state funding (Kasianczuk,
2022). Community development was significantly hindered by internal institutional
issues, including conflicts of interest, a lack of transparent internal policies and visible
competition between organizations. Furthermore, political disagreements and a focus
on self-promotion among some leaders also contributed to social fragmentation and
a general sense of dissatisfaction among community members (Kasianczuk, 2022).

The aim of this article is to examine the key challenges and prospects of civic en-
gagement among UFMs in Estonia and to analyze their potential impact on the pro-
cesses of Ukrainian community building within the host country.

Literature Review

The concept of “civic engagement” has gained prominence over the past three dec-
ades as an important topic in developmental science. Much has been learnt about
what civic engagement means, how it is measured and how people develop civic en-
gagement. In particular, P. A. Arvanitidis (2017), through an analysis of recent lit-
erature, shows that civic engagement is a complex multidimensional concept, taking
multiple forms and encompassing a variety of behaviours and actions related to both
political and social aspects. Accordingly, civic engagement refers to how an active cit-
izen participates in the life of a community in order to improve conditions for others
or to help shape the community’s future, including wide-ranging activities undertaken
alone or in concert with others designed to identify and address issues of public con-
cern. Other scholars, e.g. Jonathan F. Zaff et al. (2010), who consider the definition
of civic engagement, provide insights into trends of civic engagement over the past 30
years, disentangle the various competing theories on the development of civic engage-
ment, and subsequently place the development of civic engagement within a develop-
ment systems lens.

Scholars pay special attention to various aspects of the civic engagement of im-
migrants. By analyzing some of them we can capture several key research findings
that have emerged over the past years. The results of these studies often focus on the
following key parameters: factors that influence immigrants’ motivations to partici-
pate in civic life, especially in the process of integration (Aleksynska, 2011; Vogel &
Triandafyllidou, 2005; Cappiali, 2015; Maidanik, 2025a; Voicu & Rusu, 2012), the
forms of participation migrants engage in (Maidanik, 2025b; Pajnik & Bajt, 2013),
and reasons for the development of migrants’ associations (Caselli, 2009).
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Methodology and Data

This paper is based on secondary data analysis and two online surveys (quantitative
and qualitative) conducted by the International Institute of Education, Culture and
Diaspora Relations of Lviv Polytechnic National University (IIEC). The quantita-
tive part of the study was carried out among adult (18 years and older) Ukrainian
migrants who had been forced to leave Ukraine for Estonia due to Russia’s full-scale
invasion and were residing in this country at the time of the survey. Information
was collected using an online survey based on the Computer-Assisted Web Inter-
viewing (CAWI) method, implemented through a pre-coded Google Forms ques-
tionnaire designed for self-completion. The survey was conducted in April 2024
and the number of the respondents was 112 (91.1% of whom had moved to Estonia
during 2022). A key limitation of the study is that the survey is non-representative
and is intended to describe the current situation rather than to identify causal re-
lationships. The questionnaire allows general trends in respondents’ answers to be
traced; the findings cannot be generalized to the broader population of Ukrainian
forced migrants in Estonia.

The qualitative component consisted of in-depth semi-structured interviews
with representatives of Ukrainian non-governmental organizations (NGOs). The
fieldwork for this component lasted from June to September 2024. During this pe-
riod, 12 interviews were conducted with leaders and activists of Ukrainian diaspora
organizations (type 1), Ukrainian forced migrants who joined the activities of these
organizations (type 2) and leaders and activists of Ukrainian organizations estab-
lished after the onset of the war (type 3). To identify the participants, the snowball
sampling method was used. In addition, respondents were recruited with the sup-
port of IIEC’s research partner, the Association of Ukrainian Organizations in Es-
tonia. Interviews were conducted remotely via the platform Zoom. The question-
naire consisted of thematic blocks and contained more than 30 questions, which
were adapted to the specifics of each of the three types of respondents listed above.
The key limitations of the qualitative study component are as follows: (1) in-depth
interviews captured the subjective experiences, views and assessments of individual
respondents, i.e. representatives of officially registered NGOs, and therefore en-
tail certain limitations in terms of objectivity and interpretative generalization, and
(2) the qualitative sample includes leaders and activists of Ukrainian NGOs in Es-
tonia primarily engaged in cultural and educational activities, while organizations
of other orientations (e.g. volunteer groups supporting the Ukrainian army, non-
formal activists etc.) are not represented. Thus, the use of the snowball sampling ap-
proach and engagement of the partner organization in Estonia lead to selection bias
and a relatively homogeneous sample, as respondents and partners tend to recruit
participants from their own social and organizational networks.
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Migration Dynamics

Analyzing the dynamics of temporary protection beneficiaries and corresponding
administrative decisions concerning individuals with Ukrainian citizenship in Es-
tonia over the period from the first quarter of 2022 to the fourth quarter of 2024,
we can see that at the initial stage of the full-scale Russian invasion of Ukraine (Q1-
Q2 2022), Estonia experienced a rapid and substantial inflow of Ukrainian nationals
secking temporary protection (Fig. 1). The number of beneficiaries increased almost
twofold, i.e. from 13,745 in Q1 2022 to 27,890 in Q2 2022, reflecting the country’s
immediate humanitarian response and the large-scale displacement triggered by the
onset of hostilities (Fig. 1). The number of decisions granting protection peaked in
Q2 2022 (14,820), which confirms the administrative system’s intensive engagement
during the crisis’s acute phase. The total number of beneficiaries continued to grow
throughout 2022, reaching its highest level in Q4 2022, i.c. 38,235 persons (Fig. 1).
During 2023-2024, the total number of beneficiaries remained relatively stable
within the range of approximately 32,000-36,000 individuals, indicating a consoli-
dation of the displaced population already present in the country. At the same time,
the number of new protection decisions declined sharply: from 7,570 in Q3 2022 to
fewer than 2,000 per quarter by 2024 (Fig. 1). This divergence between the relatively
stable stock of beneficiaries and the declining number of new administrative decisions
suggests a transition from the emergency reception phase towards a period character-
ized by longer-term residence and integration of Ukrainian displaced persons in Es-
tonia. By the end of 2024, 35,330 Ukrainians remained under temporary protection
in Estonia, which signifies sustained demographic presence and relative permanence
of displacement (Fig. 1).

Figure 1. Dynamics of the number of beneficiaries of temporary protection and
decisions granting temporary protection to people with Ukrainian citizenship in
Estonia, 2022-2024, quarter data
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Source: compiled by the author based on Eurostat, 2025a; 2025¢.
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By analyzing the demographic indicators of Ukrainians with temporary protec-
tion in Estonia, we observe a notable structural transformation between June 2022
and December 2024 (Table 1). During this period, the overall number of bene-
ficiaries of temporary protection increased from 27,890 to 35,330 persons, indi-
cating the continued arrival of displaced Ukrainians as well as the prolonged stay
of those who had previously sought protection. At the same time, significant shifts
occurred in the gender and age composition of the displaced population. In par-
ticular, the share of male beneficiaries increased from 30% to 38.8%, suggesting
a sharp increase in the arrival of additional male cohorts after the initial predomi-
nantly female and child refugee wave (Table 1). The age structure of the Ukrainian
population under temporary protection also demonstrates a gradual change: the
proportion of migrants aged over 65 years rose from 4.9% to 6.2%, indicating aging
of the displaced population, potentially due to an extended duration of stay and
family reunifications involving older relatives. Conversely, the share of children
under 18 decreased markedly: from 40% to 28.8%, and for those under 14 years —
from 30.8% to 20.7% (Table 1). This trend may reflect the gradual return of fami-
lies with children to Ukraine or their onward migration to other EU member states,
as well as the stabilization of adult migrants’ status in Estonia.

Table 1. Selected key demographic parameters of Ukrainian citizens with temporary
protection status in Estonia, 2022, 2024

June 2022 | December 2024
total number of beneficiaries of temporary protection status 27,890 35,330
share of males 30% 38.8%
share of migrants over 65 years old 4.9% 6,2%
share of migrants under 18 years old 40% 288%
share of migrants under 14 years old 30.8% 20.7%

Source: compiled by the author based on Eurostat, 2025a.

Estonian Societal Openness to UFMs

Analyzing how UFMs perceive Estonian state policy and societal attitudes towards
them following Russia’s full-scale invasion of Ukraine in 2022, we observe that both
the qualitative and quantitative surveys conducted by IIEC prove the multidimen-
sional nature of openness and overwhelming positiveness, spanning governmental
response, people’s solidarity and support. In particular, the statements made by the
respondents to the qualitative survey, such as “the Estonian state literally carried
cach refugee in its arms” and “created conditions not even 100%, but 120%”, re-
veal a deep appreciation for Estonia’s initial humanitarian response. This framing
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presents the state not merely as an administrative entity, but as a moral actor embod-
ying empathy and responsibility. In policy terms, Estonia’s early response demon-
strates solidarity-based governance, an approach that combines rapid institutional
coordination with a humanitarian ethos. However, the same respondents also iden-
tify unintended consequences: the preferential treatment of Ukrainians relative to
other minorities created perceptions of inequality. The observation that other mi-
norities “wanted a parity basis” underscores the challenge of avoiding hierarchies of
deservingness in refugee policy.

As to societal openness, 13.4% of UFMs in Estonia assess the attitudes of Esto-
nian society towards them as totally positive and 54.5% as positive. Only 4.5% con-
sidered it negative with less than 1% — totally negative. The remaining 26.8% assess
it as neutral. Besides, the findings of in-depth interviews on public attitudes show
strong initial solidarity from ethnic Estonians, exemplified by voluntary offers of
accommodation and community support. Respondents attribute this empathy to
shared historical memory, and more specifically to the collective trauma of Soviet
domination. As one migrant notes, “Estonians remember their families’ experiences
with Russia, [...] so they understand the situation firsthand.”

This alignment of historical narratives facilitates symbolic identification be-
tween host and receiving communities, reinforcing national self-conceptions
rooted in resistance to Russian imperialism. It reflects what scholars term affective
solidarity: emotional resonance grounded in parallel experiences of oppression. In
the Baltic context, this form of solidarity operates as both a moral bond and a geo-
political statement of alignment with Ukraine’s struggle.

Furthermore, it should be stressed that UFMs experienced discrimination and
negative attitudes predominantly in their interactions with Russians; this was pointed
out by 48.2% of respondents to the quantitative survey carried out by IIEC. These
specifics were also observed in the qualitative survey results:

Of course, there are some people who don't like this whole situation with Ukrainians
coming here - mostly Russian-speaking Estonians. They’ve got their own propaganda,
their own kind of pain, so we just don’t pay attention to that. But the ethnic Estonians,
who are the majority here, treat us really well and understand why this is happening,
that we didn't just come here to live for no reason (forced migrant).

In this context it should be emphasized that Estonia’s contemporary socio-po-
litical environment is strongly shaped by its historical experience and demographic
structure. The country’s collective memory of Soviet occupation, repression and mass
deportations during the twentieth century has contributed to a persistent perception
of security risks associated with Russian geopolitical ambitions, making Russia’s war
against Ukraine a matter of particularly close public and political attention (Ploom et
al., 2025). At the same time, the Russian-speaking minority in Estonia, which consti-
tutes around 21% of the population (Ploom et al., 2025), creates a complex societal



Civic engagement of Ukrainian forced migrants in Estonia... 171

landscape in which differing historical narratives, information spaces and political at-
titudes generate tensions in public discourse and influence the broader context.

Only a small share of UFMs (9.8%) experienced negative attitudes in their inter-
actions with the Ukrainian community. This is also an important indicator when it
comes to effective community building and civic engagement in Ukrainian diaspora
organizations in Estonia.

Civic Engagement and Community-Building

Among the respondents to the IIEC’s quantitative survey, more than half (55.4%)
indicated that they had participated or continue to participate in the activities of
Ukrainian NGOs in Estonia. Among the variety of events organized by Ukrainian
diasporic associations that forced migrants attended during their stay in Estonia, cul-
tural, religious and national-patriotic events prevail, which was reported by 68.8%
of the respondents. Community initiatives supporting adaptation and integration
were also significant: 59.7% received informational or legal aid, 31.2% humanitarian
assistance, 28.6% psychological support, and 54.5% attended Estonian language
courses. Moreover, 40.3% participated in political actions and marches promoting
Ukraine’s interests in Estonia. The least popular activities were Ukrainian language
courses (6.5%) and volunteering (3.9%). Besides, UFMs are generally satisfied with
Ukrainian NGOs in Estonia; more than 60% rated their activities at seven or higher
on a ten-point scale.

The in-depth interview respondents estimate that up to 20% of UFMs engage in
Ukrainian civic activities. They believe that newcomers’ level of involvement in com-
munity activities depends mostly on their available time and emotional capacity: many
are eager to contribute, but their ability can be limited by more important things, such
aslearning Estonian and job secking, which highlights the tension between survival
needs and social participation during the adaptation process:

Forced migrants are quite open to public activity. Those who have the strength and
motivation to get involved do come and offer their help. There are many such people.
A lot of people come to weave camouflage nets. It's a simple activity. [...] But when
people start learning Estonian, looking for a job, then of course, they have less energy
and fewer resources (diaspora).

They don't get involved very actively. Maybe 20%. And it's not because people
don't want to, but because they find themselves in a foreign country and face chal-
lenges: housing, work. What kind of civic participation can they think about? They can
think about how to survive and get by. Maybe they would like to get involved, but
they don't have the resources, because after the war everyone is already exhausted
(forced migrant).

Opverall, the main barriers identified in the study, which can be analyzed on several
levels, are the following:
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1. Individual level:

e psychological consequences of war trauma and the reluctance to engage in activi-
ties that may evoke painful memories of the war;

o limited time resources, as well as difficulties related to financial constraints and
the process of adaptation to the host-country;

e lack of experience or understanding of civic activism and NGO activities, as well as
a limited internalization of civic and volunteering practices common in European
civil society;

e asense of paternalism among some forced migrants who became accustomed to
receiving humanitarian assistance and may not immediately recognize the need
for personal civic contribution:

Some people who arrived at the beginning of the war became accustomed to re-
ceiving everything for free and may not immediately realize the need to contribute
themselves. For some, this understanding comes with time, they eventually see that
it’s time to get involved in civic activities, but for others, it never does (forced migrant).

2. Social level:

o insufficient sense of belonging to Ukrainian culture and limited willingness or
ability to communicate in Ukrainian;

e negative or exclusionary attitudes of some Ukrainian diaspora organizations to-
wards newly arrived forced migrants;

e tensions within the Ukrainian diaspora in Estonia, including institutional frag-
mentation and rivalry between two umbrella organizations.

3. Structural level:

e the absence of Ukrainian civic organizations or institutionalized associations of
Ukrainians in some of the initial cities or localities where forced migrants first ar-
rived, which restricts opportunities for early engagement and networking;

o limited dissemination of information about the activities, initiatives and thematic
focus of Ukrainian civic organizations in Estonia.

4. Political level or specifics of broader socio-political context:

e external pressure of the Russian minority: the fear of Russian-linked hostility de-
ters public activity and puts geopolitical constraints on local civic life; civic en-
gagement in Estonian regions which are close to Russian border becomes a politi-
cally risky act:

People have become afraid of being active. Because it's about safety in our region. For
example, during a recent city celebration, many parents refused to let their children
perform, here in our town. [...] many choose to hide in their niche so they won't be
seen. The town is small, everyone knows that we're Ukrainians, and we're constantly
being watched. This creates discomfort and discourages community activity. And
those who are afraid don’t come. [...] This is due to the ties with Russia, which almost
the entire population of the town still maintains (diaspora).
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Despite the barriers and challenges to the involvement of UFMs in civic activism
and community building in Estonia, the surveys also revealed the following moti-
vating factors that encourage them to participate in civic activities:

o the desire to help forced migrants to adapt, having gone through this difficult ex-
perience themselves;

e the opportunity for self-realization, self-development, expansion of the network
of contacts and social circle;

e the realization that there is greater strength and broader opportunities in unity;

e away to receive psychological support and help, a sense of unity with like-minded

Ukrainians,;

e an effective way of socialization, a sense of home and support;

e away of preserving national identity and the Ukrainian language;

e asense of responsibility for Ukraine, a desire to unite to help the Motherland and
the Armed Forces of Ukraine;

o the positive attitudes of Estonians and their help offered sincerely.

Thus, the findings underscore civic activism not merely as participation, but as
a coping and adaptation strategy: migrants engage to regain control over their cir-
cumstances, establish social networks and reconstruct a collective identity. Their
motivations range from altruism (helping others to adapt) to psychological sup-
port and national pride. These reflect both instrumental and expressive dimensions
of civic engagement. These factors of civic engagement prove that Ukrainian mi-
grants’ participation fosters bonding ties (within the Ukrainian community) and
bridging ties (with Estonians), thus engagement becomes both an act of resilience
and an assertion of belonging in a host society.

As to the institutional framework of the civic engagement of UFMs, the sur-
veys (both quantitative and qualitative) show that they not only engage in existing
Ukrainian NGOs, but also create their own. For example, the findings indicate that
almost 11% are already planning to start a new NGO, and additionally, 34.8% ex-
pressed interest in founding such an association but are hindered by a lack of rele-
vant skills and knowledge in this area. It is noteworthy that UFMs engage not only
in the activities of Ukrainian diaspora associations, but also participate in other
non-governmental organizations. According to the survey data, 27.7% of respond-
ents reported such involvement.

When considering the perspectives of Ukrainian community building in Es-
tonia and the effect of UFMs in this process, it should be stressed that approxi-
mately 20% of UFMs are already active in civic initiatives, while another 11% plan
to create NGOs. This quantitative insight points to a nascent yet rapidly expanding
civic infrastructure. Forced migration, though initially disempowering, has stimu-
lated organizational innovation within the Ukrainian diaspora. The emergence of
new associations and the revival of dormant ones testify to the capacity of crisis to
reinvigorate collective identity and social solidarity. Crucially, this transformation
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extends beyond the Ukrainian community; by engaging with Estonian institutions,
migrants contribute to transnational civic spaces that transcend national borders.
Their activities support Ukraine materially and symbolically, while simultaneously
fostering integration and intercultural dialogue within Estonia. However, in our
opinion, the sustainability of this momentum remains contingent on three key fac-
tors: (1) the economic integration of war migrants, (2) organizational cooperation,
primarily between Ukrainian diaspora umbrella institutions and then with newly
created NGOs, and (3) the sense of Ukrainian identity among forced migrants.

Conclusions

The data concerning the dynamics of Ukrainian forced migration to Estonia for the
period 2022-2024 suggest a transition from the emergency reception of large refugee
cohorts in 2022 to a more stable demographic and administrative pattern by 2024.
The displaced Ukrainian community in Estonia has evolved into a more settled and
demographically mature group, with a slight increase in male representation and el-
derly beneficiaries. These transformations point towards processes of community sta-
bilization, adaptation to host-country conditions and potential shifts from temporary
protection towards longer-term residence or integration frameworks.

Estonia’s response to the arrival of UFMs has been characterized by a high de-
gree of societal openness and state-led humanitarian solidarity. Both policy measures
and public attitudes demonstrate a broadly positive and empathetic stance, rooted
in shared historical experiences and collective memory. However, such a supportive
environment faces friction from the Russian-speaking minority who, influenced by
Kremlin narratives, exhibit attitudes of open hostility, discrimination and social ex-
clusion towards Ukrainians. Besides, the preferential focus on UFMs has also pro-
duced certain perceptions of unequal treatment among other refugees.

The civic engagement of UFMs in Estonia demonstrates both significant poten-
tial and notable challenges. On the one hand, their participation in Ukrainian and
Estonian civil society organizations reflects emerging forms of resilience, self-organ-
ization and community solidarity. Civic activism serves not only as a means of adap-
tation and psychological coping but also as a vehicle for preserving national identity
and fostering integration into Estonian society. On the other hand, numerous struc-
tural and psychosocial barriers, such as limited information, a lack of institutional
presence in certain regions, psychological trauma, issues concerning the use of the
Ukrainian language, intra-diaspora tensions and geopolitical pressures, continue to
hinder broader participation.

Despite these constraints, a growing interest in creating new NGOs and forming
collaborative networks indicates promising prospects for the development of a more
cohesive and dynamic Ukrainian community in Estonia. The long-term sustainability
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of this civic revival, however, depends on addressing core challenges: ensuring mi-
grants’ economic stability, enhancing civic competence and strengthening coopera-
tion within the Ukrainian diaspora and with Estonian institutions.
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Civic engagement of Ukrainian forced migrants in Estonia: Key challenges and
perspectives
Abstract

This article examines the challenges and prospects of civic engagement among Ukrainian
forced migrants (UFMs) in Estonia and their impact on Ukrainian community building
based on quantitative and qualitative surveys conducted by the International Institute
of Education, Culture and Diaspora Relations of Lviv Polytechnic National University in
2024, as well as secondary data analysis. The article also presents the evolving dynamics
of Ukrainian migration following Russia’s full-scale invasion of Ukraine. The findings reveal
that Estonia’s response has been marked by notable openness and solidarity, fostering fa-
vourable conditions for integration civic activism and community development. At the
same time, migrants face structural and psychosocial barriers such as information deficits,
intra-diaspora tensions, psychological exhaustion and Russian minority pressure. Despite
these challenges, the emergence of new civic initiatives and NGOs demonstrates growing
organizational potential and social resilience.

Keywords: temporary protection, forced migration, migrants’ integration, migrants’ civic
engagement, Ukrainian diaspora
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